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® |CE n STUN Ttpaduk
® DTLS Tpaduk
® SRTP Tpaduk
® OnpepeneHne SRTP naketos
® [ekopunpoBaHne SRTP-nakeToB
® PazobpaHHblii SRTP-Tpaduk
® 3aronosku SRTP-nakeTta
® Cnmcok SRTP n RTP noTokos, y4acteytowwmx B WebRTC ceccumn
® Ananu3 SRTP-notoka

Obwume cBegeHnsA

TexHonorua WebRTC npu paboTe € ceTblo onmMpaeTcs Ha TPU OCHOBHbIX creuudukaumm:

* ICE v STUN
* DTLS
* SRTP

Ons yctaHoBku WebRTC - coeanHeHus ncnoneadyetcs ICE. Web-knueHT otnpasnset STUN - 3anpocel WCS cepsepy, WCS cepBep oTBevaeT Ha 311
3anpochbl 1 TEM CambIM NOATBEPXKAAET YTO FOTOB K YCTAHOBKE COEANHEHMSI.

Cnepytowym warom nponcxognt obmeH SSL ceptudmkatamm vyepes DTLS n yctaHoBKa 3awumndposaHHOro kaHana mexxgy Web-knneHtom n WCS-
cepsepoM. lNocne Toro, Kak coegnHeHne yCTaHOBNEHO, Ha4nHaeT ngtn SRTP - Tpadguk.

WebRTC Client WCS Server

ICE/STUM P

f—— ICE / STUN Success ——
———————— DTLS Handshakes ————»
f—— DTLS Handshakes ————————

SRTP

Bo3MOXKHbIE HENONAOKW

B 60nbLUMHCTBE Cny4aeB HEMONAAKM cBsdaHbl ¢ HenpoxoxaeHnem UDP tpadwka ICE, STUN, DTLS, SRTP mexay y4acTHUKamu CUCTEMbI.

YcTpaHeHne Henonagok

Y6eputech, 4TO BeCb TpaduK, KOTOpbIn y4acTByeT B ycTaHoBke WebRTC ceccumn 1 B nepegade megua gaHHbIx 6ecnpensiTCTBEHHO NPOXoAnT Mexay y4a
CcTHUKamu 3BoHka. Megua noptel WCS cepsepa B gnanasoHe [31000-32000] no ymonyaHuto, [OSKHbI ObiTb OTKPLIThI A5 Npruema Bxogswero UDP
Tpaduka. Ecnm WCS-cepsep Haxogutcst 3a NAT v nmeeT BHewwHui IP-apgpec, ybegutech 4To UDP nakeTbl, OTNpaBfieHHble Ha 3TOT BHELLHWI agpec
6yOyT KOPPEKTHO MapLLPYTU3NPOBaHbl Ha COOTBETCTBYIOLWME NopThl WCS cepBepa, KoTopblii HaxoauTcst 3a NAT.

ICE n STUN Tpaduk


https://tools.ietf.org/html/rfc5245
http://tools.ietf.org/html/rfc5389
https://tools.ietf.org/html/rfc6347
http://www.ietf.org/rfc/rfc3711.txt
https://docs.flashphoner.com/pages/viewpage.action?pageId=1049286
https://docs.flashphoner.com/pages/viewpage.action?pageId=1049286

Tak BbirnaguT o6meH ICE - TpaH3akuusimy nepep, yCTaHOBKOW coeanHeHns. B gamne a1o obbidHble STUN 3anpockl u oTBeThl. [Tocne Toro, kak
coeguHeHune yctanosneHo ICE npopgomxaeT paboTtaTte Anst MOHATOPUHIA YCTaHOB/IEHHOrO coeanHenns. Ecnn B pesynbtate moHuTopuHra ICE nepectan
npoxoanTb, TO 3BOHOK ByAeT npepBaH.

A logpcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = =
File Edit ¥iew Go Capture Analyze Statistics TE'EDhDHZ Tools Internals Help
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Filter: stun v | Expression... Clear Apply Save
MNo. Time Source Destination Protocol Length Info
16 27.919236 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:B28e8mfysfvLgdss
17 27.921787 188.40.69.75 92.127.221.146 STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:e28e8Mfysfvigd
18 27.929723 188.40.69.75 92.127.221.146 STUN 158 Binding Request user: B28E8MTysfvigdss8:gul3f
19 28.018326 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:B28e8mfysfvigdss
20 28.019742 188.40.69.75 92.127.221.146 STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:B28e8Mfysfvigd
21 28.022820 188.40.69.75 92.127.221.146 STUN 158 Binding Request user: B28ESMfysfvigdss:gul3f
22 28.091373 92.127.221.146 188.40.89.75 5TUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 188.40.69.75:31030
24 28.123548 188.40.69.75 92.127.221.146 STUN 158 Binding Request user: B28ESMTysfvigdss:gul3f
25 28.137609 92.127.221.146 188.40.69.75 STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 188.40.69.75:31030
29 28.223897 92.127.221.146 188.40.69.75 STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 188.40.69.75:31030
34 28.330650 188.40.69.753 92.127.221.146 5TUN 86 Binding Indication
85 28.572008 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:B28e8mfysfviLgdss
86 28.573147 188.40.69.75 92.127.221.146 STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:B28e8mfysfvigd
138 28.828370 188.40.69.75 92.127.221.146 TFTP 70 Read Request, File: d@;5\234%240e\n?4351%340)345%305\2347b=\r6[malformed Packet]
262 29.448389 188.40.69.75 92.127.221.146 TFTP 101 Read Request[malformed Packet]
280 29.534578 92.127.221.146 168.40.69.75 STUN 146 Binding Reguest user: 9ul3f:s28esmfysfvLgdss
281 29,535797 188.40.69.75 92.127.221.146 STUN 150 Binding success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:e28e8mfysfvigd
475 30.497059 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:e28edmfysfvLgdss
476 30.497805 188.40.69.75 92.127.221.146 STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:e28e8mfysfvigd
647 31.330994 188.40.69.75 92.127.221.146 STUN 86 Binding Indication
672 31.457966 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:B28e8mfysfvigdss
673 31.458722 188.40.69.75 92.127.221.146 STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:B28e8Mfysfvigd
870 32.420408 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:B28e8mfysfvigdss
871 32.421221 188.40.69.75 92.127.221.146 STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221.146:58732 user: 9ul3f:B28e8Mfysfvigd
1052 33.386004 92.127.221.146 188.40.69.75 STUN 146 Binding Request user: 9ul3f:B28E8Mfysfvigdss
>
Frame 16: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits) £
0000 00 24 21 9c 37 ed 00 21 59 c5 74 &0 08 00 45 00 L$N.7.0 YLTLLLE
0010 00 84 7a 10 00 00 76 11 8e d3 5c 7f dd 92 bc 28 e C
0020 45 4b e5 6c 79 36 00 7 43 b5 00 01 00 54 21 12
0030 a4 42 67 59 49 53 30 47 59 34 47 6b 41 67 00 06 o
0040 00 16 39 75 31 33 66 3a 42 32 38 45 38 4d 66 79 .. Bul3f: B2BESMTY w0
NNEN T AR _EE _Ac- A7 G4 K2 20 NN_NN_2n_ 2 nn_Ne _nd _ad cfun ndce ® 1}
<] M File: "C\tmp\3\log.pcap” 143 kB 00:00:33 Packets: 1057 - Displayed: 25 (2,4%) - Load time: 0:00.023 Profile: Default

DTLS Tpaduk

DTLS HaunHaeT paboTaTtb cpasdy nocine Toro, kak ICE yctaHoBun coeguHerne. ObmeH ceptudmkatamu npegcrasnsieT coboli Heckonibko Handshake -
COO6LLEHNIA, B pe3ynbTaTe Yero ycTaHaBMBaeTCs 3allyLLEHHOE COeAVHEHNE ANs nepefayy Meamna AaHHbIX.

A log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = =
File Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help
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Filter: | dtls v| Bpression..  Clear Save
lo. Time Source Destination Protocol Length Info
23 28.093212 188.40.69.75 92.127.221.146 DTLSvl. 180 Client Hello
26 28.137884 1B8.40.69.75 92.127.221.146 DTLSvl. 180 client Hello
27 28.196537 92.127.221.146 188.40.69.75 DTLSvl. 883 server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
28 28.216232 188.40.69.75 92.127.221.146 DTLSvl. 825 certificate, Client Key Exchange, Certificate verify, Change Cipher Spec, Encrypted Handshake Message
30 28.224506 188.40.69.75 92.127.221.146 DTLSvl. 825 certificate, Client Key Exchange, Certificate verify, Change Cipher Spec, Encrypted Handshake Message
31 28.322495 92.127.221.146 188.40.69.75 DTLSvl. 133 change Cipher Spec, Encrypted Handshake Message
32 28.324976 92.127.221.146 188.40.69.75 DTLSvl. 133 change Cipher Spec, Encrypted Handshake Message
1057 33.428B50 92.127.221.146 188.40.69.75 DTLSvl. 103 Encrypted Alert
< >
@ 57| File: "C:\tmp\3\log.peap” 143 kB 00:00:33 Packets: 1057 - Displayed: 8 (0,8%) - Load time: 0:00.020 Profile: Default

SRTP Tpaduk

Onpepenenne SRTP naketos

Mpwn nepegade paHHbix No SRTP, Wireshark moxeT He pacnodHaTe SRTP naketbl. Haiit 3T nakeTbl goctato4Ho npocto. WCS no ymonyaHuto
ncnonb3yeT AnanasoH noptos [31000-32000] ansa nepepayn meauna Tpaduka, B Tom vunce n WebRTC. B gamne Hvke Mbl Halwm Asa HEONO3HaHHbIX
UDP-nakeTa, oanH 13 KOTopbIX oTnpassieH ¢ nopta 31030, a BTOPOW NPUHAT Ha 3TOM NOPTY. [ns Takmx NakeToB HYXHO SBHO yKa3aTb MCMONb3yeMblii
NpPOTOKON.



A log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = =
File Edit View Go Capture Analyze 5Statistics Telephony Tools |nternals Help
©o® 4 BEExZ aesadTL/EEQacD EBM % B
Filter: v | Expression... Clear Apply Save
MNo. Time Source Destination Protocol Length Info
50 28.408379 212.53.40.76 188.40.69.75 RTP 60 PT=opus, SSRC=0x444472E1, Seq=6, Time=72960
51 28.408429 18BB.40.69.75 92.127.221.146 uppP 74 Source port: 31030 Destination port: 58732
532 28.421925 92.127.221.146 188.40.69.75 upP 112 source port: 58732 Destination port: 31030
53 28.424160 92.127.221.146 188.40.69.75 uppP 150 Source port: 58732 Destination port: 31030
54 28.424645 1B8B.40.69.75 212.53.40.76 RTP 144 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seg=53, Time=
55 28.426413 212.53.40.76 188.40.69.75 RTP 60 PT=opus, SSRC=0x444472E1, Seq=7, Time=73920
56 28.428409 18B.40.69.75 92.127.221.146 uppP 74 Source port: 31030 Destination port: 58732
57 28.445036 92.127.221.146 188.40.69.75 upP 151 Source port: 58732 Destination port: 31030
58 28.445568 1BB.40.69.75 212.53.40.76 RTP 145 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seg=6, Time=
59 28.446253 212.53.40.76 188.40.69.75 RTP 60 PT=0pus, SSRC=0x444472E1, Seg=8, Time=74880
60 28.448409 188.40.69.75 92.127.221.146 upP 74 source port: 31030 Destination port: 58732
61 28.456185 92.127.221.146 188.40.69.75 uppP 144 Source port: 58732 Destination port: 31030
62 28.456722 1B8.40.69.75 212.53.40.76 RTP 138 PT=DynamicRTP-Type-111, SSRC=0x3C0199FD, Seg=7, Time=
63 2B.466759 212.53.40.76 188.40.69.75 RTP 60 PT=0pus, SSRC=0x444472E1, Seq=9, Time=75840
64 28.468401 188.40.69.75 92.127.221.146 upP 74 Source port: 31030 Destination port: 58732
65 28.475196 92.127.221.146 188.40.69.75 upP 150 source port: 58732 Destination port: 31030
66 28.475752 1B8.40.69.75 212.53.40.76 RTP 144 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seg=B, Time=
67 28.4B7142 212.53.40.76 188.40.69.75 RTP 60 PT=0pus, S5SRC=0x444472E1, Seq=10, Time=7&800
68 28.488367 188.40.69.75 92.127.221.146 uppP 74 Source port: 31030 Destination port: 58732
69 28.497188 92.127.221.146 188.40.69.75 upP 144 Source port: 58732 Destination port: 31030
70 28.497731 188.40.69.75 212.53.40.76 RTP 138 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seg=9, Time=
71 28.4098321 212.53.40.76 188.40.69.75 RTP 60 PT=opus, S5RC=0x444472E1, Seq=11, Time=77760
72 28.508374 188.40.69.75 92.127.221.146 upP 74 Source port: 31030 Destination port: 38732
73 28.515498 92.127.221.146 188.40.69.75 uppP 141 Source port: 58732 Destination port: 31030
74 28.516051 1B8.40.69.75 212.53.40.76 RTP 135 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seg=10, Time
75 28.517377 212.53.40.76 188.40.69.75 RTP 60 PT=opus, SSRC=0x444472E1, Seq=12, Time=78720
76 28.528433 188.40.69.75 92.127.221.146 74 Source port: 31030 Destination port: 58732

] M File: "(-::\tmp\3\l.0g.pcaﬁ" 143 kB 00:00:33

HekoanposaHne SRTP-nakeTos

Packets: 1057 - Displayed: 1057 (100,0%) « Load time: 0:00.011

upP

[ Profile: Default

Wireshark cmoxeT pasobpatb HangeHHble UDP nakeTbl, ecnm Mbl ykaXkem emy npoTokosl. B cBolicTBax naketa Bbibepute 'Decode As..' n panee
BblGepuTe RTP npoTokon s Bcex NakeToB, KOTopble nayT Mexay 6paysepoM Ha nopty 31030 n WCS cepsepom Ha nopTy 58732. 3Tv nopThl
BbIAENSAIOTCS AMHAMUYECKN U BalleM cryyqae 6yayT ncnonb3oBaTcs Apyrue 3Ha4eHus.
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Edit View Go

Filter:

Mo

0000
0010
0020
0030
0040

Time

.408379
.408429
.421925
.424160
.424645
.426413
.428409
. 445036
. 445568
.446253
. 448409
.456185
.456722
. 466759
.468401
.4751986
.475752
.487142
.488367
.497188
.497731
.498321
. 508374
. 515498
. 516051
o SHLFE
.528433

59
00
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16

00 21
00 3c
dd 92
1d 00
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log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12]] -
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Source
212.53.40.76
188.40.69.75
92.127.221.146
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188.40.69.75
212.53.40.76
188.40.69.75
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188.40.69.75
212.53.40.76
188.40.69.75
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40
e5
9c
ec

el
00
6cC
a0
d3

24
11
28
e7y
41

@ M File: "Chtmp\3\log.pcap” 143 kB 00:00:33
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9c
2b

00
29

Destination
188.40.69.75
92.127.221.146

212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146

- — T

37 ed 08 00 45
bc 28 45 4b 5c
90 of 00 05 00
41 5f 46 b3 &F

PasobpaHHbin SRTP-Tpaduk

v | Expression.

Protocol  Length
RTFP 60
UDP 74
uUDP 112
UDP 150
RTP 144
RTP a0
UDP 74
uUDP 151
RTP 145
RTP 60
UDrP 74
UDP 144

Clear

Show Current

Help

P e 7

x Clear

() Do not decode

xglaersnTFeIEE acan @88 % O

Apply Save

Info

PT=0pus, S5RC=0x444472E1, Seq=6, Time=72960

Source port: 31030 Destination port: 58732

Source port: 58732 Destination port: 31030

Source port: 58732 Destination port: 31030
PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seq=5, Time=28§
PT=0pus, SSRC=0x444472E1, Seq=7, Time=73920

Source port: 31030 Destination port: 58732

Source port: 58732 Destination port: 31030
PT=DynamicRTP-Type-111, S5RC=0x3C0199FD, Seq=6, Time=28
PT=0pus, SS5RC=0x444472E1, Seq=8, Time=74880

Source port: 31030 Destination port: 58732

Source port: 58732 Destination port: 31030

Wireshark: Decode As = = i
Link | Metwork| Transport
RMCP A
RPC
RSIP
RSP
RSVP
RTCP ;
RTP I
RTPproxy
RUDP
RY

UDP Both (31030-58732) |~ port(s) as

Apply Close

- J
Packets: 1057 . Displayed: 1057 (100,0%) - Load time: 0:00.011

Profile: Default

B pesynbTate gekoguposaHus npotokona, Wireshark otobpasnt pazobpaHHbiii SRTP Tpaduk:
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Edit View Go

Filter:

Mo

0000
0010
0020
0030
0040

)

Time

60 28.
61 28.
62 28.
63 28.
64 28.
65 28.
66 28.
67 28.
68 28.
69 28.
70 28.
71 28.
72 28.
73 28.
74 28,
75 28.
76 28.
77 28.
78 28.
79 28.
80 28.

448409
456185
456722
466759
468401
475196
475752
487142
488367
497188
497731
498321
508374
515498
516051
517377
528433
537206
537752
539623
548413

. 337717
. 561088
. 561589
. 568348
. 572008
. 573147

[ ELERT:]

Capture Analyze Statistics Telephonl Tools  Internals Help

BB

Source

188.40.
92.127.
188.40.
212.53.
188.40.
92.127.
188.40.
212.53.
188.40.
92.127.
188.40.
212.53.
188.40.
92.127.
188.40.
212.53.
188.40.
92.127.
188.40.
212.53.
188.40.
212.53.
92.127.
188.40.
188.40.
92.127.
188.40.

A4 £

00 21 59 c5 74 ed
00 3c 00 00 40 00
dd 92 79 36 e5 6¢C
1d 00 3b 35 9c a0
dl 2a 16 31 ec d3

log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12]] - O
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00 24
40 11
00 28
03 e7
7d 41

O M File: "Chtmp\3\log.pcap” 143 kB 00:00:33

3aronoskn SRTP-naketa

SRTP Tpadvk 3awmndposaH. ITO 03HAYAET YTO €CNIN NOMNbITaTbCA €ro NPoUrpaTb, BMECTO HOPMasibHON peyn 6yayT WwyMbl. Ho 3awmdpoBaHo ToNbKo

Destination
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
212.53.40.76
188.40.69.75
92.127.221.146
188.40.69.75
188.40.69.75
212.53.40.76
92.127.221.146
188.40.69.75
92.127.221.146

400 An £n TC

- — T

37 ed 08 00 45 00
bc 28 45 4b 5c 7f
90 of 00 05 00 01
41 5f 46 b3 8F 40

Packets: 1057 . Displayed: 1057 (100,0%) - Load time: 0:00.013

v | Expression... Clear Apply Save
Protocol Length Info
RTP 74 PT=DynamicRTP-Type-111, SSRC=0x3B359CA0, Seq=5, Time=72
RTP 144 PT=DynamicRTP-Type-111, SSRC=0x1EC9BA4B, Seq=2224, Time
RTP 138 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seq=7, Time=28
RTP 60 PT=0pus, SSRC=0x444472E1, Seq=9, Time=75840
RTP 74 PT=DynamicRTP-Type-111, SS5RC=0x3B359CA0, Seq=6, Time=73
RTP 150 PT=DynamicRTP-Type-111, SSRC=0x1EC9BA4B, Seq=2225, Time
RTP 144 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seq=8, Time=28
RTP 60 PT=0pus, SSRC=0x444472El1, Seq=10, Time=76800
RTP 74 PT=DynamicRTP-Type-111, SSRC=0x3B359CA0, Seq=7, Time=74
RTP 144 PT=DynamicRTP-Type-111, SSRC=0x1EC9BA4B, Seq=2226, Time
RTP 138 PT=DynamicRTP-Type-111, S5RC=0x3C0199FD, Seq=9, Time=28
RTP 60 PT=0pus, SSRC=0x444472E1, Seq=11l, Time=77760
RTP 74 PT=DynamicRTP-Type-111, S5RC=0x3B359CA0, Seq=8, Time=75
RTP 141 PT=DynamicRTP-Type-111, SSRC=0x1EC9BA4B, Seq=2227, Time
RTP 135 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seq=10, Time=2
RTF 60 PT=0pus, SSRC=0x444472E1, Seq=12, Time=78720
RTP 74 PT=DynamicRTP-Type-111, SsrRC=0x3B6359cA0, Seq=9, Time=76
RTP 146 PT=DynamicRTP-Type-111, SSRC=0X1EC9BA4B, Seq=2228, Time
RTP 136 PT=DynamicRTP-Type-111, SSRC=0x5C0199FD, Seq=11, Time=2
RTP 60 PT=0pus, SSRC=0x444472E1, Seq=13, Time=79680
RTP 74 PT=DynamicRTP-Type-111, SSRC=0x3B359CA0, Seq=10, Time=7
RTP 60 PT=0pus, SSRC=0x444472E1l, Seq=14, Time=80640
RTP 148 PT=DynamicRTP-Type-111, S5RC=0X1EC9BA4B, Seq=2229, Time
RTP 138 PT=DynamicRTP-Type-111, S5RC=0x5C0199FD, Seq=12, Time=2
RTP 70 PT=DynamicRTP-Type-111, SSRC=0x3B359CA0, Seq=11, Time=7
STUN 146 Binding Request user: 9ul3f:B28E8MfysfvLgds8
STUN 150 Binding Success Response XOR-MAPPED-ADDRESS: 92.127.221
no ER P s ene A AAA AT e AT T 04 AN

>

v.t..% I.7...E

<. .@ @ .+.(EK\

y6.1.( .R.0O...

=P Daitimm el FaE

*1..34 .)

Profile: Default

copepxxaHue Tpaduka. OcHoBHble RTP-3aronoBku He 3awmndpoBaHbl 1 ux BuaHo B RTP nakete. 310 yao6HO AN aHanmsa xapakrepuctnk SRTP
Tpadwvka. B npumepe Hxe nokasaH SRTP naket ¢ Payload Type, Sequence Number, Timestamp, SSRC.



r | log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] - O
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

coAm g B cerwT2/EEQaan EFBB X B
Filter: v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info "
60 28.448409 188.40.69.75 92.127.221.146 RTP 74 PT=DynamicRTP-Type-111, S5RC=0x3B359CA0, Seg=53, Time=72
61 28.456185 92.127.221.146 188.40.69.75 RTP 144 PT=DynamicRTP-Type-111, SSRC=0x1EC9BA4E, Seg=2224, Time »

>

Frame 60: 74 bytes on wire (592 bits), 74 bytes captured (592 hits)
Ethernet II, Src: 00:24:21:9c:37:ed (00:24:21:9¢:37:ed), Dst: 00:21:59:c5:74:e0 (00:21:59:c5:74:e0)
Internet Protocol Version 4, Src: 188.40.69.75 (188.40.69.75), Dst: 92.127.221.146 (92.127.221.1486)
User Datagram Protocol, Src Port: 31030 (31030), Dst Port: 58732 (58732)
= Real-Time Transport Protocol

10.. = version: RFC 1889 version (2)

..0. .... = Padding: False

..1 .... = Extension: True

. 0000 = contributing source identifiers count: 0
0 = Marker: False

Payload type: DynamicRTP-Type-111 (111)

Sequence number: 5

Timestamp: 72960

synchronization source identifier: O0x3b359ca0l (993369248)
pefined by profile: unknown (0x03e7)

Extension length: 0

Payload: 415f46b58f40dl2al631lecd37d41c629

0000 e

0010 28 45 4b 5c
0020 6f 00 05 00
0030 5f 46 b5 8f

0040

O M| Frame (frame), 74 bytes | Packets: 1057 . Displayed: 1057 (100,0%) - Load time: 0:00.013 Profile: Default

Cnncok SRTP n RTP notokos, y4acteytowmx B WebRTC ceccuun

SRTP 1 RTP noTokun Mo>kHO npoaHanuanposats ¢ nomoysto Wireshark. [ns aToro Hy>xxHO ncnone3osate MeHio 'Telephony - RTP - Show All Streams'.

A Wireshark: RTP Streams - O

Detected 4 RTP streams. Choose one for forward and reverse direction for analysis

Src addr “ Src port 4 Dst addr 1 Dst port 1 55RC 1 Payload 4 Packets 4 Lost 1
188.40.69.75 31026 212.53.40.76 18486 (%3C0199FD RTPType-111 248 0(0,0%)
188.40.69.75 31030 92,127.221.146 58732 (x3B359CAD RTPType-111 248 0(0,0%)
212.53.40.76 19426 188.40.69.75 31026 O 44472E1 opus 251 0(0,0%)
92.127.221.146 58732 188.40.69.75 31030 Ox1ECSBALB RTPType-111 255 0(0,0%)

>

Select a forward stream with |eft mouse button, and then
Select a reverse strearn with Ctrl + left mouse button

Unselect Find Reverse Save As Mark Packets || Prepare Filter Copy Analyze

B pnaHHoMm cnyyae notokn ¢ SSRC 0x3B359CAO0 1 0x1EC9BA4B sBnstotca SRTP-notokamu mexay Web-6paysepom n WCS, T.K. X UCTOYHUKOM 1
afpecoM HasHa4eHus sensetcs IP-agpec Be6-knveHTa (OH Ham 3apaHee n3secTteH). OcTanbHble ABa NOTOKa - NepBblii U TPETU cBepxy 3To RTP noToku
mexagy WCS un SIP cepsepom (agpeca WCS cepaepa u SIP cepBepa Ham TakxKe U3BECTHbI 3apaHee).

AHann3 SRTP-noToka



Kak onucbiBanocsk Bbille, 3aronoskn SRTP-nakeTa He wingpytoTes 1 nodtomy SRTP NOTOK NOAHOCTBIO AOCTYNEH AfS aHanu3a Ka4ecTsa, NoTepb,
IKUTTEPa 1 3a8epPXOK, Kak 06bl4HbIN RTP noTok:

Src addr
188.40.69.75

188.40.69.75
212.53.40.76
92.127.221.146

Unselect

|

Forward Direction

Wireshark: RTP Streams = B

Wireshark: RTP Stream Analysis = =
Reversed Direction

Analysing stream from 188.40.69.75 port 31030 to 92.127.221.146 port 58732 S55RC = (x3B359CA0

Packet * Sequence 4 Delta(ms) 4 Filtered Jitter(ms) 4 Skew(ms) 1 P BW(kbps 1 Marker 4 Status 4
44 1 0,00 0,00 0,00 0,48 [Ok]
46 2 0,00 0,00 0,00 0,96 [Ok]
51 3 0,00 0,00 0,00 1,44 [Ok]
56 4 0,00 0,00 0,00 1,92 [Ok]
60 5 0,00 0,00 0,00 240 [Ok]
B4 6 0,00 0,00 0,00 2,88 [Ok]
68 7 0,00 0,00 0,00 3.36 [Ok]
72 8 0,00 0,00 0,00 3,84 [Ok]

Save payload...

Max delta = 0,00 ms at packet no. 0

Max jitter = 0,00 ms. Mean jitter = 0,00 ms.

Max skew = 0,00 ms.

Total RTP packets = 248 (expected 248) Lost RTP packets = 0 (0,00%) Sequence errors = 0
Duration 4,88 s (0 ms clock drift, corresponding to 1 Hz (+0,00%]

Save as C5V.. Refresh Jump to Graph Player Mext non-Ok
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