RTSP / RTP

Ananun3 RTSP Tpadwmka npu 3anpoce notoka ¢ I[P kamepbl

Wcnonesyem uneTp 'rtsp' 4To6bl nony4uts RTSP Tpadvk mexgy WCS un IP kamepoli.

A log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = =
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Filter: rtsp v | Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
33 13.359663 188.40.69.75 .211.205.45 RTSP 191 OPTIONS rtsp://d1ink2103.noip.me/1ivel.sdp RTSP/1.0
35 13.452717 . 211, 205.45 188.40.69.75 RTSP 218 reply: RTSP/1.0 200 oK
7 13.453385 18B.40.69.75 .211.205.45 RTSP 217 DESCRIBE rtsp://d1ink2103.noip.me/1ivel.sdp RTSF/1.0
38 13. 546205 .211. 205.45 188.40.69.75 RTSP 227 reply: RTSP/1.0 401 unauthorized
39 13. 548327 188.40.69.75 5. 211.205.45 RTSP 416 DESCRIBE rtsp://d1ink2103.noip.me/1ivel. sdp RTSP/1.0
40 13. 643064 .211. 205.45 188.40.69.75 RTSP/SL 869 Reply: RTSP/1.0 200 OK
41 13.669579 188.40.69.75 .211.205.45 RTSP 242 SETUP rtsp://d1ink2103. noip.me/1ivel. sdp/track2 RTSP/1.0
42 13.765271 .211. 205.45 188.40.69.75 RTSP 269 Reply: RTSP/1.0 200 oK
43 13.766140 188.40.69.75 L 211, 205.45 RTSP 261 SETUP rtsp://d1ink2103.noip.me/1ivel. sdp/trackl RTSP/1.0
44 13. 862095 .211. 205.45 188.40.69.75 RTSP 269 reply: RTSP/1.0 200 oK
60 14.606291 188.40.69.75 .211.205.45 RTSP 226 PLAY rtsp://d1ink2103. noip.me/1ivel.sdp RTSP/1.0
120 17.399631 .211. 205.45 188.40.69.75 RTSP 302 Reply: RTSP/1.0 200 OK
>
O |""j Framne (frame), 191 bytes Packets: 3450 . Displayed: 12 (0,3%) . Load time:... | Profile: Default

RTP tpaduk ot RTSP IP kamepbl

Mocne yctaHoBKM coeaunHeHus no RTSP, oT kamepb! Ha4YMHaeT MATK 06bl4HbI RTP Tpaduk.

A Wireshark: RTP Streams = b

Detected 2 RTP streams. Choose one for forward and reverse direction for analysis

4 Payload 4 Packetz {4 Lost 1 Max Delta (ms) 1 Max Jitter (ms) 1 Mean Jitter (ms) 1 Pb? o
RTPType-96 2085 0 (0,0%; 0,000000 0,000000 0,000000 X
g711u 62 0 (0,0 168, 264000 17,190320 15,222839

£

Select a forward stream with left mouse button, and then
Select a reverse stream with Ctrl + left mouse button

Unselect Find Reverse Save As Mark Packets || Prepare Filter Copy Analyze

Danee ecnu oTdnnbTpoBaTh 3TOT e Aamn no UDP 1 BOCnonb30BaTbCs MHCTPYKUMaMN pasgena AHanna SRTP Tpaduka, MOXXHO 06Hapy»XUTb 4TO OT
WCS-cepBepa k 6paysepy nget SRTP Tpaduk. Ecnm Bbl npu 3ToM BuamTe BUAEO B 6pay3epe, 3To o3HavaeT 4To RTP Tpaduk ¢ IP kamepbl B pe3ynbtate
ycnewHo yctaHoBneHHoro RTSP-coegnHennst npuxogut Ha WCS cepsep 1 ganee koHseptupyetcs B WebRTC / SRTP Tpaduk ans oTobpaxkeHus B
6paysepe.

Bo3MOXKHbIE HENONAOKW

Ecnn RTSP n RTP Tpadvk He 6ygeT npoxoautb mexagy WCS-cepsepom un IP-kamepoii, BUAEO C kamepbl He 6yaeT oTobpaxkatbest B 6paysepe. Ckopee
BCero 6yaeT TOMbKO YepHbIl AKpaH.

YcTpaHeHne Henonagok

Kak npaBuno kamepbl ycTaHaBAnBaloTCsA B lokanbHon ceTn 3a NAT, noatomy anst 6ecnpensitTcTBEHHOro nogkoveHus K IP kkamepe no RTSP Tpebyetcsa
no6asuTb Aga npasuna NAT Ha Ballem MapLupyTu3aTope, K KOTOPOMY MOAKJIIoYeEHa AaHHas kamepa. Hanpumep B MapLupyTudatope Zyxel, atn
HacTPOKN ByayT BbIrNAOeTb Tak:


https://docs.flashphoner.com/display/WCS5RU/WebRTC#WebRTC-SRTP

ZyXEL Keenetic Il Language:
Security

LU RGOS RNV Access Rules | SkyDNS | Yandex.DNS

Address translation Rules (NAT)

Create static network address and port translation rules, if you want to redirect incoming Internet connections to the hosts of your Home netwark.

Broadband connection (ISP} 192.168.1.41
Broadband connection (ISP} 192.168.1.41
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w 8 ~F .l $© & 8

3necb 192.168.1.41 - ato IP agpec kamepbl B nokanbHol ceT. MapLupyTnsaTop roBOpUT, 4TO Npu 06paLLEHNN Ha AaHHblE NOPTbI OH ByaeT
nepeHanpaensaTb RTSP 3anpoce! IP-kamepe.

[anee ecnu Bam n3BecTeH Bawl BHeLWHWI IP agpec, npy obpalleHun no aToMy agpecy, Hanpumep rtsp://9.9.9.9:554 Bbl nonapeTe Ha RTSP-nopT Baluei
Kamepbl.

Ecnu 4TO-TO HE nony4aeTcs, NPOKOHCYNLTUPYNTECH C BaLLMM UHTEPHET-NpoBaaepoM. Ecnn y Bac auHammnyeckuii IP, Bbl MOXXeTe BOCMNONb30BaTLCS
cepsucom agnHamuydeckoro DNS. B aTom cnyyae MOXXHO 6yaeT obpallatbCs No MMEHN XOCTa U He cegnTb 3a n3MeHeHnsmun IP-agpeca. Hanpumep
rtsp://myhost.noip.com:554.

Ecnu Becb Tpaduk xoauT, a BUAEO BCE PaBHO HE OTOBPaXKaeTcs 1 B Iorax MHOroO owMB0K, CUrHaIN3MPYOLLIMX NOTEPHO NakeTos, nposepbTe MTU.
HekoTopble IP-kamepbl OTNPaBnsioT focTatoqHo kpyrnHble UDP nakeTbl ¢ BUAEO, KOTOpbIe MOMyT UMETb Npobnemsbl ¢ npeogoneHnem MTU poyTtepa.
Wcnone3yinTte ana atoro komaxay: ping -f -1 1460 8.8.8.8. Ha mecTe 8.8.8.8 MOXeT 6bITb Nt060W BHELLHWI XOCT, KOTOPbIN OTBEYaeT Ha nNuHru. Ecnn
nakeTbl He MPOXOASAT, BbINOJSIHUTE Ty XKe cCaMyto MpoBepKy ¢ poyTepom: ping -f -1 1460 192.168.1.1, roe 192.168.1.1 - 310 agpec poyTepa. Ecnn go
poyTepa Takue nakeTbl JOXOAAT, a A0 BHELLHEro XocTa He AOXOANAT, TO 3TO FOBOPUT YTO Ha CTOPOHE poyTepa HefocTaToyHo 6onblioe MTU. B atom
clly4ae BOCMNONb3yWTECh HACTPONKaMU poyTepa YTobbl YBENMYUTL ero Ao cTaHgapTHoro 3HadeHust 1500. Hanpumep ans Zyxel MoxHo ycTaHoButTb MTU
B KOHCOJIU:

telnet 192.168.1.1

>show i nterface | SP
>interface ISP ip ntu 1500
>system confi g- save



Telnet 192.168.1.1

Cconfig»? show interface ISP

mac =

id:

index:

type:
description:
state:

link:
connected:
mtuw:
tx—gqueue =
addressz:
mask:
broadcast:
glohal:
defaultouw:
priority:
security—level:
auth—type:

ore::Configurator:

ec:43:f6:01:cl:eb
gwitchm/ULﬂNE

ULAN

Broadbhand connection
up

up

yes

1500

1. [

255255255 .240

yes
yes
00
public
none

done .

B paHHoM cnyyae 'ISP' - aTo ceTeBO MHTEPENC Ha poyTepe K KOTOPOMY NOAKIOYEH Kabenb NHTEPHET-NpoBanaepa.

Ecnu xe no komange ping -f -1 1460 192.168.1.1 nakeTbl He AOXOQAT gaxke A0 poyTepa, nposepbTe MTU B Bawwen onepaunoHHOn cucteme. Hanpumep y
Windows MTU 3agaeTcs B CUCTEMHOM peecTpe.
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