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OnuncaHune

Kak npasuno, ansa nepepayin WebRTC meguapaHHbIX Ha TpaHCNOPTHOM ypoBHe ncnonbdyetcst UDP. C ogHOW CTOPOHBI, 3TO NO3BOJSET CHU3NUTL
3afep>KKn Npu nepepade aaHHbIX. C Apyroi CTOPOHbI, B pe3ynbTaTte NoTePb NakeToB, KA4ecTBO BbICOKOOMTPETHbIX FullHD 1 4K TpaHcnauuii
CHWXXAETCS JaXKe Ha OTHOCUTESIbHO XOPOLUMX KaHanax.

Ecnn Heobxoanmo obecnednTb kadectBo WebRTC-TpaHcnauuii, WCS nossosnsieT ncnonbdosatb TCP Ha TpaHCnopTHOM ypoBHe B cooTBeTcTBUM ¢ RFC4
57116544,

Moppep>xkmBaemble nnatdopmbl 1 Gpay3epbl
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Cxema paboTbl


https://tools.ietf.org/html/rfc4571
https://tools.ietf.org/html/rfc4571
https://tools.ietf.org/html/rfc6544

Browser 1 - Publisher

1. Websocket / publish

2. WebRTC over TCP WCS

[
4. WebRTC over TCP
3. Websnclcetl ! play

Browser 2 - Player

. Bpaysep coeguHseTcsa ¢ cepsepom no npoTtokony Websocket n otnpasnset komangy publish.

. Bbpaysep 3axBaTbiBaeT MMKPOMOH 1 kamepy n otnpasnseT WebRTC noTtok Ha cepsep 4epe3 TCP.
BTopoii 6pay3ep yctaHaBnmsaeT coeavHeHne Takxe no Websocket u otnpaenset komaHgy play.

Btopolii 6paysep nonydaetr WebRTC notok 4epe3 TCP 1 BOCnNpon3BoAamMT 3TOT NOTOK Ha CTpaHuLe.

rwn o

[MocnepoBaTenbHOCTL BbINONHEHNS onepaumin (Call Flow)

MocnepoBaTenbHOCTL BbIMOMHEHWS onepauuii oTanyaeTcs otnybnvkauuy notoka no WebRTCB yacTu yctaHoskn WebRTC coenmHeHus:


https://docs.flashphoner.com/pages/viewpage.action?pageId=1049187

WCS

1. publishStream (localSDP)

2. setRemoteSDP (TCP candidates)

3. TCP connect (audio/video ports)

WebRTC over TCP media stream

1. KnueHT oTnpasnsieT cepepy npeasioxeHune nokaneHoro SDP no Websocket.

2. KnneHt nonyyaet SDP ot cepsepa. B SDP ykasbiBatotcs TCP ICE-kaHgngaTh!:

v=0

o=Fl ashphoner 0 1545364895231 IN | P4 192.168.1.5
s=Fl ashphoner/1.0

c=INI1P4 192.168.1.5

t=0 0

mraudi o 31038 RTP/ SAVPF 111 8 9

c=INI1P4 192.168.1.5

a=candidate:1 1 tcp 2130706431 192.168.1.5 31038 typ host tcptype passive
a=candidate:1 2 tcp 2130706431 192.168.1.5 31038 typ host tcptype passive
a=end- of - candi dat es

nrvi deo 31040 RTP/ SAVPF 100 127 102 125 96
c=IN1P4 192.168.1.5

a=candidate:1 1 tcp 2130706431 192.168.1.5 31040 typ host tcptype passive
a=candidate:1 2 tcp 2130706431 192.168.1.5 31040 typ host tcptype passive
a=end- of - candi dat es

a=rtcp- mux

a=rtcp: 31040 IN I P4 192.168.1.5

a=sendonl y

a=ssrc: 564293803 cnane: rtp/vi deo/ 1b951110- 04d5- 11e9- a8b5- 19c6bla7cdbb

v




3peck 192.168.1.5 - IP agpec WCS cepsepa
3. KnneHt yctaHasnunsaeT TCP coeamHeHue Ha NopTbl Ans ayamo 1 BUAEO AaHHbIX, ykadaHHble B SDP, n HaumHaeT nepepady MegnafaHHbIX.

AHanorn4Ho, NocnefoBaTelbHOCTb BbINOJIHEHNS onepauuii Npy BOCNPOM3BeaeHN NOToKa ByAeT crneaytoLlei:

WCS

1. playStream (localSDP)

2. setRemoteSDP (TCF candidates)

3. TCP connect (audio/video ports)

WebRTC over TCP media stream

A

1. KnueHT oTnpasnsieT cepBepy npeafioxeHune nokaneHoro SDP no Websocket.
2. KnneHt nonyyaet SDP ot cepsepa. B SDP ykasbiBatotcs TCP ICE-kaHgngaTsl.

3. Knnent yctaHasnueaeT TCP coegnHeHne Ha NopTbl Ans ayano 1 BUOEO AaHHbIX, yKadaHHble B SDP, n Ha4ymHaeT nprvem megnagaHHbIX.

HacTtponka

Ncnonb3oBaHne WebRTC yepe3 TCPBkitoYaeTcst HacTpoiikoii B chaineflashphoner.properties

ice_tcp_transport=true

YnpaeneHue pasamepamu 6ydepoB Ha npuem n nepenadvy

Pa3mepsbl GychepoB Ana npuema 1 oTnpaBky AaHHbIX HACTPaNBAKOTCS NPU NMOMOLLY ClefyoLLMX NapaMeTpoB:

ice_tcp_send_buffer_size=1048576
ice_tcp_receive_buffer_size=1048576


https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300

Mo ymonyaHwmio, pasmepsl 6ychepos yctaHoBneHbl B 1 M6.

YnpaeneHne pazmepamMmmn oHepenen

Paamepbl ouepeneint TCP nakeToB orpaHNyrBaloTCA CBEPXY U CHU3Y HACTpOiKamm

i ce_tcp_channel _hi gh_wat er _mar k=52428800
i ce_tcp_channel _| ow_wat er _nmar k=5242880

Mo ymonuyaHuto, [ONyCTMbIN pasmep odepenent HaxopuTcs Mexxay5242880 152428800 6anitamu

Micnonb3oBaHne NopToB

Ons WebRTC 4yepes TCP ncnonbaytotcst TCP nopTel ¢ HOMepamu 13 guanasoHa, BbigeneHHoro ans WebRTC megna noptos

medi a_port _from =31001
medi a_port_to =32000

YnpasneHne WebRTC TpaHCNOPTOM Ha CTOPOHE KJIMEHTA

HacTpoliika Ha cTopoHe cepBepa BktovaeT ncnonb3oBarHne WebRTC yepe3 TCP no ymonyaHuto gis Bcex KnneHToB. [MNpy HeobxognmocTuy,
ncnonb3osaHne TCP nnn UDP TpaHcnopTa MokeT 6bITb BbIOpaHo Ha cTopoHe KnveHTa npu nomowy WebSDK. [Ins aToro Heo6xoaumo ykasatb
MNCNoJb3yeMblii TPAHCMOPT B OMNUMAX NOTOKa Npu ero co3gaHnn ansa nyénvkaumm (Hanpumep, no UDP)

session. createStrean({
nane: streanNane,
di splay: 1ocal Vi deo,
cachelLocal Resources: true,
recei veVi deo: fal se,
recei veAudi o: fal se,
transport: "UDP"
}) . on( STREAM _STATUS. PUBLI SHI NG, function (stream {

}5:publish();

1y BocnpoussegeHns (Hanpumep, no TCP)

session. createStrean({
nane: streanmNane,
di spl ay: renoteVideo,
transport: "TCP"
}) . on( STREAM _STATUS. PENDI NG function (stream {

ﬁ:pl ay();

KpaTkoe pyKoBOACTBO MO TECTUPOBaHUIO

1. [Ansa TecTta ncnonbsyem:

* WCS cepsep
® Be6-npunoxeHneTwo Way Streamingans nyénnkauum n BOCNponsBefeHnst notoka B 6paysepe Chrome

2. OtkponTe Beb npunoxexne Two Way Streaming, HaxxmuteConnect , BBegute nms notoka test n HaxxmutePubl i sh. Ha4yHeTca nybnnkauus noToka


https://demo.flashphoner.com/client2/examples/demo/streaming/two_way_streaming/two_way_streaming.html

Two-way Streaming
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3. YT06b! y6eamMThCsl, HTO MOTOK OTNPABASETCA Ha cepBep, OTKpoiiTe chrome://webrtc-internals
¥ Stats graphs for ssrc_3239846956_send (ssrc) (video)
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4. B okHe Player BBegnTe nmsi notokat est n HaxxmmTePl ay. HayHeTcst BocnpoussegeHve ny6vkyemMoro noToka.



chrome://webrtc-internals

Two-way Streaming
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5. Npacukn BocnponsseneHns

¥ Stats graphs for ssrc_564293803_recv (ssrc) (video)
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6. YTo6bI y6eguTbesi, 4To ycTtaHoBneHo TCP coegnHeHune, BbINOMHUTE HA CEpBEPE KOMaHay

netstat -np | grep ESTABLI SHED



PesynbTaToM BbINONHEHWS GyAyT ClefytoLye CTPOKN

# Websocket session

tcp 0 0 192.168. 1.5: 8443 192. 168. 1. 100: 60289 ESTABLI SHED 7459/ j ava
# publishing stream

tep 0 0 192.168. 1.5: 31030 192. 168. 1. 100: 60305 ESTABLI SHED 7459/ j ava
tcp 0 0 192.168.1.5:31032 192. 168. 1. 100: 60307 ESTABLI SHED 7459/ j ava
# playing stream

tcp 0 112 192.168.1.5:31038 192. 168. 1. 100: 60515 ESTABLI SHED 7459/ j ava
tcp 0 817 192.168. 1. 5: 31040 192. 168. 1. 100: 60517 ESTABLI SHED 7459/j ava

3pecb

* 192.168.1.5 - IP agpec WCS cepBepa
® 192.168.1.100 - IP apgpec knueHTa

N3BecTHbIE Npobnemsbl

1. WebRTC coegunHeHne He ycTaHaBnmBaeTCs B HEKOTOpbIX 6pay3epax (MS Edge Ha Windows, Chrome Ha Ubuntu), ecnn Ha MK ncnonb3yetcs
NONoNHUTENbHbI ceTeson nHTepdeiic (VPN)

CumnTombl: ny6nmkaumsa n socnpounssepeHne WebRTC yepe3 TCPHe paboTatoT

PelueHune: oTkNO4UTL BCE AOMNONHUTENBHbIE CETEBbIE MHTEPdENCHI, KpoMe umetoLero goctyn k WCS cepeepy.

2. WebRTC Bugeo MoxeT He Bocrnpomadsoautbesi no TCP y Bcex NognmMcyKoB NOTOKa,eCnn Y OQHOrO U3 NOAMMCHNKOB NpobnemMbl Ha kaHasne
CyMNTOMBI: HE BOCMPOM3BOAUTCS BUAEO Y BCEX NOAMUCHNKOB NOTOKA , €C/IM Y OAHOMO 13 NOAMUCYMKOB NPobembl Ha KaHane

PelweHune: ncnonssosatb non-blocking 10 npu nomoLum HacTporiku

ice_tcp_nio=true

3. WebRTC no TCP TpebyeT 60nblLUe onepatnBHOA NamsTi no cpasHeHuio ¢ UDP npu ncnonb3osaHumnnon-blocking 10
CvMNTOMBI: MPU BO3pacTaHum Tpacdmka Ha cepBepe, Pe3K0 pacTeT NoTpebieHne onepaTnBHON NamsTy, BNAOTb A0 3aBepLueHns paboTel cepeepa
PelueHre: yBennyuTb KONMYECTBO ONEPaTBHOM NaMsiTV Ha CEPBEPE, UCXOAs N3 pacyeTa

* 64 Gb RAM Ha 500 M6éuT/c Tpadurka
* 128 Gb RAM Ha 1 I'6ut/c Tpaduka
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