YcTtaHoBKa U aktusauust WCS

® YcTaHoBKa
® YcTaHOBKa B TUXOM peXxume
® OCO6EHHOCTY YCTaHOBKYM Ha pasnnyHble Bepcumn Java
® JDK 12 nnmn 14
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e JDK 16
e JDK 17
® [Mony4yeHune n akTMBaLMSA NNLEH3UN
® AKTuBauus Yepes Be6-nHTepdeiic
® AKTMBaLMSA N3 KOMaHOHOW CTPOKMU
® [leakTBauusa IMLEH3UN
* [leakTuBauus Yyepes Beb6-nHTepdeic
® [leakTBaumsa N3 KOMaHZHON CTPOKU
® Ecnn aktmBauus He NpoxoanT
® Hactpoiika HTTP proxy npu HegoCcTynHOCTU cepBepa akTusauum
® Hactpoiika Firewall n NAT
KoHdurypauus IP agpecos
® Onpepenerue IP agpecos B cnyyae pasmelleHus 3a NAT
* Onpepenerue IP agpecos B aBTOMaTUHECKOM 11 MOMyaBTOMATUHECKOM PeXMMax

YcTaHoBo4Hble apxvBbl WCS fOCTYNHbI ANs 3arpy3Ku no CCblnke

3arpyska ycTaHOBOYHOIO apXusa BO3MOXHA HEMOCPeACTBEHHO Ha cepBep Npu NoMoLLmM wget, Hanpumep

wget https://flashphoner. conf downl oads/ bui | ds/ WCS/ 5. 2/ Fl ashphoner WebCal | Server-5. 2. XXXX. tar. gz

YcTaHoBKa

Ons yctaHoBkn WCS Heo6X0AMMO pacnakoBaTb apxvB 1 3anyCTUTb CKPUNT yCTaHoBKM install.sh:

tar -xvzf FlashphonerWebCal |l Server-5.2. XXXX. tar. gz
cd Fl ashphoner WebCal | Server-5. 2. XXXX
sudo ./install.sh

YcTaHOBLUMK BbINOMHUT HEO6X0AMMble MPOBEPKM 1 Npon3BedeT yctaHoBky WCS B gupekToputo /usr/local/FlashphonerWebCallServer
B npouecce yctaHoBKM 6yayT NpoiiaeHb! creaytowye waru:

® O3HaKOMJIEHWE 1 NPUHSATNE NINLEH3NOHHOMO COrnaLleHns

* Bsog IP agpecoB B cnyyae, eCnv CKpUMTY He YAANOCh OnpeaenuTb agpeca asToMatuydeckm (cM.KoHdurypauus IP agpecos)
* 3anpoc Ha BktoveHne WCS B aBTo3arpy3ky npu 3anycke Linux-cepsepa

* [lpoBepka Bepcumn Java 1 yaaneHue ycTapeBLUMX HACTPOeK 13 daina wces-core.properties

B pesynbTtarte 6ygeT BbiBeeHO coobLueHre 06 ycrnewHoM 3aBepLueHnmn yctaHoBku. B katanore /usr/local/FlashphonerWebCallServer nosiButcs Habop
KaTasnoros:

® bin- ncnonHsiemble ainel WCS

® client- WCS JavaScript API 1.0, npumepbl NCMOL30BaHUSA N HAarpy304HbIE TECTbI
® client2- WCS JavaScript API 2.0 n nprmepbl NCNob30BaHNA

® conf- KOHUrypaumoHHble daiinbl

* Jib- Heob6xoouMble BUBANOTEKN

® tools- HCTpyMeHTbI anst otnagkn WCS

® web - cTaTtnyeckme cTpanHuLpl Beb-nHTepderica WCS

YcTaHoBKa B TUXOM pexume

B HEKOTOpPbIX Cry4Yasx, Npy aBToMaTM3NPOBaHHOM Pa3BePTbIBAHUN TUMNOBLIX KOHUIypauui cepsepa npu nomoLum Ansible nnm gpyroii cuctemsl
asTomatusauum, WCS MOXXeT BObiTb YCTaHOBJIEH B TUXOM pPeXUME

.linstall.sh -silent

B aTom cny4ae:


https://docs.flashphoner.com/pages/viewpage.action?pageId=9241013
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241071

" He paboTaeT onpegeneHue IP agpecos (Npepgnonaraercs, 4To daiin HacTpoek flashphoner.properties u gpyrue HacTpolikn 6ygyT
nepesanuncaHbl CKpUNTaMmn aBTomaTu3auum pa3sepTbiBaHNS)
® 3anyck cepsuca webcallserver.service HacTpaMBaeTcsi OT NOJSIb30BaTENS root

OcobBEeHHOCTM YCTAaHOBKM Ha pasnuyHble Bepcun Java
JDK 12 unn 14
Heobxoanmo yganntb 3 daiina wcs-core.properties cnegytoLime HacTPONKu

- XX: +UseConcMar kSweepGC
- XX: +Pri nt GCDat eSt anps
- XX: +Print CCDet ai | s

Takxe HeobXOAMMO 3aMEHUTb HACTPOIKY

- Xl oggc: /usr /| ocal / Fl ashphoner WebCal | Server/| ogs/ gc- cor e-

Ha

- Xl og: gc*:/usr/local / Fl ashphoner WebCal | Server/| ogs/ gc-core-:tine

JDK 15

[ononHNTENBHO K n3MeHeHnsiM HacTpoek B JDK 12 nnn 14, Heobxoammo yaanuTb 3 daiina wcs-core.properties HacTpoiku

- XX: +UseCMSI ni ti ati ngOccupancyOnly
- XX: CVBI ni ti ati ngCccupancyFracti on=70

JDK 16

[JononHnTEeNsbHO K n3meHeHusim HacTpoek B JDK 12, 14, 15, Heobxoammo ao6aeunTb B haiin wcs-core.properties HacTpoiky

--illegal -access=permt

JDK 17

[ononHNTENbHO K n3meHeHusm HacTpoek B JDK 12, 14, 15, 16, Heobxoanmo yaanuTb 13 daiina wcs-core.properties HacTponky

--illegal -access=permt

1 0o6aBUTb HACTPONKN

--add-exports java. base/sun. security. provi der =ALL- UNNAMVED
--add-opens j ava. base/j ava. | ang=ALL- UNNAMED

I'Ionyqul/le N aKTnBauuna MUeH3nn

Bbl MOXXETe NPUOBPECTY KOMMEPHECKYIO IMLIEH3UIO OHNaliH Ha cTpanuue:http://flashphoner.com/prices. Kpome atoro goctynHa 30-gHeBHas
03HaKOMUTEeSNIbHas Bepcusi, KOTOPYIO MOXKHO NOJTy4uTb Ha aTon cTpanuue:http:/flashphoner.com/get_trial/?product=wcs5

AkTnBauus yepes Beb-uHTepdenc

Mpu nepeom Bxoae B Be6-nHTEpdeiic WCS no agpecyhttps://yourserver:8444/admin/, rge yourserver - umsi Bawero cepsepa,Cc JOCTYMHbIM MO
ymMonyaHuto none3dosatenem admin (naposnb admin), 0To6pasnTCst OKHO C NPEAJIOKEHNEM BBECTW HOMEP ILIEH3NM:


https://docs.flashphoner.com/pages/viewpage.action?pageId=9241061
http://flashphoner.com/prices
http://flashphoner.com/get_trial/?product=wcs5
http://yourserver:8444/admin/

Please enter your license

Beegnte Homep Bawen nuueHsnn n Haxkmmte Next

Please enter your license

FRARRARE _HREH_RARE_HRRH_HRRTRAR AR K] m

Ecnn akTuBaums 6bina ycrneLHon, 0To6pasnTcs OKHO BBOAA YUYETHbIX MapamMeTpoB.

AKTMBaUuVs N3 KOMaHOHOW CTPOKM

BOCI'IOI'Ib3yI7ITer CKpMNTOM akTmsaunn nnueH3nn:

cd /usr/local/Fl ashphoner WebCal | Server/ bin
.lactivation.sh

CKDI/IFIT nonpocuT BBeCT HOMeP JINLIEH3N:

root@localhost:/usr/local/FlashphonerWebCallServer/bin = K

BeegnTe NMUEH3NOHHbIN KoY 4YTOObI 3aBepLlnTb akTneauuio.



[eakTnBauus nmueH3num

YTO6b! aKTUBMPOBATL 3Ty XKe JIMLEH3UIO Ha APYroM cepBepe, HanpuMmep B criydae nepeHoca WCS Ha apyroi cepsep, AeaKTUBNPYITE NIMLEH3NIO Ha
CTapoM CepBepe 1 aKTMBMPYINTE BHOBb Ha HOBOM CepBepe.

[eakTnBaunsa yepes Beb-uHTEpdEcC

Bongute B Be6-uHTepdenc WCS no agpecyhttps://yourserver:8444/admin/,rge yourserver - umsi Bawero cepsepa. HaxxmuTe kHomky "License".
OTobpasnTcst cTpaHuLa NPoCMOTPa JIMLEH3MOHHOIO KJlloYa:

Web Call Server 5 License

The license is activated

CCI110ACI-

Deactivate

Subscription License

LLlenkHuTe no ccbinke Deactivate.JluueHsnsa 6ypget fgeakTnBupoBaHa, 0To6pasnTcs 3anpoc ANLEH3NOHHOMO KIltoya:

Please enter your license

LeakTnBaunsa ns KoMaHgHOW CTPOKMN

[Ons peakTnBauuy CNofb3yeTcs CKPUMT:

./ deactivation. sh

Ecnun akTnBaums He NnpoxoguT

MposepbTe firewall n y6eguteck, 4to WCS-cepsep MoxeT yctaHoButbe HTTPS / TCP coeguHenne ¢ cepsepom aktuBauum my.flashphoner.com:443
[Npun HepoOCTYNHOCTY cepBepa akTmBaumun, Hactporte HTTP proxyno MHCTPYKLUMK HUXKE.

HacTtpowka HTTP proxy npun HegOCTYNHOCTU cepBepa akTnsauum

JnueHsnoHHble cepaepbl Flashphoner HaxopsTcs 3a AWS ELB (Elastic Load Balancer) no agpecymy.flashphoner.com. B cnyyae, ecnu ELB (u,
COOTBETCTBEHHO, CEPBEPbI JIMLIEH3NIA) NO KaknM-nnbo npuymHam He byaeT gocTtyneH, Tpebyetcs HacTpouTe HTTP Proxy gnsi paboTbl NOANUCOK 1
aKTUBaLMM NLEH3UIA.

HacTpoiikn npokcu HaxopaTteas daiine koHdurypaumu/usr/local/FlashphonerWebCallServer/conf/wcs-core.properties:
# Proxy configuration

-Dhtt p. proxyHost =proxyl. f| ashphoner. com
- Dhttp. proxyPort=3128


http://my.flashphoner.com
http://my.flashphoner.com/
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241071

- Dht't ps. proxyHost =pr oxy1. f | ashphoner. com
- Dhtt ps. proxyPort=3128
-Dht't p. nonPr oxyHost s=I ocal host| 127. 0. 0. 1| 10. *| 169. 254. 169. 254

Bbl MOXXeTe ykasaTb agpec Baluero npokcu-cepsepa, nnbo agpec ogHOro n3 AByx npokcu-cepsepos Flashphoner:

proxyl. fl ashphoner. com
proxy2. fl ashphoner. com

BrumaHuellpy ykasaHum napameTpoB HaCTPOIKY MPOKCH KaBbl4Ky He fonyckaroTcs! MNMpuBefeHHbIR HUXe Npumep He ByaeT paboTats:

-Dhtt p. proxyHost ="proxy2. f| ashphoner . cont

- Dhttp. proxyPort="3128"

- Dht t ps. proxyHost =" proxy2. f| ashphoner. conf

- Dht't ps. proxyPort="3128"

- Dhtt p. nonPr oxyHost s="1 ocal host | 127. 0. 0. 1| 10. *| 169. 254. 169. 254"

HacTponka Firewall n NAT

[ns KoppekTHOI paboTbl cepBepa BCe NOPThI, NepeyncieHHble B Tabnuue B pasfaenesiapo cepsepafosikHbl ObiTb OTKPbITHI 418 BXOASLLEro Tpadyka B
cny4ae UDP 1 gnsa yctaHoBNeHnst coeguHenus B ciyqae TCP.

B Tabnuue npuseneH npumep npasun NAT ons mapLupytusauum Bxogsiiero tpaduvka, B cryvae, Korga Tpadvk npuxoauT Ha BHewwHui IP agpec un
[OJKEH ObITb MapLUPYTU3NPOBaH Ha cepsep, rae yctaHosneH WCS. B Tabnuue npefactasneH MUHUMasbHbI Heob6xoavMblli Habop NopToB Anst paboTsbl
cepsepa. B 3aBucumocTy oT Habopa ncnonbdyembix MYHKUWIA 1 Mogdynel (CM. pasaenApxuTekTypa), Habop nNpasuia MOXXET BbITb pacLUMPEH B
COOTBETCTBUU C Tabnuuen B pasgenesdnpo cepeepa. 3T »ke NopTbl AOMKHbI BbiTb OTKPbITLI Ha firewall Linux cepsepa.

B Ta6n|/|u,e npuBefeHbl NOPThl NCMONb3yeMble MO YMOTHaHNIO. Bbl MOXeTe CKOHCbI/II'ypI/IpOBaTb WCS cepBep Ha ncnonb3oBaHne Jpyrnx nopToB.

Type Protocol Port Range Source
Custom UDP Rule  UDP 30000-33000 | 0.0.0.0/0
Custom TCP Rule = TCP 8081 0.0.0.0/0
Custom TCP Rule = TCP 8444 0.0.0.0/0
Custom TCP Rule = TCP 8443 0.0.0.0/0
Custom TCP Rule | TCP 30000-33000 | 0.0.0.0/0
Custom TCP Rule | TCP 1935 0.0.0.0/0
SSH TCP 22 0.0.0.0/0

SSH gocTyn Ha cTaHAapTHOM NOPTY 22 3AeCh yKasaH TOMbKO AN1A aAMUHUCTPUPOBaHUS caMoro Linux-cepeepa. Takum 06pasHoOM MUHUMASbHBII
Heob6xoayMbIil HAGoP NOPTOB - 3TO:

® 1935 - RTMP

® 8081 -BcTpoeHHbIN Be6-cepeep WCS, paboTatowmin no HTTP

® 8443 - Secure Websocket

® 8444 - BcTpoeHHbIi Be6-cepep WCS, paboTatowmin no HTTPS
* [30000-33000] - SIP, Media, RTSP

Onucanue HacTponkn SSL cepTtudukaros ans Secure Websockets n HTTPS cm. B pasgeneYnpasneHue SSL-ceptudurkaramu.

KoHdurypauus IP agpecos

[ns npaBunbHOM yCTaHOBKM NOTpebyeTcs onpeaenvTb BHeWHWIA IP agpec Bawero cepsepa 1 agpec ceteBoro uHtepdeica. CKpunT yCcTaHOBKN
nonbITaeTcs onpeaenvTb agpec aBToMaTUYecKu, B Cryyae, eciv 31O No KaknM-nmbo NpuynHam He yAaanochb, CKpUMT NoTpebyeT pyyHOro BBOAA aApecos.
Ecnu Bbl BOCMONL30Bannch pekoMmeHaauvel B pasaene 'Ioarotoska K yCTaHOBKE' U HaYanm C NCMob30BaHNA cepsepa Co CTATUYECKUM 1 My6ANYHbIM
IP agpecom, coBnagaroLymM ¢ aapecoM ceTeBoro nHtepdenica, To IP Ballero cepeepa MOXXHO y3HaTb NMPOCTON KOMaHZowm

#ifconfig


https://docs.flashphoner.com/pages/viewpage.action?pageId=9241054
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241051
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241054
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241075

o root@CentOS-64-64-minimal:~ — o

B aTtom npumepe IP - cepeepa 188.40.69.75. 3anuwnte unu ckonupyiiTte IP agpec Bawero cepsepa. OH NoHagobuTcsi npy yCTaHOBKE.

Onpepenenne IP agpecos B cnyyae pasmewieHns 3a NAT

YacTo moxeT notpeboBatbesi pasamecTuts WCS5 cepsep 3a kopnopaTusHbiM NAT nnu apeHgoBaTth cepBep B AataueHTpe, KOTOpbIil He NpefocTaBnsieT
BblAENEHHbIX cTaTnyeckux IP-agpecos. XopoLwwnii npumMep Ans Takoro cnyyas Amazon EC2, roe cepBepbl pacnonioxeHbl 3a NAT.

FPublic IP

Client I

P NAT WCs +—F SIP

Client

Client

Metwork interface IP

Mpu pasmeweHnn WCS cepeepa 3a NAT, noHagobutcs onpenenutsb aga IP agpeca.



1. BHewnnin IP agpec nnu Public IP moxeT He npuHapnexatb WCS cepsepy, HO Tpadvk, nayLwmin Ha 3TOT BHeLHWIA IP agpec gonxeH
obs3aTensHo 6biTb NepeHanpasneH Ha WCS5.

2. IP apgpec ceteBoro uHtepdeiica unu Private IP - 9To peanbHblil agpec, Ha3HaveHHbIn ceTeBoMy MHTepdelicy. Ha Hem WCS 6ypeT oTkpbiBaTb
COKeTbI 419 B3aNMOAENCTBUS C CETLIO.

Hanpumep ans TectoBoro cepsepa Ha Amazon EC2, BHewHuin IP agpec: 54.189.212.111, a agpec ceteBoro nHtepdelrica: 172.30.21.25. Ecnn Baw

cepBep HaxoauTcst 3a NAT Mo OTHOLLEHMIO K Gpay3epHbIM KNMeHTaM, 3anuiunTe uam ckonupyiite atu IP agpeca. OHY NoHapo6aTca BaM Npu HACTPOIKe
cepsepa.

Onpepenenune IP agpecoB B aBTOMaTU4ECKOM 1 NONYyaBTOMATUHYECKOM PEXXNMaX
HaunHas co c6opkn5.2.921,WCS nbiTaeTcs aBToMaTnyeckn onpenenutsb IP agpeca npu 3anycke, ecnm oHW He 3afaHbl, NM60 ecin cepBep CTapTyeT B

obnavHoOM oKpy>xeHuu ¢ nogaep>xkont AWS APl nnn Google Cloud API. Ecnu onpegenuts IP agpeca npu 3anycke He YAaeTcs, 3TO MOXHO caenatb
BPYYHYIO NPV MOMOLLM KOMaHApb!

cd /usr/local/Fl ashphoner WebCal | Server/ bin
sudo ./webcal | server set-ip

OT1a komaHpa:
" nbiTaeTcs onpenennTb IP agpeca asTomatuyecku;
" ecnv 3TO He yAaeTcs, 3anpaluBaeT [OMNONHUTENbHbIE AaHHbIE Y NONb30BaTens
= 3anucbiBaeT peaynbtaT B caiin flashphoner.properties

PekomeHpyeTcs ncnonb3oBaTb 3Ty KOMaHgy npu npobnemax onpepenexHus IPagpecos Ha cepBepe 3a NAT.


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.921.tar.gz
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