DTLS support for WebRTC streaming

WCS supportsDTLS 1.2handshake while establishing WebRTC connections, this protocol version is invoked by default. However,DTLS 1.0is also
supported for compatibility. Obsolete protocol support can be forced for all the clients using the following parameter inflashphoner.propertiesfile

dtls_force_version_O=true

Or, since build5.2.399, it can be switched per browser according to User Agent string that client sends during handshake.

User Agent strings should be listed indt | sO_uafile which is placed to/ usr /| ocal / Fl ashphoner WebCal | Ser ver / conf folder. For example,

Mozilla/5.0 (Wndows NT 10.0; Wn64; x64; rv:62.0) Gecko/20100101 Firefox/62.0
Mozillal/5.0 (Wndows NT 10.0; Wn64; x64; rv:60.0) Gecko/20100101 Firefox/60.0

Since build 5.2.546,the following parameter in flashphoner.properties

dt| sO_ua_mat ch_substring=true

can be used to enable matching of User Agent by substring specified in dt | sO_ua.For example,

Firefox/62.0
Fi ref ox/ 60.0

DTLS handshake errors can be written todt | s- err or . | ogfile which is placed to/ usr /| ocal / Fl ashphoner WebCal | Ser ver /| ogs folder

17:15: 42, 889 ERROR DtlsError - Stun-C bk-thread udp//192.168.0.111: 31016 User-agent: Mozilla/5.0
(Wndows NT 10.0; Wn64; x64; rv:57.0) Gecko/20100101 Firefox/57.0; alert level: 2; alert description: 40;
message: nul |

To do this, the following settings should be added tolog4j.properties file

1 0og4j .1 ogger.Dtl sError=error, dtlsErrorAppender

| og4j.additivity.DtlsError=fal se

| og4j . appender . dt | sError Appender =or g. apache. | og4j . Dai | yRol | i ngFi | eAppender

| og4j . appender . dt| sError Appender . Dat ePattern='."'yyyy- M\ dd- HH

| 0og4j . appender . dt | sError Appender. | ayout =or g. apache. | og4j . Pat t er nLayout

| og4j . appender . dt| sError Appender. | ayout. Conver si onPat t er n=%@d{ HH: m ss, SSS} % 5p 9%20. 20c{1} - % %?m
| 0og4j . appender . dt | sError Appender. Fi | e=${com f | ashphoner . f ms. AppHone}/| ogs/ dtl s-error.| og

These settings will be added by default if WCS is cleanly installed, but thelog4j.properties file is not overwritten when WCS is updated. In this case, the
settings should be added manually

User - agent string fromdt | s-error. | og should be added todt | sO_ua file, for example

Mozilla/5.0 (Wndows NT 10.0; Wn64; x64; rv:62.0) Gecko/20100101 Firefox/62.0
Mozilla/5.0 (Wndows NT 10.0; Wn64; x64; rv:60.0) Gecko/20100101 Firefox/60.0
Mozilla/5.0 (Wndows NT 10.0; Wn64; x64; rv:57.0) Gecko/20100101 Firefox/57.0

DTLS 1.0 will be used while WebRTC connection is establishing with the browsers listed above


https://tools.ietf.org/html/rfc6347
https://tools.ietf.org/html/rfc4347
https://docs.flashphoner.com/display/WCS52EN/Settings+file+flashphoner.properties
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.399.tar.gz
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.546.tar.gz
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241061
https://docs.flashphoner.com/display/WCS52EN/Settings+file+log4j.properties
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