Mopanep>xka IPv6 pnss WebRTC

® Hactporika
® [Mpouenypa yCTaHOBKW COeaVHEHNS
® M3BecTHble NpobnemMbl

B cbopke5.2.6606bina gobasneHa nogaepxka IPv6 ana WebRTC. 3To nprBeno K N3MeHeHWo HaCTPOEK U NPOLEAYPbl YCTAHOBKN COEAMHEHUS.

HacTtponka

Mo ymonuanuto, nogaepxka IPv6 HeakTuBHa. YT06bI BKNIIOYNTD 3TY BOSMOXXHOCTb, HEO6XOANMO:

= B ¢hanne HacTpoek flashphoner.properties ykasatbBHelwHWI IPv6 agpec cepBepa 1 paspeLlumntb ncnonb3osaHue IPv6 kaHgnaaTos

i p_v6=2a03: b0cO0: 3: e0: : 42e: c002
i ce_add_i pv6_candi dat e=true

= B (haliie HaCTPOeK WCS-Core.properiespaspelmnTb ncnons3osaHnelPve cteka

- D ava. net . preferl Pv4St ack=f al se

Kpowme TOro, cnepytowme HacTpoiikv IP agpecos no3BonsioT ykasatb Yepes 3anatyto IPv4 n IPv6 agpeca ona npuBasku

" his.address

= http.address

® https.address

= rtmfp.address

® rtmp.address

" rtsp.address

® risp_client_address
" ws.address

= wss.address

Mpouenypa yCTaHOBKN COeQNHEHNS

YcTaHoBKa coefHeHust Anis npuema/nepegayv megua tpadrka no WebRTC BbirnsguT cnegytowmm o6pasom:

1. CepBep oxupaeT Bxoaawmx 3anpocos Binding request Ha IPv4 n IPv6 uHtepdeiicax

2. Mpwn nonyyerun 3anpoca ¢ atpmbytom USE-CANDIDATE kaHaupaTt nomMe4aeTcs Kak HOMUHMPYEMbIA, Mpu ycnosun, 4To 6yaeTt nonyyeH Bindind

Responce oT aToro KaHguaara

| 1 [udp.port == 31010

B +) epression.

User Datagram Protocol, Src Port: 57192, Dst Port: 31010
Session Traversal Utilities for NAT
Response In: 103
» Message Type: 0x0001 (Binding Request)
Message Length: 124
Message Cookie: 2112a442
Message Transaction ID: 4a30622f335779433959565a
v Attributes
USERNAME: 44ed81b0/80c5/11ea/b076/d3086075540f6aqtole6de6nuk: kDKo
Unknown
ICE-CONTROLLING
USE-CANDIDATE
» Attribute Type: USE-CANDIDATE (0x0025)
Attribute Length: @
PRIORITY
» Attribute Type: PRIORITY (@x0024)
Attribute Length: 4
Priority: 1845504255
MESSAGE-INTEGRITY
FINGERPRINT

«vvvy

v

< «avyv

vv

No. Time Source Destination Protocol Length Info
r 96 5.571569 2a00: 1a0: 4640: 7dbd: 9c2F:4227: 7f3¢:6¢5d 2a03:b0c0:3: €0: 1 42e: 001 STUN 206 Binding Request user: 44ed81b0/80c5/11ea/b076/d3086075540f6aqtole6d:

101 5.574385 2a03:b0c0: 142e:co01 2a00:1fa0:4640: 7dbd: 9c2:4227: 7f3c:6c5d STUN 210 Binding Request user: KDKO:44ed81b0/80c5/11ea/b076/d30860554076aqt:
103 5.575115 2a03:b0c0: 142e:co01 2a00:1fa0:4640: 7dbd: 9c2f:4227: 7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086015540f
107 5.629417 213.87.156.145 167.71.35.46 STUN 186 Binding Request user: 44ed81b0/80c5/11ea/b076/d30860f5540f6aqtole64:
109 5.629978 167.71.35.46 213.87.156.145 STUN 190 Binding Request user: kDK@:44ed81b0/80c5/11ea/b@76/d30860f5540f6aqt:
110 5.630126 167.71.35.46 STUN 182 Binding Success Response XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u
117 5.650716 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d STUN 138 Binding Success Response
125 5.656027 2a03:b0c0:3:e0::42e:c001 H 9 14227:7f3c:6c5d DTLSv1.2 293 Client Hello
127 5.680879 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d 2a0@3:b0c0:3:e0:: 1 STUN 206 Binding Request user: 44ed81b@/80c5/11lea/b076/d30860f5540f6aqtole6d:
129 5.681733 2a03:b0c0:3:€0: :42e: 001 2a00:1a0:4640: 7dbd: 9c2f :4227: 73c:6¢5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086015540F
134 5.710735 213.87.156.145 167.71.35.46 STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 167.71.35.46:31010
138 5.718968 2a00:1fa0:4640:7dbd:9c2f:4227: 7f3c:6c5d 2a03:b0c0:3: €0: STUN 206 Binding Request user: 4ded81b0/80c5/1lea/b076/d3086015540f6aqtole6d:
141 5.719442 2a03:b0c0:3:e0::42e:c001 2a00:1fa0:464 14227:7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/b076/d30860f5540f(
145 5.729962 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d 2a03: U H DTLSV1.2 707 Server Hello, Certificate, Server Key Exchange, Certificate Request
149 5.739375 2a03:b0c0:3:e0::42e:c001 2a00: :4227:7f3c:6c5d DTLSV1.2 790 Certificate, Client Key Exchange, Certificate Verify, Change Cipher
152 5.811244 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d 2a03: 0: i DTLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
154 5.813960 2a03:b0c0:3:e0::42e:c001 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d uop 144 31010 - 57192 Len=82

Frame 96: 206 bytes on wire (1648 bits), 206 bytes captured (1648 bits)

Ethernet II, Src: JuniperN_4f:80:30 (0:4b:3a:4f:80:30), Dst: £2:23:12:5:a8:3d (f2:23:12:75:a8:3d)

Internet Protocol Version 6, Src: 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6¢5d, Dst: 2a03:bc0:3:e0::42e:c001

3. Ha kaxpgbii Binding Request oT6paysepa otnpasnsietcsi Binding Response.



https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.660.tar.gz
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241061
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241071

I [ udp.port == 31010 ] Expression. +

No. Time Source Destination Protocal Length _Info

- 96 5.571569 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6c5d 2a03:b0c0:3:€0: ¢ STUN 206 Binding Request user: 4ded81bo/80c5/11ea/b076/d3086015540f6aqtole64:
101 5.574385 fa0: 464 :4227:7f3c:6c5d STUN 210 Binding Request user: KDKO:44ed81b0/80c5/11ea/b76/d30860f5540f6aqt:
103 5.575115 4%e: :1fa0:4640:7dbd: 9c2f:4227: 7f3¢: 6c5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/bo76/d3086015540f(
107 5.629417 213.87.156.145 167.71.35.46 STUN 186 Binding Request user: 44ed81b0/80c5/11ea/b076/d308605540f6aqtole6d:
109 5.629978 167.71.35.46 213.87.156.145 STUN 190 Binding Request user: kDKO:44ed81b0/80c5/11ea/b076/d30860f554016aqt,
110 5.630126 167.71.35.46 .87.156.145 STUN 182 Binding Success Response XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u
117 5.650716 :4227:7f3c:6c5d STUN 138 Binding Success Response
125 5.656027 :4227:7f3c:6c5d DTLSV1.2 293 Client Hello
127 5.680879 14227:7F3c16c5d STUN 206 Binding Request user: 44ed81b0/80c5/11ea/b076/d3086075540f6aqtole64
129 5.681733 2203:b0c0: : :4227:7f3c16c5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/bo76/d3086015540f(
134 5.710735 213.87.156.145 STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 167.71.35.46:31010
138 5.718968 2a00:1fa0:4640: 7db :4227:7f3c:6c5d STUN 206 Binding Request user: 4ded81bo/80c5/11ea/b076/d3086015540f6aqtole6d
141 5.719442 2a03:b0c0: :4227:7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b/80c5/11ea/bo76/d3086015540f(
145 5.729962 2a00:1fa :4227:7f3c:6c5d DTLSV1.2 707 Server Hello, Certificate, Server Key Exchange, Certificate Request
149 5.739375 2a03:b0c0: :4227:7f3c:6¢5d DTLSV1.2 790 Certificate, Client Key Exchange, Certificate Verify, Change Cipher
152 5.811244 2300:11a0: 4640: 7dbd: 921 :4227: 73c: 6¢5d DTLSV1.2 129 Change Cipher Spec, Encrypted Handshake Message
154 5.813960 2a03:b0c0: 142 :4227:7¢3c:6c5d Upp 144 31010 ~ 57192 Len=82

» Frame 103: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits)

» Ethernet II, Src: £2:23:12:5:a8:3d (f2:23:12:f5:a8:3d), Dst: IcannIan_00:02:63 (00:00:5e:00:02

» Internet Protocol Version 6, Src: 2a03:b0c@:3:e::42e:c001, Dst: 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d

» User Datagram Protocol, Src Port: 31010, Dst Port: 57192

v Session Traversal Utilities for NAT

Request In: 96
[Time: 0.003546000 seconds]
» Message Type: 0x0101 (Binding Success Response)
Message Length: 132
Message Cookie: 2112ad42
Message Transaction ID: 4a30622f335779433959565a
Attributes
v XOR-MAPPED-ADDRESS
» Attribute Type: XOR-MAPPED-ADDRESS (0x0020)
Attribute Length: 20
Reserved: 00
Protocol Family: IPv6 (0x02)
Port (XOR-d): fe7a
[Port: 57192]
IP (XOR-d): 0b12bbe20c70192af783b6446653a07
[IP: 2a00:1fa0:4640: 7dbd: 9c2f:4227: 7f3c: 6c5d]
» USERNAVE: 44ed81b0/80c5/11ea/b076/d30860f55406aqtole6debnuk: kDK
» SOFTWARE
» MESSAGE-INTEGRITY
» FINGERPRINT

<«

4. OpHOBPEMEHHO, CepBep OTNPaBNSET B CTOPOHY 6pay3epa Binding Request. MNpu Heo6xoaMmMocTu, 3anpockl NOBTOPSIOTCS C MHTEPBASIOM, YKa3aHHbIM
B HacTpolike (no ymondaruio 1500 mc)

stun_freshness_peri 0d=1500

1 udp.port == 31010

| Expression +

No. Time Source Destination Protocol Length Info
= 96 5.571569 2a00:1fa0:4640: 7dbd: 9c2f:4227:7f3c: 6¢5d 2a03:b0c0: STUN 206 Binding Request user: 44ed81b@/80c5/11ea/b076/d30860f5540f6aqtole64
I 101 5.574385 2a03:boc| 1001 2a00:1fa0: :7f3c:6c5d STUN 210 Binding Request user: kDKO:44ed81b6/80c5/11ea/b076/d3086015540f6aqt
103 5.575115 2a03:boc| 1001 2a00:1fa0: :7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086055401
107 5.629417 213.87.156.145 167.71.35. STUN 186 Binding Request user: 44ed81b0/80c5/11ea/b076/d30860155406aqtole64:
109 5.629978 167.71.35.46 213.87.156.145 STUN 190 Binding Request user: kDK@:44ed81b@/80c5/11ea/b076/d308605540f6aqt(
110 5.630126 167.71.35.46 213.87.156.145 STUN 182 Binding Success Response XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u
4 117 5.650716 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6c5d 2a03:b0co: STUN 138 Binding Success Response
125 5.656027 1c001 2a00:1fa0: 14227:7f3c:6c5d DTLSv1.2 293 Client Hello
127 5.680879 19¢2f:4227:7f3c:6c5d 2a03:b0co: STUN 206 Binding Request user: 44ed81b0/80c5/11ea/b076/d30860f5540f6aqtolebd
129 5.681733 2a03:b0c0:3:e0: :42e: 001 2a00:1fa0: :4227:7f3c:6¢5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11lea/b076/d308605540f
134 5.710735 213.87.156.145 167.71.35. STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 167.71.35.46:31010
138 5.718968 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6¢5d 2a03:b0c0: STUN 206 Binding Request user: 44ed81b@/80c5/11ea/b076/d30860f5540f6aqtole64
141 5.719442 2a03:boc! 42e:c001 2a00:1fa0: :14227:7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086055401
145 5.729962 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6¢5d 2a03:b0c0: DTLSV1.2 707 Server Hello, Certificate, Server Key Exchange, Certificate Request
149 5.739375 2a03:b0c0:3:e0: :42e: cO01 2a00:1fa0: :14227:7f3c:6¢5d DTLSV1.2 790 Certificate, Client Key Exchange, Certificate Verify, Change Cipher
152 5.811244 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6c5d 2a03:b0co: DTLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
154 5.813960 2a03:b0c0: 1co01 2a00:1fa0: 14227:7f3c:6c5d upP 144 31010 - 57192 Len=82

Frane 101: 210 bytes on wire (1680 bits), 210 bytes captured (1680 bits
Ethernet IT, Src: 2:23:12:f5:a8:3d (f2:23:12: :3d), Dst: Icannlan_00:02:63 (00:00:5e
Internet Protocol Version 6, Src: 2a03:b0co: 42e:c001, Dst: 2a00:1fa0:4640:7dbd
User Datagram Protocol, Src Port: 31010, Dst Port: 57192
Session Traversal Utilities for NAT
IResponse In: 117]
» Message Type: @x0001 (Binding Request
Message Length: 128
Message Cookie: 21122442
Message Transaction ID: 3b60e38871019950736261ed
Attributes
v USERNAME: kDKO:44ed81b0/80c5/11ea/b076/d3086015540f6aqtoleb4e6nuk
» Attribute Type: USERNAME (0x0006
Attribute Length: 55
Username: kDKO:44ed81b0/80c5/11ea/b076/d30860F5540f6aqtole64e6nuk
Padding: 1
» ICE-CONTROLLED
¥ PRIORITY
» Attribute Type: PRIORITY (0x0024
Attribute Length: 4
Priority: 2113939711
» SOFTWARE
» MESSAGE-INTEGRITY
» FINGERPRINT

:102:63)
c2:4227:7f3c:6c5d

«vvvy

<

5. Mpwn nonyyeHunBindind Response oT nepBoro kaHamaaTa, 3anyckaeTcst MHTepBan OXXUAaHNS OPYrX KaHOWAATOB,YKa3aHHbI B HACTPOIKE (Mo
ymon4aduio 1000 mc)

stun_wai t _candi date_ti nmeout =1000

6. Mo ncrteyeHun aToro MHTEpBana, NpuopuTeTHOMY KaHauaaty otnpasnsietcss DTLSClient Hello



1 [udp.port == 31010 -] Expression. +

No. Time Source Destination Protocol Length Info
96 5.571569 2a00:1fa0:4640: 7dbd: 9c2f:4227:7f3c: 6c5d 2a03:b0c0:3:€0: : 42e: 001 STUN 206 Binding Request user: 44ed81bd/80c5/11ea/b076/d30860f5540f6aqtole64
101 5.574385 2a00:1fa0:4640:7dbd: 9c2f:4227: 7f3c:6c5d STUN 210 Binding Request user: kDKO:44ed81b0/80c5/11ea/b076/d30860554076aqt:
103 5.575115 2a00:1fa0:4640: 7dbd: 9c2f:4227: 7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b@/80c5/11ea/b076/d30860f5540f
107 5.629417 213.87.156.145 167.71.35.46 STUN 186 Binding Request user: 44ed81b@/80c5/11ea/b076/d30860f5540f6aqtole6d
109 5.629978 167.71.35.46 213.87.156.145 STUN 190 Binding Request user: kDKO:44ed81b@/80c5/11lea/b076/d30860f5540f6aqt:
110 5.630126 167.71.35.46 213.87.156.145 STUN 182 Binding Success Response XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u.
117 5.650716 2a00:1fa0:4640: 7dbd: 9c2f:4227:7f3c:6c5d 2203:b0c0:3:e0::42e:c001 STUN 138 Binding Success Response
125 5.656027 2a00:1fa 7dbd:9c2f:4227:7f3c:6c5d DTLSv1.2 293 Client Hello
127 5.680879 c2f:4227:7f3c:6¢5d 2a03:b0c0:3: 2e: 001 STUN 206 Binding Request user: 44ed81b0/80c5/1lea/b@76/d30860f5540f6aqtole64d:
129 5.681733 2a03:b0c0:3:0: :42e: 001 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6c5d STUN 214 Binding Success Response user: 44ed81b0/8c5/11ea/b076/d30860f5540f
134 5.710735 213.87.156.145 167.71.35. STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 167.71.35.46:31010
138 5.718968 2a00:1fa0:4640: 7dbd: 9c2f:4227:7f3c:6c5d 2a03:b0c0:3:0: : 42e: 001 STUN 206 Binding Request user: 44ed81bd/80c5/11ea/b076/d30860f5540f6aqtole64d
141 5.719442 2a03: 2a00:1fa0: 7dbd:9c2f:4227:7f3c:6¢5d STUN 214 Binding Success Response user: 44ed81b0/8c5/11ea/b076/d3086075540f
145 5.729962 2a00: c2f:4227:7f3c:6c5d 22a03:b0c0:3: 2e:c001 DTLSV1.2 707 Server Hello, Certificate, Server Key Exchange, Certificate Request
149 5.739375 2a03:b0c0:3:€0: :42e: 001 2a00:1fa0: :7dbd:9c2f:4227:7f3c:6¢5d DTLSV1.2 790 Certificate, Client Key Exchange, Certificate Verify, Change Cipher
152 5.811244 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6c5d 2203:b0c0:3: 2e:c001 DTLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
154 5.813960 2a03:b0c0:3:e0::42e:c001 2200:1fa0:4640:7dbd:9c2:4227:7f3c:6c5d ubP 144 31010 - 57192 Len=82

» Frame 125: 293 bytes on wire (2344 bits), 293 bytes captured (2344 bits)

» Ethernet II, Src: f2:23:12:f5:a8:3d (f2 2:f5:28:3d), Dst: IcannIan_00:02:63 (00:00:5e:00:02:63)

» Internet Protocol Version 6, Src: 2a03:b0c0:3:e0::42e:c@01, Dst: 2a00:1fa@:4640:7dbd:9c2:4227:7f3c:6¢5d
» User Datagram Protocol, Src Port: 31010, Dst Port: 57192
v Datagram Transport Layer Security
Content Type: Handshake (22)
Version: DTLS 1.0 (@xfeff)
Epoch: 0
Sequence Number: @
Length: 218
» Handshake Protocol: Client Hello

Mpu coepnHeHun ¢ 6pay3epom Safari, npuoputeT otaaeTcs IPv4 kaHaupaTam, ecnv ToNbKO He BO3HUKaeT npobnem B npouenype STUN-DTLSc Takum
kaHgupoaToM. Takum obpasom, B Safari, ecnu knneHT nmeeT asa nHtepderica IPv6n IPv4, oba nHtepdeiica paboTtatoT 1 Tpaduk Mexay KIMeHToM 1
cepBepOM He 3abn0oKnpoBaH, byaeT ucnosib3oBatbes IPv4. B ocTanbHbix 6pay3epax (Bbille npuBeaeHsbl npumepsbl Tpaduka ans Chrome) nproputet
oTpaeTcs |IPv6 kanHgnpaTam.

3BECTHBIE NPOGAEMBI

1. B yncroii IPv6 cucteme nybnukaums n socnpounsseneHne WebRTC B 6pay3epe He paboTtaeT
CvmnToMbI: Ny6nmKaLmsa n BOCNpou3BeaeHne 3asepLuaeTcs ¢ ownbkoi Fai | ed by | CE ti meout

PelweHue: ecnu ysen nmeet Tonbko IPv6 agpec (1 localhost), He paboTaeT o6meH ICE kananpaTtamu B 6pay3epax, cobbiTne RTCPeer Connect i on.
oni cecandi dat e He BbI3blBaeTCs BO Bcex 6pay3epax. Vicnoneayiite RTMP ansa ny6nukaumm n RTSP, RTMP, HLS ans npourpbiBaHns.
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