WGCS on Google Cloud Platform

® Server deployment
® Create and launch VM instance
® Firewall rules setup
® WCS installation and configuration
® WCS starting and testing
® CDN deployment
® CDN testing

Since build5.2.679,WCS can be deployed on Google Cloud Platform as standalone media server, CDN with low latency and CDN with load balancing

between nodes.
Anyway, before deploying, the following should be prepared:

® an active GCP account and a project in the account
* a WCSlicense to activate on server/servers

® optionally, domain names to bind to bind to servers static IPs and corresponding SSL certificates

Server deployment

Create and launch VM instance

1. In Google Cloud console go to "Compute Engine - VM instances" section and click "Create VM instance" to start VM creation. Choose the server

name, datacenter region and zone, VM configuration

& Create an instance

To create a VM instance, select one of the options:

New VM instance

Create a single VM instance from scratch

New VM instance from template

Create a single VM instance from
an existing template

@ New VM instance from machine
image

Create a single VM instance from
an existing machine image

Marketplace

FICS

Deploy a ready-to-go solution onto E
a VM instance

Name
Mame is permanent

test-origin-1

Labels (Optional)

| + Add label

Region Zone
Region is permanent Zone is permanent

europe-west3 (Frankfurt) - europe-west3-c

Machine cenfiguration
Machine family
General-purpose  Memory-optimized
Machine types for common workloads, optimized for cost and flexibility

Series
M1

Powered by Intel Skylake CPU platform or one of its predecessors

Machine type
n1-standard-1 (1 vCPU, 3.75 GB memory)

vCPU Memaory
1 375GB

2. In "Boot disk" section click "Change". Choose CentOS 7.6 base image



https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.679.tar.gz
https://docs.flashphoner.com/display/WCS52EN/License+types+and+server+requirements

Boot disk

—; Mew 20 GB standard persistent disk

= Image

bR

e e CentQsS7 Change
Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace.

Public images Customimages Snapshots Existing disks

Operating system

Cent0S v
Version

CentQOS 7 -

%86_64 built on 20200618, supports Shielded VM features

Boot disk type Size (GB)
Standard persistent disk - 20

3. On "Security" tab add the public SSH key if you do not have project SSH keys

S5H Keys
Block project-wide SSH keys
Whean checked, project-wide S5H keys cannot access this instance Learn maore

You have 0 55H keys

Enter public 55H key

+ Add item

4. On "Network" tab choose external and internal IP addresses:

* if the server supposed to be Origin in CDN, it is recommended to reserve a static internal IP address;
* if there should be external entry points to the server (for example, to use for publishing/playing streams), it is recommended to reserve a static
external IP address to bind domain name to



Metwork interface P

Metwork
default

Subnetwaork
default

Internal IP
10.156.0.3

Internal IF type

Ephemeral -

Alias IP ranges

Subnet range Alias IP range
Primary (10.156.0.0/20) - Example: 10.0.1.0/24 or /32 b 4
<+ Add IP range

Hide alias IP ranges

External IP

Ephemeral -

Metwork Service Tier
® Premium (Current project-level tier, change)
Standard (europe-west3)

IP forwarding
Off

Public DNS PTR Record
Enable

PTR domain name

Done | Cancel

5. Click "Create"



Management Security Disks Metworking Sole Tenancy

Shielded VM
Tumn on all settings for the most secure configuration.

Turn an Secure Boot
" Turn on vTPM
+" Turn on Integrity Monitoring

SSH Keys

Block project-wide SSH keys

ETalBpvibxIRQBENIVUTHEBCK IHLAL R INRQ29G5RWT
whedkRRIkMA0n«UTsMNsCEyc /d5TUr773518Tev3v
4GcW]SglPvol IHZgE7 9zB8xbRhg] J4EDT rRBC ] Tugh

These keys allow access only to this instance, unlike project-wide S5H keys Learn more

When checked, project-wide S5H keys cannaot access this instance Learn mare

ECP uE+2kaChLkxHehJ+Xotz /NWRAZBCWkW 1 YSZGDDItT x
vICrIDVRXFDEBnuSujBEREU3T] 542ChTI 2k 4dUDCPY
kA/bARY 2 F5AJCS0ZCPIVCOUT4ARL/ TRZ1YgeI T1g+L
aB gcp
=+ Add item
Less
You can always create instance templates free of charge. Your free trial credit
won't be used.
Equivalent REST or command line
The server instab=nce wuill be created and launched
VM instances E) CREATE INSTANCE & IMPORT VM ! REFRESH START STOP RESET DELETE
= Filter VM instances Columns =
Name ~ Zone Recommendation In use by Internal IP External IP Connect
O test-origin-1 europe-west3-c 10.156.0.3 @) 35.23493.218 SSH ~

Firewall rules setup
Firewall rules affect all the instances in the project, so they should be set up once

1. Go to "VPC network - Firewall"section and create "wcs-ports" rule




::: VPC network & Create a firewall rule

&  VPCnetworks Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked. Learn more
[¥  External IP addresses

MName *
& Firewall wes-ports 0 @
Lowercase letters, numbers, hyphens allowed
3 Routes
Description
a%  VPC network peering WCS specific ports rule
i
[+ Shared VPC
Logs
55 Serverless VPC access Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn mare
-|§|- Packet mirroring O On

® off

2. Allow incoming (ingress in terms of GCP) traffic from any node



Metwork *
default

Pricrity *
1000

Priority can be 0 - 65535 Check priority of other firewall rules

Direction of traffic @

@® Ingress
() Egress

Action on match @

@® Allow
() Deny

Targets
All instances in the network

Source filter
IP ranges

Source IP ranges *
0.0.0.0/0 € for example, 0.0.0.0/0, 192.168.2.0/24

Second source filter
Mone

3. Specify WCS ports and click "Create"



Protocols and ports @

O Allow all
(® Specified protocols and ports

tcp: 554, 1935, 8080-8084, 8443-8445, B8BE, 9091, 30000-33000

udp: 1935, 30000-33000

[[] other protocols

protocols, comma separated, e.q. ah, sctp

“ DISABLE RULE

Equivalent REST or command line

WCS installation and configuration

1. Install JDK. It is recommended to use JDK 12 or 14 if high load is planning

#! / bi n/ bash

sudo rm-rf jdk*

curl -s https://downl oad.java.net/javal/ GA jdk12. 0.2/ e482c34c86bd4bf 8b56c0b35558996h9/ 10/ GPL/ openj dk-12. 0. 2
_linux-x64_bin.tar.gz | tar -zx

[ ! -djdk-12.0.2/bin ] & exit 1

sudo nkdir -p /usr/java

[ -d /usr/java/jdk-12.0.2 ] &% sudo rm-rf /usr/javal/jdk-12.0.2
sudo nmv -f jdk-12.0.2 /usr/java

[ ! -d/usr/java/jdk-12.0.2/bin ] & exit 1

sudo rm -f /usr/javal/default

sudo In -sf /usr/javal/jdk-12.0.2 /usr/javal/default

sudo update-alternatives --install "/usr/bin/java" "java" "/usr/javaljdk-12.0.2/bin/java" 1
sudo update-alternatives --install "/usr/bin/jstack" "jstack" "/usr/javal/jdk-12.0.2/bin/jstack" 1
sudo update-al ternatives --install "/usr/bin/jcmd" "jcnd" "/usr/javal/jdk-12.0.2/bin/jcmd" 1
sudo update-alternatives --install "/usr/bin/jmap" "jmap" "/usr/javaljdk-12.0.2/bin/jmap" 1

sudo update-al ternatives --set "java" "/usr/javal/jdk-12.0.2/bin/java"
sudo update-al ternatives --set "jstack" "/usr/javal/jdk-12.0.2/bin/jstack"
sudo update-al ternatives --set "jcmd" "/usr/javal/jdk-12.0.2/bin/jcmd"
sudo update-al ternatives --set "jmap" "/usr/javaljdk-12.0.2/bin/jnmp"

2. Install accessory tools and libraries

sudo yuminstall -y tcpdunmp nt iperf3 fontconfig

3. Stop firewalld (it ti not necessary to block any ports on VM level because firewall rules were set up on project level)

sudo systenctl stop firewalld
sudo systenctl disable firewalld



4. Disable SELinux

sudo setenforce O

5. Install WCS

curl -OL https://flashphoner.conf downl oads/ bui | ds/ WCS/ 5. 2/ Fl ashphoner WebCal | Server-5. 2. xxx. tar. gz
tar -xzf FlashphonerWebCal | Server-5. 2. xxx.tar.gz

cd Fl ashphoner WebCal | Server-5. 2. xxx

sudo ./install.sh

Where xxx is WCS actual build number

6. Activate your license

cd /usr/1ocal / Fl ashphoner WbCal | Server/ bin
sudo ./activation.sh

7. Configure WCS (below the example of Origin server settings to publish WebRTC and RTMP streams)

ip
ip local

media_port_from
media port to

codecs =opus,alaw,ulaw,g729, speex I , 1w, mpv
codecs_exclude sip =mpegd-generic,flv,mpv

codecs exclude streaming =flwv,telephone-event

codecs_exclude sip rtmp =opus,g729,g722 mpegd-generic,

5,843,877,

Ws . port
Wss . port

cdn_enabled=true

cdn_ip=

cdn_role=origin
cdn_nodes_resolve ip=false

periodic_fir_request=true

keep_alive.enabled=websocket ,rtmfp

client_mode=false

rtc_ice_add_local_component=true

Do not change IP addresses ini p, i p_| ocal n cdn_i psettings, they will be configured automatically on WCS startup.



WCS starting and testing

1. Start WCS

sudo systenctl start webcal |l server

2. Enter to WCS web interface, open Two Way Streaming example, publish and play test stream

e Flashphoner Web Call Server @ X =+

& C 1 A Notsecure | 35234.93.218:8444/admin/demo.htmi#

® Demo i Security ~ fa License

Two-way Streaming

Streamer

Player

Two-Way
Streaming

Firewall Streaming

WebRTC as RTMP

Stream Recording

Stream Snapshot
feam snapsho test Stop test

Stream Diagnostic
PUBLISHING

Screen Sharing W55://35.234.93.218:8443

ESTABLISHED
Embed Player

Stop

PLAYING

Disconnect

v.0.5.28.2753-5.2.679-3a0eb

Available

CDN deployment

1. Createand configureOrigin server as described above

2.Create and configure Edge server (below the example of Edge server settingt to play WebRTC streams)




ip
ip local

media port from
media_port_to

[y

codecs =opus,alaw,ulaw,g/29,speexlb,g/22 ,mpegd-generic,telephone-event,h264,vp8,flv,mpv
codecs exclude sip =mpegd-generic,flv,mpv

codecs _exclude streaming =flv,telephone-event

codecs_exclude sip rtmp =opus,g/729,g722 mpegd-generic,v

WS . port
WSS . port

t:dn:pc-int_cr_F_entl‘y i
cdn_nodes resolve ip=false

client mode=false

rtc_ice add_local_component=true

http_enable root_redirect=false

Do not change IP addresses ini p, i p_| ocal n cdn_i psettings, they will be configured automatically on WCS startup.Set thecdn_poi nt _of _ent r ypara
meter to Origin server static internal IP address

CDN testing
1. Start WCS on Origin and Edge VM instances.
2. Go to Origin web interface and publish test stream in Two Way Streaming example

3.Go to Edge web interface and play test stream in Player example
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