WGCS B Google Cloud Platform

® PasBepTbiBaHNE cepBepa
® PasBepTbiBaHVE U 3arMyCK 3K3eMmnasapa BUPTYanbHOM MalLnHbI
® HacTpoiika Me)xceTeBoro akpaHa
® YcTaHoBka 1 HacTponka WCS
® 3anyck n tect WCS
® PasBepTbiBaHne CDN
® TectnpoBaHne CDN

HauunHas co cbopkun 5.2.679,WCS moxeT bbiTb pa3BepHyT Ha Google Cloud Platform kakoTgenbHo cToswmin megua cepsep, CDN ¢ HU3KOIM 3apeprkkon
1 CDN ¢ 6anaHC1pOBKOIA Harpy3ku mMexay y3namu.

B ntoGom cryyae, Npexxae, YeM HavaTb pasBepTbiBaHne, HeOOXOaVMbI:
" aKTUBHbI akkayHT B GCP 1 NpoeKT, CO3AaHHbIli B 3TOM akKayHTe

" nuueHsus WCS gnsa aktmBauum Ha cepsepe/cepeepax
"  [OMOJIHUTESBHO, JOMEHHbIE MEHA AJist MPUBA3KM K 9K3EMMSpaM CEPBEPOB

PasBepTbiBaHMe cepBepa

PasBepTbiBaHME 1 3aMyCK 3K3eMnasipa BUPTyanbHOW MaLUVHbI

1. B koHconu Google Cloud nepengute B padgen "Compute Engine - VM instances" n HaxxmuTe "Create VM instance", 4Tobbl Ha4aTb co3gaHmne
aK3emMnnsipa cepsepa. BoibepuTte nMs cepBepa, PervioH 1 30HY PacroioXXeHVs AaTaleHTpa, a Takke KOHgpUrypaumio cepeepa

& Create aninstance
To create a VM instance, select one of the options: Name
MName is permanent
test-origin-1

New VM instance N Labels © (Optional)

Create a single VM instance from scratch

= | + Add label
) Region Zone

New VM instance from template Region is permanent Zone is permanant

Create a single VM instance from europe-west3 (Frankfurt) - europe-west3-c -

an existing template

Machine configuration

@ New VM instance from machine Machine family

image General-purpose  Memory-optimized

Create a single VM instance from Machine types for common workloads, optimized for cost and flexibility

an existing machine image Series

N1 d

! Marketplace Powered by Intel Skylake CPU platform or one of its predecessors

Deploy a ready-to-go solution onto E i

a VM instance Machine type

n1-standard-1 (1 vCPU, 3.75 GB memory) -
vCPU Memaory
1 375GB

2. B paspgene "Boot disk" HaxxmuTte "Change". BeibepuTe 06pa3 Ha 6a3e CentOS 7.6


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.679.tar.gz
https://docs.flashphoner.com/pages/viewpage.action?pageId=9243687

Boot disk

P Image
@ Cent0OS7

—; Mew 20 GB standard persistent disk

Change

Boot disk

Public images Customimages Snapshots Existing disks

Operating system
CentOS

Version
CentQOS 7

%86_64 built on 20200618, supports Shielded VM features

Boot disk type Size (GB)
Standard persistent disk - 20

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace.

3. Ha Bknapgke "Security" po6aBbTe ny6nnyHbIN KN4 ANns goctyna Kk cepeepy no SSH, ecnu y Bac HeT knto4elt, NpyuBsi3aHHbIX K MPOEKTY

S5H Keys
Block project-wide SSH keys

You have 0 55H keys

Enter public 55H key

Whean checked, project-wide S5H keys cannot access this instance Learn maore

+ Add item

4. Ha Bknagke "Network" BbiGepuTe BHELUHWI 1 BHYTPeHHUIA IP agpeca:

" ecnv cepBep npegnonaraeTtcs ncrnonb3osaTb Kak Origin B8 CDN, pekomeHayeTcsi BblbpaTb cTaTuieckuini BHyTpeHHui IP agpec;
" ecnn cepBep A0/MKEH MMETb BHELLHME TOYKM BXoAa (Hanpumep, UCnonb30oBaTbCs A8 nybavkauuii n BOCNPON3BEAEHNS), PEKOMeHAYeTCS

BblbpaThb CTaTM4ECKNin BHELLHWI IP agpec ons npuBasku K HeMy JOMEHHOMO UMEHN




Metwork interface P

Metwork
default

Subnetwaork
default

Internal IP
10.156.0.3

Internal IF type

Ephemeral -

Alias IP ranges

Subnet range Alias IP range
Primary (10.156.0.0/20) - Example: 10.0.1.0/24 or /32 b 4
<+ Add IP range

Hide alias IP ranges

External IP

Ephemeral -

Metwork Service Tier
® Premium (Current project-level tier, change)
Standard (europe-west3)

IP forwarding
Off

Public DNS PTR Record
Enable

PTR domain name

Done | Cancel

5. Haxxmute "Create"



Management Security Disks Metworking Sole Tenancy

Shielded VM
Tumn on all settings for the most secure configuration.

Turn an Secure Boot
" Turn on vTPM
+" Turn on Integrity Monitoring

SSH Keys

Block project-wide SSH keys

ETalBpvibxIRQBENIVUTHEBCK IHLAL R INRQ29G5RWT
whedkRRIkMA0n«UTsMNsCEyc /d5TUr773518Tev3v
4GcW]SglPvol IHZgE7 9zB8xbRhg] J4EDT rRBC ] Tugh

These keys allow access only to this instance, unlike project-wide S5H keys Learn more

When checked, project-wide S5H keys cannaot access this instance Learn mare

gCp wE0+2kaChLkxHehT+kotz /NWBAZBCwkw 1 YSZGDDItT x
vICrIDVRXFDEBnuSujBEREU3T] 542ChTI 2k 4dUDCPY
kA/bAEy 2t F5AjcSOZCPIVEOUTAR] / TRZ1YgeI T1g+l
aB gcp
=+ Add item
Less
You can always create instance templates free of charge. Your free trial credit
won't be used.
Equivalent REST or command line
Ok3emnnsp cepsepa 6yaeT cospaH 1 3anyLueH
VM instances ﬂ CREATE INSTANCE & IMPORT VM G REFRESH START STOP RESET DELETE
= Filter VM instances Columns =
Name ~ Zone Recommendation In use by Internal IP External IP Connect
O test-origin-1 europe-west3-c 10.156.0.3 @) 35.23493.218 SSH ~

HacTpoiika me)xceTeBoro akpaHa

HacTpoiikn mexxceTeBoro akpaHa OeNCTBYIOT Ha BCE 3K3eMMISPbl B MPOEKTe, MO3TOMY HEOH6XOAMMO BbINOSIHUTL €€ OAVH pa3

1. MepeiipguTe B pasgen "VPC network - Firewall"n co3gante npasuno "wcs-ports"




::: VPC network & Create a firewall rule

&  VPCnetworks Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked. Learn more
[¥  External IP addresses

MName *
& Firewall wes-ports 0 @
Lowercase letters, numbers, hyphens allowed
3 Routes
Description
a%  VPC network peering WCS specific ports rule
i
[+ Shared VPC
Logs
55 Serverless VPC access Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn mare
-|§|- Packet mirroring O On

® off

2. PaspeLumnte BxogsaLwmin Tpadurk ¢ nobbixX y3n1os



Metwork *
default

Pricrity *
1000

Priority can be 0 - 65535 Check priority of other firewall rules

Direction of traffic @

@® Ingress
() Egress

Action on match @

@® Allow
() Deny

Targets
All instances in the network

Source filter
IP ranges

Source IP ranges *
0.0.0.0/0 € for example, 0.0.0.0/0, 192.168.2.0/24

Second source filter
Mone

3. YkaxunTe noptbl, ucnonbdyemole WCS, n Haxxmute "Create"



Protocols and ports @

O Allow all
(® Specified protocols and ports

tcp: 554, 1935, 8080-8084, 8443-8445, B8BE, 9091, 30000-33000

udp: 1935, 30000-33000

[[] other protocols

protocols, comma separated, e.q. ah, sctp

“ DISABLE RULE

Equivalent REST or command line

YcTtaHoBka n HacTtporka WCS

1. YctaHosuTe JDK. [na paboTbl B yCnosuax 60nbLIMX Harpy3ok pekomeHagyetca JDK 12 nnn 14

#! / bi n/ bash

sudo rm-rf jdk*

curl -s https://downl oad.java.net/javal/ GA jdk12. 0.2/ e482c34c86bd4bf 8b56c0b35558996h9/ 10/ GPL/ openj dk-12. 0. 2
_linux-x64_bin.tar.gz | tar -zx

[ ! -djdk-12.0.2/bin ] & exit 1

sudo nkdir -p /usr/java

[ -d /usr/java/jdk-12.0.2 ] &% sudo rm-rf /usr/javal/jdk-12.0.2
sudo nmv -f jdk-12.0.2 /usr/java

[ ! -d/usr/java/jdk-12.0.2/bin ] & exit 1

sudo rm -f /usr/javal/default

sudo In -sf /usr/javal/jdk-12.0.2 /usr/javal/default

sudo update-alternatives --install "/usr/bin/java" "java" "/usr/javaljdk-12.0.2/bin/java" 1
sudo update-alternatives --install "/usr/bin/jstack" "jstack" "/usr/javal/jdk-12.0.2/bin/jstack" 1
sudo update-al ternatives --install "/usr/bin/jcmd" "jcnd" "/usr/javal/jdk-12.0.2/bin/jcmd" 1
sudo update-alternatives --install "/usr/bin/jmap" "jmap" "/usr/javaljdk-12.0.2/bin/jmap" 1

sudo update-al ternatives --set "java" "/usr/javal/jdk-12.0.2/bin/java"
sudo update-al ternatives --set "jstack" "/usr/javal/jdk-12.0.2/bin/jstack"
sudo update-al ternatives --set "jcmd" "/usr/javal/jdk-12.0.2/bin/jcmd"
sudo update-al ternatives --set "jmap" "/usr/javaljdk-12.0.2/bin/jnmp"

2. YcTtaHoBuTte AO0NONHNTENbHbIE NHCTPYMEHTbI N 616IMOTEKN

sudo yuminstall -y tcpdunmp nt iperf3 fontconfig

3. OctaHoBuTe firewalld (TOCKONbKY MEXXCETEBOI 3KPaH Obln HACTPOEH Ha YPOBHE NPOEKTA, HET HEO6XOAVMMOCTMN B 3aKPbITUW NMOPTOB Ha YPOBHE
BMPTYyaNbHOW MaLUVHbI)



sudo systenttl stop firewalld
sudo systenctl disable firewalld

4. Otkntoumnte SELinux

sudo setenforce O

5. YcraHosute WCS

curl -OL https://flashphoner. com downl oads/ bui | ds/ WCS/ 5. 2/ Fl ashphoner WbCal | Server-5. 2. xxx. tar. gz
tar -xzf FlashphonerWebCal |l Server-5. 2. xxx.tar. gz

cd Fl ashphoner WebCal | Server-5. 2. xxx

sudo ./install.sh

3pecbk xxx -Homep cbopkn WCS

6. AkTBMpYiTe Bawy nuueH3uno

cd /usr/local/Fl ashphoner WebCal | Server/ bin
sudo ./activation.sh

7. Hactpoiite WCS (npumep HacTpoek Origin cepsepa ansa nybnunkaummn WebRTC n RTMP noTtokos)



ip
ip local

media_port_from
media port to

codecs =opus,alaw,ulaw,g/29, spee: I ,Tlv, mpv
codecs exclude sip =mpegd-generic,flv,mpv
codecs exclude streaming =flwv,telephone-event

codecs_exclude sip rtmp =opus,g729,p722 mpegd-generic,

WS . port
Wss . port

cdn_enabled=true

cdn_ip=

cdn_role=origin
cdn_nodes_resolve_ip=false

periodic_fir request=true

keep alive.enabled=websocket,rtmfp
client mode=false

rtc_ice add_local_component=true

He n3mensnte IP appeca B napameTpax i p, i p_| ocal ncdn_i p, oHn 6ygyT npocTaBneHbl aBTOMaTUYECKN Npu cTapTe cepsepa.

3anyck n tect WCS

1. 3anyctute WCS

sudo systenctl| start webcal | server

2. Boingute B Be6-mHTEpEC cepBepa, oTkponTe npumep Two Way Streaming, ony6numkyiiTe u npourpanTte noTok test



e Flashphoner Web Call Server @ X =+

& C 1 A Notsecure | 35234.93.218:8444/admin/demo.htmi#

emo ecurity ¥ Icense V.Uo.2o. —J.e -saue
®D i Security € 0.5.28.2753-5.2.679-3a0e6

Two-way Streaming

Streamer

Player

Two-Way
Streaming

Firewall Streaming

WebRTC as RTMP

Stream Recording

Stream Snapshot

test Stop test Stop Available
Stream Diagnostic
PUBLISHING PLAYING
Screen Sharing wss://35.234.93.218:8443 Disconnect
ESTABLISHED

Embed Player

PaseepTtbiBaHne CDN

1. PasBepHuTe n HacTpoiite Origin cepsep, Kak On1caHo BbILLE.

2. PassepHuTe u HacTpoliTe Edge cepsep (npumep HacTpoek ans BocnponsseneHust WebRTC)



ip
ip local

media port from
media_port_to

[y

codecs =opus,alaw,ulaw,g/29,speexlb,g/22 ,mpegd-generic,telephone-event,h264,vp8,flv,mpv
codecs exclude sip =mpegd-generic,flv,mpv

codecs _exclude streaming =flv,telephone-event

codecs_exclude sip rtmp =opus,g/729,g722 mpegd-generic,v

WS . port
WSS . port

t:dn:pc-int_cr_F_entl‘y i
cdn_nodes resolve ip=false

client mode=false

rtc_ice add_local_component=true

http_enable root_redirect=false

He namensiite IP agpeca B napameTpax i p, i p_| ocal n cdn_i p, oHu 6yayT npocTaBneHbl aBTOMaTUYECKN NPy CTapTe cepBepa. YKaxXnTe B HACTPOIKe
cdn_poi nt _of _ent ry ctatudeckuin BHyTpeHHuii IP agpec Origin cepsepa.

TectnposaHmne CDN

1. 3anyctute WCS Ha Origin n Edge aksemnnsipax BM.

2. Boigute B Beb nHTepdelic Origin cepeepa,onybnukyinTe NoTok test B npumepe Two Way Streaming

3.Bowigute B Be6 nHTepdelric Edge cepsepa, npourpaiTe noTok test B npumepe Player
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