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Overview

It may be necessary to collect stream statistics while managing a big number of WCS servers, to check broadcasting quality of service. If servers are in
CDN, signaling events collection may also be useful to debug a network issues.

Since build5.2.749it is possible to collect stream statistics and CDN events centrally.

Architecture

Statistics collector server role can be assigned to one of WCS servers, in this case it also performs a usual media server functions (streams publishing
and playback). Another servers send statistics data to the collector using a special TCP-based FREP protocol. Collector server writes received data to
MySQL DB.


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.749.tar.gz
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Staistics collector server role can be assigned to any WCS server. In theory, all the WCS servers can be collectors and send data directly to common
MySQL server, but this can dramatically increase network load. In CDN, it is recommended to assign collector role to Controller node.

Data tables description

All the data are written to the following tables
Client sessions statistics

Field Type Description
serverlp | varchar(15) = WCS IP address
start datetime Connection establishing time

sessionld | varchar(300) Session Id

status varchar(30) = Session status
info varchar(300) = Reason phrase for FAILED status
duration | int(11) Session duration

Client sessions statistics data are sent at session start and session end.
Stream statistics

Field Type Description

serverlp varchar(15) WCS IP address

start datetime Mediasession start time


https://docs.flashphoner.com/display/WCS52EN/CDN+2.3

sessionld varchar(300) Client session Id

mediaProvider = varchar(30) Mediaprovider

name varchar(300) Stream name
mediaSessionld | varchar(300) Mediasession Id

duration int(32) Mediasession duration
status varchar(30) Mediasession status

info varchar(300) Reason phrase for FAILED status
type varchar(100) Mediasession type (PUBLISH or SUBSCRIBE)
subscribers int(16) Subscribers count
audioLost int(2) Lost audio packets count
audioRate int(4) Audio bitrate
audioCodec varchar(13) Audio codec

videoWidth int(2) Picture width
videoHeight int(2) Picture height

videoPLI int(2) PLI requests count
videoNack int(2) NACK count

videoRate int(4) Video bitrate

videoFPS int(2) Video FPS

videoBframes int(2) B-frames count
videoCodec varchar(4) Video codec

localSdp varbinary(1500) = Server side SDP
remoteSdp varbinary(1500) Browser SDP

Stream statistics data are sent at stream publishing ir playback start and at stream end.

CDN events statistics

Field Type Description
serverlp | varchar(15) WCS IP address
date datetime Event date and time
ts varchar(30) CDN signaling timestamp
srcNode | varchar(30) CDN signaling source
dstNode = varchar(30) CDN signaling destination
event varchar(60) CDN event type

payload | varbinary(1500) = CDN signaling payload

CDN event statistics data are sent directly when event occurs. Therefore, CDN statisctics collection is disabled by default, and it is not recommended to
collect the CDN statistics in production, this is for debug purposes only.

Configuration

MySQL server setup

Installation
Below, MySQL installation to Centos 7 example described:

1. Download the necessary repository



wget https://dev. nysql.conl get/ nysql 57-comuni ty-rel ease-el 7-9. noarch. rpm

2. Install the repository

sudo rpm -ivh nmysql 57- communi ty-rel ease-el 7-9. noarch. rpm

3. Install MySQL

sudo yuminstall nysql-server

4. Launch MySQL

sudo systenctl start nysqld

Configuration

1. Create database and user for statistics collection

CREATE DATABASE wcs;

CREATE USER 'wcs' @1 ocal host' | DENTI FI ED BY 'wes'
GRANT ALL PRI VI LEGES ON wes.* TO 'wes' @ | ocal host ' ;
FLUSH PRI VI LEGES;

2. Import database schema

nysgl -u wes -p wes < wes. sql

Database schema file wcs.sql

-- MySQ dunp 10.13 Distrib 8.0.20, for Linux (x86_64)
-- Host: 172.17.0.2 Dat abase: wcs
-- Server version 5.7.31

/*140101 SET @LD_CHARACTER SET_CLI ENT=@BCHARACTER SET_CLIENT */;

/*140101 SET @LD CHARACTER SET RESULTS=@ACHARACTER SET RESULTS */;

/*140101 SET @LD_COLLATI ON_CONNECTI ON=@BCOLLATI ON_CONNECTI ON */;

/*150503 SET NAMES utf8 */;

/*140103 SET @LD TI ME_ZONE=@@Il ME_ZONE */;

/*140103 SET TI ME_ZONE=' +00: 00' */;

/*140014 SET @LD UNI QUE_CHECKS=@@N QUE_CHECKS, UNI QUE_CHECKS=0 */;

/*140014 SET @LD FORElI GN_KEY CHECKS=@@FORE| GN_KEY_CHECKS, FORElI GN_KEY_CHECKS=0 */;
/*140101 SET @LD SQL_MODE=@@QL_MIDE, SQL_MODE=' NO AUTO VALUE ON ZERO */;
/*140111 SET @LD SQL_NOTES=@@QL_NOTES, SQL_NOTES=0 */;

-- Table structure for table “cdn’

DROP TABLE | F EXI STS “cdn’;
/*140101 SET @aved_cs_client = @@haracter_set_client */;
/*150503 SET character_set_client = utf8nb4 */;
CREATE TABLE “cdn™ (
“serverlp® varchar(15) NOT NULL,
“date’ datetine NOT NULL,
“ts® varchar(30) NOT NULL,
“srcNode™ varchar (30) NOT NULL,
“dst Node™ varchar (30) NOT NULL,
“event® varchar(60) NOT NULL,



“payl oad™ varbi nary(1500) NOT NULL,
PRI MARY KEY ("ts”, “srcNode", “event , "dstNode")
) ENG NE=I nnoDB DEFAULT CHARSET=| ati nl
/*140101 SET character_set_client = @aved_cs_client */;

-- Table structure for table “conndr’

DROP TABLE | F EXI STS "conndr " ;
/*140101 SET @aved_cs_client = @@haracter_set_client */;
/*150503 SET character_set_client = utf8nb4 */;
CREATE TABLE “conndr™ (
“serverlp® varchar(15) NOT NULL,
dateti me NOT NULL,

“start’

“sessionld

var char (300) NOT NULL,

“status® varchar(30) NOT NULL,
var char (300) DEFAULT NULL,

“info®
“durati

on”

int(11) DEFAULT NULL,

PRI MARY KEY (" sessionld)
) ENG NE=I nnoDB DEFAULT CHARSET=l ati n1;
/*140101 SET character_set_client = @aved_cs_client */;

-- Table structure for table "sdr

DROP TABLE | F EXI STS "sdr " ;
/*140101 SET @aved_cs_client = @@haracter_set_client */;
/*150503 SET character_set_client = utf8nb4 */;
CREATE TABLE “sdr™ (
“serverlp® varchar(15) NOT NULL,
dateti me NOT NULL,

“start’

“sessionld’

var char (300) NOT NULL,

“nmedi aProvi der® varchar(30) NOT NULL,
var char (300) NOT NULL,
“medi aSessi onl d” varchar (300) NOT NULL,

“name’

“durati

“status®

“info’

“audi oLost®
“audi oRat e’

on”

int(32) DEFAULT NULL,

var char (30) NOT NULL,

var char (300) DEFAULT NULL,
“type’ varchar (100) DEFAULT NULL,
“subscribers’ int(16) DEFAULT NULL,

int(2) DEFAULT NULL,
int(4) DEFAULT NULL,

“audi oCodec™ varchar (13) DEFAULT NULL,
‘videoWdth' int(2) DEFAULT NULL,
“videoHei ght ™ int(2) DEFAULT NULL,
“vi deoPLI ®

“vi deoNack®
“vi deoRat e’

*vi deoFPS’
“videoBf ranes” int(2) DEFAULT NULL,

“vi deoCodec™ varchar(4) DEFAULT NULL,

"l ocal Sdp™ varbi nary(1500) DEFAULT NULL,

“renot eSdp’

int(2) DEFAULT NULL,
int(2) DEFAULT NULL,
int(4) DEFAULT NULL,
int(2) DEFAULT NULL,

var bi nary(1500) DEFAULT NULL,

PRI MARY KEY (" sessionld’, nediaSessionld",  nane’)
) ENG NE=I nnoDB DEFAULT CHARSET=l ati nl

/*140101
/*140103

/*140101
/*140014
/*140014
/*140101
/*140101
/*140101
/*140111

SET
SET

SET
SET
SET
SET
SET
SET
SET

character_set_client = @aved_cs_client */;
TI ME_ZONE=@DLD_TI ME_ZONE */;

SQL_MODE=@DLD_SQL_MODE */;

FOREl GN_KEY_CHECKS=@LD_FOREI GN_KEY_CHECKS */ ;

UNI QUE_CHECKS=@DLD_UNI QUE_CHECKS */ ;

CHARACTER SET_CLI ENT=@LD_CHARACTER SET_CLI ENT */;
CHARACTER SET_RESULTS=@DLD_CHARACTER SET_RESULTS */;
COLLATI ON_CONNECTI ON=@DLD_COLLATI ON_CONNECTI ON */ ;
SQL_NOTES=@LD_SQL_NOTES */;

-- Dunp conpl eted on 2020-08-26 11:30: 24



WCS setup

Statistics collection can be enabled using the following parameter

frep_enabl ed=true

Role (client or server)can be set using the following parameter (CLIENT by default)

frep_rol e=CLI ENT

Statistics collector server addresscan be set using the following parameter

frep_controller_i p=192. 168. 1. 64

This parameter should be set on statistics client.

Database URIcan be set using the following parameter

frep_dat abase_addr ess=j dbc: nysql : / /| ocal host/wcs?user =wcs&passwor d=wcs

This parameter should be set on statistics server.

The port for statistics data transmissioncan be set using the following parameter (8085 by default)

frep_port=8085

Statistics authetication keycan be set using the following parameter

frep_secret_key=dsjfoi ewghriywgtrfewfi uewgi uf h

This parameter must be the same on statistics server and client.
Settings applying
All the settings can be applyed without server restart using CLI command

rel oad node-settings

In this case, it is recommended to change the settings by the following way:

1.Disable statistics collection on the WCS server

frep_enabl ed=f al se

2. Reload settings

rel oad node-settings

3. Set the necessary parameters and enablestatistics collection

frep_enabl ed=t rue

4.Reload settings

rel oad node-settings


https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings

Data collection filter

Statistics data can be filtered before sending by the following parameter

frep_filter_event s=CONNECT, CONNECTI ON_STATUS_EVENT, STREAM STREAM STATUS_EVENT

Possible filter values

Filter Description

CONNECT

Connection establishing data

CONNECTION_STATUS_EVENT | Session status data

STREAM

STREAM_STATUS_EVENT

Stream publishing/playing start data

Stream status data

For debug purposes, all the CDN events collection can be enabled

frep_filter_event s=CONNECT, CONNECTI ON_STATUS_EVENT, STREAM STREAM STATUS_EVENT, CDN_EVENT

or CDN events can be filtered

Filter

ROLE_REFRESH

NODE_REFRESH
ROUTE_REFRESH
ROUTE_UPDATE
EXTENDED_ROUTE_UPDATE
EXTENDED_ROUTE_REFRESH
VERSION_REFRESH
STATE_REFRESH
GROUP_REFRESH
PROFILE_UPDATE
STREAM_ACCESS_LIST_REFRESH

STREAM_ACCESS_LIST_NODE_ID_UPDATE

Data retrieving from DB

Description

CDN node role

CDN node information on entering to CDN

Stream playback route information

Stream playback route update information
Extended stream playback route update information
Extended stream playback route information

CDN version information

CDN node state information

CDN group information

Transcoding profile update information

Stream access keys information

Node Id update for stream access keys information

Statistics data can be retrieved from MySQL DB using SQL queries

SELECT serverl P, start, nane, status, audi oCodec, vi deoCodec FROM wcs. sdr WHERE nane = 'test
S Fom e Fom - - B Fom e - - R
| serverlP | start | name | status | audi oCodec | vi deoCodec |
B o e e e e e e e B B e R
| 95.191.131.64 | 2020-08-10 13:44:00 | test | PUBLI SHING | opus | H264 |
| 95.191.131.64 | 2020-08-10 13:44:10 | test | PLAYI NG | opus | H264 |
B o e e e e Fom o= B e R

2 rows in set (0.00 sec)

SDP data retrieving

SDP data are compressed due to big size. To decompress data while retrieving, use xxd and zlib-flate utilities



nysql -u wes -p -B --di sabl e-col um-nanes -e 'select hex(local Sdp) fromwcs. sdr where nane = "test"' | xxd -r -
p | zlib-flate -unconpress
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