Centralized server data logging to ClickHouse DB
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Overview

It may be necessary to collect stream, client connections and CDN events data while managing a big number of WCS servers, to debug a streaming
problems. In fact, the information that logged on every server, should be collected at one point. Note that logging itself is minimized in production use, to
prevent server disk excessive load.

To collect such big amount of data, time series databases are good choice. Since build5.2.774,the Remote Event Logging System (RELS) based on open
source time series DBClickHousecan be used to collect server logs.

Architecture

Every WCS server sends logging data to ClickHouse DB independently using JDBC-driver and HTTP connection. To optimize ClickHouse server load,
the data are buffered and sent by time interval batch


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.774.tar.gz
https://clickhouse.tech/
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Data table description

The logging data are collected to ClickHouse tables listed below. To speed up, an integer event identifiers are written to the tables. There is a textual
string dictionary decribing all the events for each table to display human readable selection results.

Connections data (table ConnectionEvent)

Field Type Description
timestamp Uint64 = Time stamp
ip IPv4 Server address
sessionld String | Session Id

eventType Uinté4 = Event type Id

eventPayload = String = Event payload

Event types (table ConnectionEventTypes)

Field Type Description

id UInt32 = Event type id

type String = Event type description

Events dictionary (table DictionaryConnectionEvents)

Field Type Description

id Uint64 = Event type id



type String = Event type description

Streams data (table StreamEvent)

Field Type Description
timestamp Ulnt64 | Time stamp
ip IPv4 Server address
sessionld String = Session Id

mediaSessionld = String = Media session Id
streamName String = Stream name
eventType UInté4 @ Event type Id

eventPayload String = Event payload

Event types (table StreamEventTypes)

Field Type Description

id UInt32 = Event type id

type String = Event type description

Events dictionary (tableDictionaryStreamEvents)

Field Type Description
id Uint64 = Event type id

type String = Event type description

CDNdata (table CDNEvent)

timestamp Uint64 Time stamp

ip IPv4 Server address
ip IPv4 Appec cepsepa
nodeld String Node Id (IP address string)

eventType Ulnt64 Event type Id

eventPayload | String Event payload

Event types (tableCDNEventTypes)

Field Type Description

id UInt32 = Event type id

type String = Event type description

Events dictionary (tableDictionaryCDNEvents)

Field Type Description

id Uinté4 = Event type id

type String = Event type description

Configuration



ClickHouse installation and setup

Server requirement

® CPU from 4 physical cores, frequency from 3 GHz, for example Intel(R) Xeon(R) CPU E3-1246 v3 @ 3.50GHz
* RAM from 32 Gb
* HDD from 2 Tb

ClickHouse installation in CentOS 7

1. Create repository file altinity_clickhouse.repo in /etc/yum.repos.d folder

sudo cat <<EOF > /etc/yumrepos.d/altinity_clickhouse.repo
[altinity_clickhouse]

nanme=al tinity_clickhouse

baseur | =ht t ps: // packagecl oud.io/altinity/clickhouse/el/7/ $basearch
repo_gpgcheck=1

gpgcheck=0

enabl ed=1

gpgkey=htt ps://packagecl oud.io/altinity/clickhouse/ gpgkey
sslverify=1

ssl cacert=/etc/pki/tls/certs/ca-bundle.crt

net adat a_expi re=300

[altinity_clickhouse-source]

nanme=al tinity_clickhouse-source

baseur | =htt ps: // packagecl oud.io/al tinity/clickhouse/el/7/ SRPVNS
repo_gpgcheck=1

gpgcheck=0

enabl ed=1

gpgkey=htt ps:// packagecl oud.io/al tinity/clickhouse/ gpgkey
sslverify=1

ssl cacert=/etc/pki/tls/certs/ca-bundle.crt

net adat a_expi re=300

ECF

2. Add repository

sudo yum -q makecache -y --enablerepo="altinity_clickhouse

3. Install ClickHouse

sudo yuminstall -y clickhouse-server clickhouse-client

4. Launch ClickHouse

systenttl start clickhouse-server

ClickHouse configuration

1. Uncomment the following string in /etc/clickhouse-server/config.xml file to listen all the server network interfaces

<listen_host>::</listen_host>

2. Set the following parameter for default user in /etc/clickhouse-server/users.xml file to temporary allow users managent

<access_nmanagenent >1</ access_nmnagenent >

3. Restart ClickHouse



systenttl restart clickhouse-server

4. Create wcs database and tables

cat wes_clickhouse.sql | clickhouse-client -m

wcs_clickhouse.sql

CREATE DATABASE | F NOT EXI STS wcs;

DROP TABLE | F EXI STS wcs. StreantEvent ;

DROP TABLE | F EXI STS wcs. Connecti onEvent ;

DROP TABLE | F EXI STS wcs. CDNEvent ;

DROP TABLE | F EXI STS wcs. StreanEvent Types;

DROP TABLE | F EXI STS wcs. Connect i onEvent Types;

DROP TABLE | F EXI STS wcs. CDNEvent Types;

DROP DI CTI ONARY | F EXI STS wcs. DictionaryStreanEvents;
DROP DI CTI ONARY | F EXI STS wcs. Di cti onaryConnecti onEvents;
DROP DI CTI ONARY | F EXI STS wcs. Di cti onar yCDNEvent s;

CREATE TABLE wcs. Connecti onEvent Types
(

id U nt32,

“type' String

)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granularity = 8192;

I NSERT | NTO wes. Connecti onEvent Types VALUES (0, ' CONNECTED ), (1, ' DI SCONNECTED );

CREATE TABLE wcs. StreanEvent Types
(

“idh Uint32,

“type’ String

)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granularity = 8192;

I NSERT | NTO wcs. StreanEvent Types VALUES (0,' CREATED ), (1,' LOCAL_SDP_CREATED ), (2,' REMOTE_SDP_RECEI VED ),

(3,' | CE_STARTED ), (4,' | CE_COMPLETE' ), (5,' DTLS_STARTED ), (6,' DTLS _COMPLETE' ), (7,' I NI TIALI ZED ), (8, ' DI SPOSI NG ),
(9,' DI SPOSED ), (10, ' AUDI O RECEI VED ), (11, ' VI DEO RECEI VED ), (12, ' VI DEO_KFRANME_RECEI VED ),

(13,' AUDI O RTCP_RECEI VED ), (14, ' VI DEO RTCP_RECEI VED ), (15, ' RESOLUTI ON_RECEI VED ), (16, ' VI DEO_ENCODER CREATED ),
(17, AUDI O_ENCODER CREATED ), (18, ' VI DEO_ENCODER DI SPCSED ), (19, ' AUDI O ENCODER DI SPOSED ), ( 20, ' TERM NATED ),
(21,' AUDI O SENT' ), (22, ' VI DEO SENT'), (23, ' VI DEO JI TTER BUFFER STALL'), (24,' SENT_PLI"'), (25, RECEI VED_PLI"'),
(26,' SYNC BUFFER FULL' ), (27,' SYNC_FORCE FAI LED ), (28,' SYNC SHI FT'), (29, ' SYNC DEVI ATI ON ), (30, ' VI DEO_STATS'),
(31, RECORD ) ;

CREATE TABLE wcs. CDNEvent Types
(

id U nt32,

“type® String

)
ENG NE = MergeTree()
ORDER BY id
SETTINGS i ndex_granul arity = 8192;



I NSERT | NTO wcs. CDNEvent Types VALUES (0, ' STATE' ),

" ACL_UPDATE' ) ;

CREATE DI CTI ONARY wcs. Di ctionaryStreanEvents (
“id' uUintle,
“type’ String DEFAULT ''

)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(

host 'l ocal host'

port 9000

user 'default’

password "'

db 'wes'

tabl e ' StreanEvent Types'
)
LAYOUT( FLAT())
LI FETI ME(300) ;

CREATE DI CTI ONARY wcs. Di cti onaryConnecti onEvents (

“id' uUintle,
“type’ String DEFAULT ''

)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(

host 'l ocal host'

port 9000

user 'default’

password "'

db 'wes'

tabl e ' Connecti onEvent Types'
))
LAYOUT( FLAT())
LI FETI ME(300) ;

CREATE DI CTI ONARY wcs. Di cti onar yCDNEvents (
“id' uintle,
“type’ String DEFAULT ''

)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(

host 'l ocal host'

port 9000

user 'default’

password "'

db 'wes'

t abl e ' CDNEvent Types'
))
LAYOUT( FLAT())
LI FETI ME(300) ;

CREATE TABLE wcs. St reanEvent
(
“tinmestanmp® Ul nt 64,
“ipt I Pv4,
“sessionld” String,
“nedi aSessionld” String,
“streanNane® String,
“event Type® Ul nt 64,
“event Payl oad™ String
)
ENG NE = MergeTree()
ORDER BY (sessionld, nmediaSessionld, streanNanme)
SETTINGS i ndex_granularity = 8192;

CREATE TABLE wcs. Connecti onEvent
(

“tinestanmp” Ul nt64,

“ip I Pv4,

“sessionld’ String,

“event Type' Ul nt 64,

(1,

' CDN_STATE' ),

(2,

' VERSI ON' ),

(3,

' ACL_REFRESH ),

(4,



“event Payl oad” String
)
ENG NE = MergeTree()
ORDER BY (tinestanp, sessionld)
SETTINGS i ndex_granularity = 8192;
CREATE TABLE wcs. CDNEvent
(

“tinestanmp” Ul nt 64,

“ipt I Pv4,

“nodel d” String,

“event Type® Ul nt 64,

“event Payl oad” String

)
ENG NE = MergeTree()

ORDER BY (nodeld, eventType)
SETTI NGS i ndex_granul arity = 8192;

5.Create wcs user and grant permissions to all the tables in wcs database

cat wes_clickhouse_users.sql | clickhouse-client -m

wcs_clickhouse_users.sql

CREATE USER | F NOT EXI STS wcs | DENTI FI ED BY 'wes';
GRANT ALL ON wes.* TO wes W TH GRANT OPTI ON,

6.Disable users management for default user by setting the following parameter in /etc/clickhouse-server/users.xml file

<access_nmnagenent >0</ access_managenent >

7. Restart ClickHouse

systentt|l restart clickhouse-server

WCS configuration

Data logging to ClickHouse is enabled by the following parameter

rel s_enabl ed=t rue

ClickHouse server and database address is set by the following parameter

rel s_dat abase_addr ess=j dbc: cl i ckhouse: // cl i ckhouseserver: 8123/ wcs?user =wcs&passwor d=wcs

Stop data logging without WCS server restart
Data logging can be stopped without WCS restart if necessary. To do this:

1. Disable data logging in server settings

rel s_enabl ed=f al se

2.Reload settings usingCLI command

rel oad node-settings


https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings

ClickHouse server address changingwithout WCS server restart
ClickHouse server address can be changedwithout WCS restart. To do this:

1. Change address in server settings

rel s_dat abase_addr ess=j dbc: cl i ckhouse: // newcl i ckhouseserver: 8123/ wecs?user =wcs&passwor d=wcs

2.Disable data logging in server settings

rel s_enabl ed=f al se

3.Reload settings usingCLI command

rel oad node-settings

4. Enable data logging in server settings

rel s_enabl ed=t rue

5.Reload settings usingCLI command

rel oad node-settings

Data retrieving from DB

Logging data can be retrieved usin SQL queries in CliskHouse client

sel ect timestanp,ip, sessionld, nedi aSessi onl d, streanNane, di ct Get String('wes. Di ctionaryStreanEvents','type',
event Type) as event Type from wcs. StreanEvent where streanNane = 'test’

sel ect timestanp,ip,sessionld,dictGetString('wes. D ctionaryConnectionEvents','type', eventType) as event Type
from wes. Connecti onEvent

sel ect timestanp,ip,nodeld,dictGetString('wes.DictionaryCDNEvents','type', eventType) as event Type, event Payl oad
from wes. CDNEvent


https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings
https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings
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