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Overview

It may be necessary to collect stream, client connections and CDN events data while managing a big number of WCS servers, to debug a streaming
problems. In fact, the information that logged on every server, should be collected at one point. Note that logging itself is minimized in production use, to
prevent server disk excessive load.

To collect such big amount of data, time series databases are good choice. Since build5.2.774,the Remote Event Logging System (RELS) based on open
source time series DBClickHousecan be used to collect server logs.

Architecture

Every WCS server sends logging data to ClickHouse DB independently using JDBC-driver and HTTP connection. To optimize ClickHouse server load,
the data are buffered and sent by time interval batch


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.774.tar.gz
https://clickhouse.tech/
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Data table description

The logging data are collected to ClickHouse tables listed below. To speed up, an integer event identifiers are written to the tables. There is a textual
string dictionary decribing all the events for each table to display human readable selection results.

Connections data (table ConnectionEvent)

Field Type Description
timestamp Uint64 = Time stamp
ip IPv4 Server address
sessionld String | Session Id

eventType Uinté4 = Event type Id

eventPayload = String = Event payload

Streams data (table StreamEvent)

Field Type Description
timestamp Ulnt64 | Time stamp
ip IPv4 Server address
sessionld String = Session Id

mediaSessionld = String = Media session Id
streamName String | Stream name

eventType Ulnt64 | Event type Id



eventPayload String Event payload

CDNdata (table CDNEvent)

Field Type Description
timestamp Uint64 = Time stamp
ip IPv4 Server address
nodeld String = Node Id (IP address string)
eventType Uint64 = Event type Id
eventPayload = String @ Event payload

Stream metrics data (table MediaSessionEvents)

Since build 5.2.1896 it is possible to collect a certain stream metrics data

Field Type
timestamp Uint64
ip IPv4
mediaSessionld String
streamName String
videoProfileld Uint32
videoWidth Uint32
videoHeight UInt32
videoFrameRate Ulnt32
videoKframes Uint64
videoPframes Uint64
videoBframes Ulnt64
videoRate Ulnt64
audioRate Ulnt64
videoSyncTime Uint64
audioSyncTime Uint64
videoTimestamp Uint64
audioTimestamp Uint64
lastKeyFrameSyncTime Uint64
sendNACK Uint64
recvNACK Ulnt64
videoFramesLost Ulnt64
audioPacketsLost Ulnt64
audioPlaybackSpeed Float32
videoPlaybackSpeed Float32

Description
Time stamp
Server address
Media session Id
Stream name
Video profile Id
Pictiure height
Picture width
Video frame rate per second
Key frames number (I-frame)
P-frames number
B-frames number
Video bitrate, bps
Audio bitrate, bps
Video synchronization value
Audio synchronization value
Video packet timestamp
Audio packet timestamp

Video synchronization value from the last key
frame

NACK sent count

NACK received count

Lost video frames count

Lost audio frames count

Audio publishing/playback speed

Video publishing/playback speed

HLS stream data (table HisStreamEvents)

Since build 5.2.1917 it is possible to collect a certain HLS stream events data

Field Type

Description


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1896.tar.gz
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1917.tar.gz

timestamp Uint64 Time stamp

ip IPv4 Server address

severity Uint8 Event severity level: INFO, WARNING, ERROR
messageType Uint16 Event type

streamld String HLS stream Id

variantName String Quality variant name

segmentld String HLS segment Id

message String Logged event description

HLS segments data (table HisSegmenterEvents)

Since build 5.2.1917 it is possible to collect a certain HLS stream segments data

Field Type Description
timestamp Uint64 Time stamp
ip IPv4 Server address
streamld String HLS stream Id
variantName String Quality variant name
segmentld String Segment Id
segmentStartPts Ulnt64 Segment start PTS
videoStartPts Uint64 Video start PTS
audioStartPts Ulnt64 Audio start PTS
videoWidth Ulnt32 Picture width
videoHeight Uint32 Picture height
videoFrameCount Uint32 Video frames count
audioPacketCount UlInt32 Audio packets count
segmentDuration Uint64 Segment duration, ms
independent Bool Independent segment
gap Bool GAP segment
discontinuity Bool DISCONTINUTY segment
segmentinterval Ulnt64 Segments interval, ms
partial Bool Partial segment
playbackSpeed Float32 Playback speed

HLS subscribers data (table HisClientEvents)

Since build 5.2.1929 it is possible to collect a certain HLS stream subscribers data

Field Type Description
creationTime Ulnt64 Subscriber creation time (a first request)
responseTime Ulint64 Subscriber response time
streamld String HLS stream Id
variantName String Quality variant name
uri String Playlist URI

locallp IPv4 Server address


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1917.tar.gz
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1929.tar.gz

remotelp
remotePort
userAgent
httpStatus

clientld

IPv4
UInt32
String
Uint32

Ulnt64

Client address
Client port
User-Agent data
Response status

Client session Id

Mixer metrics data (table MixerEvent)

Since build 5.2.1923 it is possible to collect a certain mixer metrics data

Field
timestamp
mixerMediaSessionld
mixerStreamName
mediaSessionld
streamName

mixerAverageTickTimeln
Ms

audioMixerSync
videoMixerSync
nextAudioDataTime
nextVideoDataTime
audioBuffered
videoBuffered
audioDropsCounter
audioDropsSizelnBytes
videoDropsCounter
videoDropsSizelnBytes
videoFps

audioRate

videoRate

eventType

eventPayload

Type
Uint64
String
String
String
String

Int64

Int64
Int64
Int64
Int64
Int64
Int64
Int64
Int64
Int64
Int64
Int64
DOUBLE
DOUBLE
Uint32

String

Description
Time stamp
Mixer media session Id
Mixer output stream name
Incoming stream media session Id
Incoming stream name

Mixer tick average duration, ms

Mixer output stream audio synchronization value
Mixer output stream audio synchronization value
Next audio packet time

Next video packet time

Incoming stream audio packets buffered count
Incoming stream video packets buffered count
Incoming stream audio packets dropped count
Incoming stream audio dropped data in bytes
Incoming stream video packets dropped count
Incoming stream video dropped data in bytes
Mixer output stream framerate per second

Mixer output stream audio bitrate, bps

Mixer output stream audio bitrate, bps

Mixer event type

Event description

Incoming audio recovery data (table AudioRecoveryEvent)

Since build 5.2.1969 it is possible to collect a certain stream audio recovery data

Field
timestamp
mediaSessionld
type

rtpTimestamp

RTMP incoming streams buffer metrics data (table RtmpInBufferEvent)

Since build 5.2.1978 it is possible to collect a certain incoming RTMP stream buffer metrics data

Type
Uint64
String
Ulnt32

Uint64

Description
Time stamp
Media session Id
Event type

RTP stream timestamp


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1923.tar.gz
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1969.tar.gz
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1978.tar.gz

Field Type Description

timestamp UInt64 | Time stamp
streamClockTime UInt64 | Stream clock time
mediaSessionld String | Media session Id
streamName String = Stream name
nextAudioDataTime Int64 Next audio data packet time
nextVideoDataTime Int64 Next video data packet time
audioBuffered Int64 Audio packets buffered count
videoBuffered Int64 Video packets buffered count

maximumAllowedBuffer = Int64 Maximum packet allowed in the buffer

bufferingCounter Int64 Bufferings counter
lastAudioDataTime Int64 Last audio data packet time
lastVideoDataTime Int64 Last video data packet time
bufferState UInt32 | Buffer state

Configuration

ClickHouse installation and setup

Server requirement

® CPU from 4 physical cores, frequency from 3 GHz, for example Intel(R) Xeon(R) CPU E3-1246 v3 @ 3.50GHz
* RAM from 32 Gb
* HDD from2 Tb

ClickHouse installation in CentOS 7

1. Create repository file altinity_clickhouse.repo in /etc/yum.repos.d folder

sudo cat <<EOF > /etc/yumrepos.d/altinity_clickhouse.repo
[altinity_clickhouse]

nanme=al tinity_clickhouse

baseur| =htt ps://packagecl oud.io/altinity/clickhouse/el/7/ $basearch
repo_gpgcheck=1

gpgcheck=0

enabl ed=1

gpgkey=htt ps://packagecl oud.io/altinity/clickhouse/ gpgkey
sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

met adat a_expi re=300

[altinity_clickhouse-source]

nanme=al tinity_clickhouse-source

baseur | =ht t ps: // packagecl oud.io/al tinity/clickhouse/el/7/ SRPVS
repo_gpgcheck=1

gpgcheck=0

enabl ed=1

gpgkey=htt ps://packagecl oud.io/altinity/clickhouse/ gpgkey
sslverify=1

ssl cacert=/etc/pki/tls/certs/ca-bundle.crt

met adat a_expi re=300

ECF

2. Add repository



sudo yum -q nmakecache -y --enabl erepo="altinity_clickhouse'

3. Install ClickHouse

sudo yuminstall -y clickhouse-server clickhouse-client

4. Launch ClickHouse

systenttl start clickhouse-server

ClickHouse configuration

1. Uncomment the following string in /etc/clickhouse-server/config.xml file to listen all the server network interfaces

<listen_host>::</listen_host>

2. Set the following parameter for default user in /etc/clickhouse-server/users.xml file to temporary allow users managent

<access_nmanagenent >1</ access_nmnagenent >

3. Restart ClickHouse

systentt|l restart clickhouse-server
4. Create wcs database and tables

cat wes_clickhouse.sql | clickhouse-client -mm

wcs_clickhouse.sql

CREATE DATABASE

F NOT EXI STS wcs;

DROP DI CTI ONARY

F EXI STS wcs. Di cti onaryStreanEvents;

DROP DI CTI ONARY

F EXI STS wcs. Di cti onaryConnecti onEvents;
DROP DI CTI ONARY | F EXI STS wcs. Di cti onar yCDNEvent s;

DROP DI CTI ONARY

F EXI STS wcs. Di cti onaryH sStreankEvent Type;
DROP DI CTI ONARY | F EXI STS wes. Di cti onaryH sStreanEvent Severity;
DROP DI CTI ONARY | F EXI STS wcs. Di cti onaryM xer Events;

DROP DI CTI ONARY | F EXI STS wes. Di ctionaryBuf f er St at eTypes;

DROP TABLE | F EXI STS wes. StreankEvent;

DROP TABLE | F EXI STS wcs. Connecti onEvent ;

DROP TABLE | F EXI STS wcs. CDNEvent ;

DROP TABLE | F EXI STS wcs. StreankEvent Types;

DROP TABLE | F EXI STS wcs. Connect i onEvent Types;

DROP TABLE

F EXI STS wcs. CDNEvent Types;

DROP TABLE

F EXI STS wcs. Medi aSessi onEvent s;



DROP TABLE

F EXI STS wes. H sStreanEvents;

DROP TABLE

F EXI STS wcs. H sSegnent er Event s;
DROP TABLE | F EXI STS wcs. H sStreanEvent Severity;
DROP TABLE | F EXI STS wcs. H sStreanEvent Type;
DROP TABLE | F EXI STS wes. H sC i ent Event s;

DROP TABLE | F EXI STS wcs. M xer Event ;

DROP TABLE | F EXI STS wes. M xer Event Types;

DROP TABLE | F EXI STS wcs. Rt npl nBuf f er Event ;

DROP TABLE | F EXI STS wcs. Audi oRecover yEvent ;
DROP TABLE | F EXI STS wcs. Buf f er St at eTypes;

CREATE TABLE wcs. Connecti onEvent Types
(
“id U nt32,
“type’ String
)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granularity = 8192;

I NSERT | NTO wcs. Connecti onEvent Types VALUES (0, ' CONNECTED ), (1, ' DI SCONNECTED );

CREATE TABLE wcs. StreanEvent Types
(
“id U nt32,
“type’ String
)
ENG NE = MergeTree()
ORDER BY id
SETTINGS i ndex_granularity = 8192;

I NSERT | NTO wcs. StreanEvent Types VALUES (0,' CREATED ), (1,' LOCAL_SDP_CREATED ), (2,' REMOTE_SDP_RECEI VED ),

(3,' | CE_STARTED ), (4, ' | CE_COMPLETE' ), (5, ' DTLS_STARTED ), (6, ' DTLS_COMPLETE' ), (7, I NI TIALI ZED ), (8, ' DI SPOSI NG ),
(9,' DI SPOSED ), (10, ' AUDI O RECEI VED ), (11, ' VI DEO RECEI VED ), (12, ' VI DEO KFRAME_RECEI VED ),

(13,' AUDI O RTCP_RECEI VED ), (14, ' VI DEO_RTCP_RECEI VED ), (15, ' RESOLUTI ON_RECEI VED ), (16, ' VI DEO_ENCODER CREATED ),
(17, AUDI O ENCODER _CREATED ), (18, ' VI DEO_ENCODER DI SPCSED ), (19, ' AUDI O_ENCODER DI SPOSED ), ( 20, ' TERM NATED ),
(21,' AUDI O SENT' ), (22, ' VI DEO SENT'), (23, ' VI DEO JI TTER BUFFER STALL'), (24,' SENT_PLI'), (25, RECEI VED PLI"'),
(26,' SYNC_BUFFER FULL' ), (27,' SYNC_FORCE_FAI LED ), (28,' SYNC_SHI FT'), (29, ' SYNC_DEVI ATI ON ), (30, ' VI DEO_STATS'),
(31,' RECORD ) ;

CREATE TABLE wcs. CDNEvent Types
(
“idh Uint32,
“type’ String
)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granularity = 8192;

I NSERT | NTO wcs. CDNEvent Types VALUES (0, ' STATE'), (1, 'CDN STATE'), (2, 'VERSION), (3, 'ACL_REFRESH ), (4,
" ACL_UPDATE' ) ;

CREATE DI CTI ONARY wcs. Di ctionaryStreanEvents (
“id' uintle,
“type’ String DEFAULT ''
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host 'l ocal host'
port 9000
user 'default’



password "'

db 'wes'

tabl e ' StreanEvent Types'
)
LAYOUT( FLAT())
LI FETI ME( 300) ;

CREATE DI CTI ONARY wcs. Di ctionaryConnecti onEvents (
“id' uUintle,
“type’ String DEFAULT ''
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host 'l ocal host'
port 9000
user 'default’
password "'
db 'wes'
tabl e ' Connecti onEvent Types'
)
LAYOUT( FLAT())
LI FETI ME( 300) ;

CREATE DI CTI ONARY wcs. Di cti onar yCDNEvents (
“id Ul nt16,
“type® String DEFAULT "'
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host ' ocal host'
port 9000
user 'default’
password "'
db 'wes'
tabl e ' CDNEvent Types'
))
LAYOUT( FLAT())
LI FETI ME( 300) ;

CREATE TABLE wcs. St reanEvent
(
“tinmestanp’ U nt 64,
“ip I Pv4,
“sessionld String,
“medi aSessionld” String,
“streanmName® String,
“event Type' Ul nt 64,
“event Payl oad” String
)
ENG NE = MergeTree()
ORDER BY (sessionld, nediaSessionld, streanNane)
SETTI NGS i ndex_granul arity = 8192;

CREATE TABLE wcs. Connecti onEvent

(
“tinmestanp” Ul nt 64,
“ip I Pv4,
“sessionld String,
“event Type® Ul nt 64,
“event Payl oad™ String
)

ENG NE = MergeTree()
ORDER BY (tinmestanp, sessionld)
SETTINGS i ndex_granularity = 8192;

CREATE TABLE wcs. CDNEvent
(
“tinestanmp” Ul nt64,
“ip I Pv4,
“nodel d” String,
“event Type' Ul nt 64,



“event Payl oad” String
)
ENG NE = MergeTree()
ORDER BY (nodeld, eventType)
SETTINGS i ndex_granularity = 8192;

CREATE TABLE wcs. Medi aSessi onEvent s
(
“tinestanmp” Ul nt 64,
“ipt I Pv4,
“medi aSessionld® String,
“streamNane® String,
“videoProfileld U nt32,
“videoWdth” U nt32,
“vi deoHei ght© Ul nt 32,
“vi deoFranmeRate” Ul nt 32,
“vi deoKfranes® Ul nt 64,
“videoPfranes® Ul nt 64,
“videoBfranmes® Ul nt 64,
“vi deoRat e” Ul nt 64,
“audi oRate” Ul nt 64,
“videoSyncTime’ Ul nt64,
“audi oSyncTi me” Ul nt 64,
“vi deoTi mestanp™ Ul nt 64,
“audi oTi mestanp™ Ul nt 64,
"l ast KeyFraneSyncTi ne” Ul nt 64,
“sendNACK™ Ul nt 64,
“recvNACK Ul nt 64,
“vi deoFranesLost © Ul nt 64,
“audi oPacket sLost = Ul nt 64,
“audi oPl aybackSpeed®™ Fl oat 32,
*vi deoPl aybackSpeed®™ Fl oat 32
)
ENG NE = MergeTree()
ORDER BY (nedi aSessionld, streanNane)
SETTINGS i ndex_granul arity = 8192;

CREATE TABLE wcs. H sSegnent er Event s

(
“tinmestanp” Ul nt64,
“ip I Pv4,
“streanmid’ String,
“variant Name' String,
“segnmentld’ String,
“segnment StartPts® Ul nt 64,
‘videoStartPts' Ul nt64,
“audi oStartPts® Ul nt 64,
“videoWdth Ul nt32,
“vi deoHei ght® Ul nt 32,
“vi deoFranmeCount © Ul nt 32,
" audi oPacket Count = Ul nt 32,
“segnment Duration® Ul nt64,
“independent” Bool,
‘gap’ Bool,
“discontinuity’ Bool,
“segnment I nterval © Ul nt 64,
“partial® Bool,
" pl aybackSpeed™ Fl oat 32

)

ENG NE = MergeTree()

ORDER BY (streanid)

SETTINGS i ndex_granularity = 8192;

CREATE TABLE wcs. H sStreanEvent Severity
(
idh uUnt8,
“type’ String
)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granularity = 8192;



I NSERT | NTO wes. H sStreanEvent Severity VALUES (0, 'INFO), (1,
CREATE TABLE wcs. H sStreanEvent Type
(
“id Ul nt16,
“type® String
)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granul arity = 8192;
I NSERT | NTO wcs. H sStreanEvent Type
VALUES (0, ' PLAYBACK SPEED ), (1, 'FPS_CHANGED ), (2, 'GAP'),
(5, 'TASK_SKIPPED ), (6, 'NO KYE_FRAME ), (7, 'NOVIDEO), (8,
" OTHER ) ;

CREATE DI CTI ONARY wcs. Di cti onaryH sStreanEvent Severity
(
id' U nt8,
“type' String DEFAULT "'
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host 'l ocal host'
port 9000
user 'default’
password "'
db 'wes'
tabl e ' H sStreanEvent Severity'
))
LAYOUT( FLAT())
LI FETI ME( 300) ;

CREATE DI CTI ONARY wcs. Di cti onaryH sStreanEvent Type
(
id U nt16,
“type’ String DEFAULT ''
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host 'l ocal host'
port 9000
user 'default’
password "'
db 'wes'
tabl e ' H sStreanEvent Type'
))
LAYOUT( FLAT())
LI FETI ME( 300) ;

CREATE TABLE wcs. H sStreanEvents

(
“tinmestanmp® Ul nt 64,
ipt | Pv4,
“severity® U nt8,
‘nmessageType’ Ul nt 16,
“streanmid’ String,
“variant Name' String,
“segnmentld String,
message’ String

)

ENG NE = MergeTree()

ORDER BY (streanid)

SETTI NGS i ndex_granul arity = 8192;

CREATE TABLE wcs. H sd i ent Event s

(
“creationTine U nt64,
“responseTime’” Ul nt 64,
“streanmid’ String,

(3,

" WARNI NG ),

" NO_AUDI O ),

(2,

" RESOLUTI ON_CHANGED ) ,

(9,

" ERROR ) ;

(4,
" SEGVENT _| NTERVAL' ),

' DI SCONTI NUI TY" ),

(10,



“variant Name® String,
‘uri® String,
“locallp® IPv4,
‘renotelp’ | Pv4,
‘renotePort” Ul nt32,
“userAgent” String,
“httpStatus® U nt32,
“clientld U nt64

)

ENG NE = MergeTree()

ORDER BY (creationTine)

SETTINGS i ndex_granul arity = 8192;

CREATE TABLE wcs. M xer Event

(
“tinmestanmp® Ul nt 64,
*m xer Medi aSessionld™ String,
“m xer StreanNane® String,
“medi aSessionld® String,
“streamNane® String,
*m xer Aver ageTi ckTi mel nMs™ | nt 64,
“audi oM xer Sync® | nt 64,
“vi deoM xer Sync™ | nt 64,
" next Audi oDat aTi ne” | nt 64,
" next Vi deoDat aTi ne” | nt 64,
“audi oBuf fered” | nt64,
“videoBuffered |Int64,
“audi oDr opsCounter” | nt 64,
“audi oDropsSi zel nBytes”™ | nt 64,
“vi deoDr opsCounter” I nt64,
“vi deoDr opsSi zel nBytes”™ | nt 64,
“videoFps® | nt64,
“audi oRat e© DOUBLE,
“vi deoRat e® DOUBLE,
“event Type® Ul nt 32,
“event Payl oad” String

)

ENG NE = MergeTree()

ORDER BY tinestanp

SETTINGS i ndex_granularity = 8192;

CREATE TABLE wcs. M xer Event Types
(
id U nt32,
“type® String
)
ENG NE = MergeTree()
ORDER BY id
SETTI NGS i ndex_granul arity = 8192;

I NSERT | NTO wes. M xer Event Types VALUES (O, 'nullEvent'), (1, 'dropBallastAudio'), (2, 'dropBallastVideo' ), (3,
‘audi oNot Buf fered'), (4, 'videoNotBuffered' ), (5, 'audioBufferExhausted' ), (6, 'videoBufferExhausted ), (7,
‘alignStreanfailed ), (8, '"alignStreanDropAudio'), (9, 'alignStreanDropVideo'), (10, 'rateCut O BoundsAudio'),
(11, 'rateCQutOf BoundsVi deo');

CREATE DI CTlI ONARY wcs. Di cti onaryM xer Events (
“id Ul nt16,
“type® String DEFAULT "'
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host ' ocal host'
port 9000
user 'default’
password "'
db 'wes'
table ' M xer Event Types'
))
LAYOUT( FLAT())
LI FETI ME( 300) ;



CREATE TABLE wcs. Rt npl nBuf f er Event

(
“tinmestanmp” Ul nt 64,
“streanC ockTi ne” Ul nt 64,
“nmedi aSessionld” String,
“streanmName® String,
" next Audi oDat aTi ne” | nt 64,
“next Vi deoDat aTi me” | nt 64,
“audi oBuf fered® | nt64,
“vi deoBuffered” |nt64,
" maxi mumAl | onedBuf fer™ | nt64,
“buf feringCounter™ |nt64,
“l ast Audi oDat aTi ne” | nt 64,
1 ast Vi deoDat aTi ne” | nt 64,
“bufferState” Ul nt32

)

ENG NE = MergeTree()
ORDER BY tinmestanp
SETTI NGS i ndex_granularity = 8192;

CREATE TABLE wcs. Buf f er St at eTypes
(
“idh Uint32,
“type® String
)
ENG NE = MergeTree()
ORDER BY id
SETTINGS i ndex_granul arity = 8192;

I NSERT | NTO wcs. Buf f er St at eTypes VALUES (0, 'BUFFERING ), (1,
' PASSTHROUGH' ) ;

CREATE DI CTI ONARY wcs. Di ctionaryBuf fer StateTypes (
“id' uUintle,
“type' String DEFAULT "'
)
PRI MARY KEY id
SOURCE( CLI CKHOUSE(
host 'l ocal host'
port 9000
user 'default’
password "'
db 'wes'
tabl e ' Buf ferStateTypes'
))
LAYQUT( FLAT())
LI FETI ME(300) ;

CREATE TABLE wcs. Audi oRecover yEvent
(
“tinmestanmp” Ul nt 64,
“medi aSessionld” String,
“type® U nt32,
‘rtpTinmestanmp™ Ul nt 64
)
ENG NE = MergeTree()
ORDER BY rtpTi mest anp
SETTI NGS i ndex_granularity = 8192;

5.Create wcs user and grant permissions to all the tables in wcs database

cat wes_clickhouse_users.sql | clickhouse-client -m

"HOLD ),

(2,

' TERM NATED ),

(3,

" OVERFLOW ) ,

(4,



wes_clickhouse_users.sql

CREATE USER | F NOT EXI STS wes | DENTI FI ED BY 'wes';
GRANT ALL ON wes.* TO wes W TH GRANT OPTI ON,

6.Disable users management for default user by setting the following parameter in /etc/clickhouse-server/users.xml file

<access_managenment >0</ access_nmnagenent >

7. Restart ClickHouse

systentt| restart clickhouse-server

WCS configuration

Data logging to ClickHouse is enabled by the following list of the data to collect

rel s_enabl ed=CONNECTI ON, STREAM CDN, MEDI A_SESSI ON

The following data types are available:

CONNECTION, STREAM, CDN, MEDIA_SESSION, HLS_SEGMENTER, HLS_STREAM, HLS_CLIENT, MIXER, AUDIO_RECOVERY, RTMP_IN_BUFFER

Type Description
CONNECTION Client session events
STREAM Stream events
CDN CDN events

MEDIA_SESSION Stream metrics

HLS_SEGMENTER ' HLS stream segment metrics

HLS_STREAM HLS stream events
HLS_CLIENT HLS clients statistics
MIXER Mixer events and metrics

AUDIO_RECOVERY | Audio packets recovery events

RTMP_IN_BUFFER | RTMP incoming streams buffer metrics
ClickHouse server, database address and protocol are set by the following parameters
rels_client_type=HTTP
rel s_dat abase_address=http://clickhouseserver: 8123/ wcs?user =wcs&passwor d=wcs
HTTP protocol is recommended and used by default. But it can be switched to JDBC driver if needed

rels_client_type=JDBC
rel s_dat abase_addr ess=j dbc: cl i ckhouse: //cli ckhouseserver: 8123/ wcs?user =wcs&passwor d=wcs

Stop data logging without WCS server restart
Data logging can be stopped without WCS restart if necessary. To do this:

1. Disable data logging in server settings



rel s_enabl ed=f al se

2.Reload settings usingCLI command

rel oad node-settings

ClickHouse server address changingwithout WCS server restart
ClickHouse server address can be changedwithout WCS restart. To do this:

1. Change address in server settings

rel s_dat abase_addr ess=j dbc: cl i ckhouse: // newcl i ckhouseserver: 8123/ wcs?user =wcs&passwor d=wcs

2.Disable data logging in server settings

rel s_enabl ed=f al se

3.Reload settings usingCLI command

rel oad node-settings

4. Enable data logging in server settings

rel s_enabl ed=true

5.Reload settings usingCLI command

rel oad node-settings

Data collection management using REST API

The data of CONNECTION, STREAM, CDN, HLS_STREAM types are always collected, for all the client sessions and all the streams. All the other types
are collected on demand only because a data amount may be too big.

The data collection for a certain stream is enabled by REST API.
A REST-query should be HTTP/HTTPS POST request as follows:

® HTTP:http://streaming.flashphoner.com:8081/rest-api/rels/startup
HTTPS:https://streaming.flashphoner.com:8444/rest-api/rels/startup

3pechb:

streaming.flashphoner.com - WCS server address

8081 - the standard REST / HTTP port of the WCS server
8444 - the standard HTTPS port

rest-api - the required part of the URL

/rels/startup - REST-method to use

REST methods and responses

/rels/startup

Start data collectio of a certain type for the certain streams

Request example


https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings
https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings
https://docs.flashphoner.com/display/WCS52EN/Server+settings+management#Serversettingsmanagement-Reloadingofsettings

POST /rest-api/rels/startup HITP/ 1.1
Host: | ocal host: 8081
Cont ent - Type: application/json

{
"medi aSessi on": {
"frequency": 100,
"ids": [
"d7d6b6e4- b137- 461a- 8a32- d6abf 2b8666e",
"39chf 770- 128a- 11ef - b839- dlalf 53f 8bd2"
]
}
}
Response example

HTTP/ 1.1 200 K
Access-Control -All ow Origin: *
Cont ent - Type: application/json

Return codes

Code Reason

200 OK

400 Bad request

404 Not found

500 Internal server error
/rels/find_all

Get the sent data statistics
Request example
POST /rest-api/rels/find_all HTTP/ 1.1

Host: | ocal host: 8081
Cont ent - Type: application/json

Response example



HTTP/ 1.1 200 OK
Access-Control -All ow Origin: *
Cont ent - Type: application/json

[
{
"type": "CONNECTI ON',
"sentBytes": 1989,
"bitrateKbps": 0,
"sent Events": 6,
"queueEvents": 0

"type": "STREAM',
"sentBytes": 70766,
"bitrateKbps": O,
"sent Events": 73,
"queueEvents": 1

"type": "CDN',
"sentBytes": O,
"bitrateKbps": 0,
"sent Events": O,
"queueEvents": 0O

"type": "MEDI A_SESSI ON',

"ids": [
"d7d6b6e4- b137- 461a- 8a32- d6abf 2b8666e",
"39cbf 770- 128a- 11ef - b839- d1alf 53f 8bd2"

1.

"sent Bytes": 205794,

"bitrateKbps": 143,

"sent Events": 999,

"queueEvents": 119

}
]

Return codes

Code Reason

200 OK
404 Not found
500 Internal server error

/rels/terminate

Stop data collection of the certain type for the certain streams
Request example

POST /rest-api/rels/termnate HTTP/ 1.1
Host: | ocal host: 8081
Cont ent - Type: application/json

{
"medi aSessi on": {
"ids": [
"d7d6b6e4- b137- 461a- 8a32- d6abf 2b8666e"



Response example

HTTP/ 1.1 200 K
Access-Control -Al l owOrigin: *
Cont ent - Type: application/json

Return codes

Code Reason

200 OK

400 Bad request

404 Not found

500 Internal server error

/rels/terminate_all
Stop the certain types data collection for all the streams
Request example

POST /rest-api/rels/terminate_all HITP/ 1.1

Host: | ocal host: 8081
Cont ent - Type: application/json

{
"types": [
" MEDI A_SESSI ON'
]
}
Response example

HTTP/ 1.1 200 OK
Access-Control -All owOrigin: *
Cont ent - Type: application/json

{
"NMEDI A SESSI ON': [

"39chbf 770- 128a- 11ef - b839- dlalf 53f 8bd2"

]
}

Return codes

Code Reason

200 OK

400 Bad request

404 Not found

500 Internal server error
Parameters

Parameter Description

mediaSessi = MEDIA_SESSION data collection descriptor object
on

Example

"medi aSessi on":
0000-1111"]}

{"frequency": 100,

“ids":["12345678-



frequency data collection frequency in ms 100

ids Medissesson identifiers list for the streams which data should | [ "12345678- 0000- 1111", " 12345678- 3333- 4444"]
be collected

hlsSegment = HLS_SEGMENTER data collection descriptor object "hisSegmenter": {"i ds": ["streaml"]}

er

hisClient HLS_CLIENT data collection descriptor object "hisClient": {"i ds": ["streaml"]}

mixer MIXER data collection descriptor object "mixer": {"i ds":["12345678- 5555- 6666"] }

audioRecov | AUDIO_RECOVERY data collection descriptor object "audioRecovery": {"i ds": [ " 12345678- 7777- 8888"] }

ery

rtimpInBuffer A RTMP_IN_BUFFER data collection descriptor object "rtmpInBuffer": {"i ds": [ " 12345678- 9999- AAAA"] }

Data retrieving from DB

Logging data can be retrieved usin SQL queries in CliskHouse client

sel ect timestanp,ip, sessionld, nedi aSessi onl d, streanmNang, di ct Get String('wes. Di ctionaryStreankEvents','type',
event Type) as event Type from wcs. StreanEvent where streanNanme = 'test’

sel ect tinmestanp,ip,sessionld,dictCGetString('wes.DictionaryConnectionEvents','type', eventType) as event Type
from wes. Connecti onEvent

sel ect timestanp,ip,nodeld,dictGetString('wes.DictionaryCDNEvents','type', eventType) as event Type, event Payl oad
from wes. CDNEvent
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