Hactpoiika coturn B AWS EC2

* OnucaHue

® PasBepTbiBaHne ak3emnnapa cepsepa B AWS EC2
® Hactpoiika WCS

® YcTaHOBKa 1 HacTpoiika coturn

® TecTuposaHve

OnuncaHune

[nst Toro, 4To6bl NONb30BaTENM MOFIN NMY6NKOBATE U MFPaTh MOTOKM C 3aKPbITbIMY HA X CTOPOHE MeAvanopTaMu, MOXET BblTb MONE3HO pasBepHyTb T
URN cepsep.Ecnn no kakmm-To npnymnHam gyHkumoHana sctpoeHHoro TURN cepBepa HegoCTaTouHO, 1 NPY 3TOM HeXXenaTeslbHO pasBepTbiBaTb
oTAenbHbI 3k3emnnap B AWS EC2, nnbo cepBep O0MKEH NCMONb30BaTbCS B COCTaBE rpyrrbl MacLLTabrpoBaHs,MOXXHO pasBepHyTb coturn Ha TOM XXe
aksemnnsipe, 4to n WCS.

PasBepTbiBaHMe ak3emnisipa cepeepa B AWS EC2

PassepHuTe cepsep B AWS EC2 no aToit nHcTpykumu. Mpn passepTtbiBaHun, obasbTte B rpynny 6e3onacHoct TCP nopt 443

Inbound rules Outbound rules Tags

Inbound rules
Type Protocol Port range Source Description - optional
Custom TCP TCP 9091 0.0.0.0/0 -

Custom TCP TCP 8888 0.0.0.0/0 =

Custom UDP upp 30000 - 33000 0.0.0.0/0 -

Custom TCP TCP 1935 0.0.0.0/0 =

Custom TCP TCP 554 0.0.0.0/0 -

SSH TCP 22 0.0.0.0/0 =

Custom TCP TCP 8443 - 8445 0.0.0.0/0 -

Custom TCP TCP 3478 0.0.0.0/0 =

Custom UDP ubpP 1935 0.0.0.0/0 -

HTTPS TCP 443 0.0.0.0/0 -

Custom TCP TCP 8080 - 8084 0.0.0.0/0 -

HacTtponka WCS

Lo6aBbTe B (haiin HacTpoek flashphoner.properties napameTp

rtc_ice_add_local _interface=true

n nepesanyctute WCS.

YcTaHoBKa 1 HacTpoiika coturn

1. YctaHoBuTe coturn n3 penosutopus epel-release

sudo amazon-|inux-extras install epel
sudo yuminstall coturn

2. B daiine HacTpoek coturn /etc/coturn/turnserver.confykaxxuTe cnegytoLiye napameTpbl


https://docs.flashphoner.com/display/WCS52RU/TURN+server
https://docs.flashphoner.com/display/WCS52RU/TURN+server
https://docs.flashphoner.com/pages/viewpage.action?pageId=12976176
https://github.com/coturn/coturn
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241818
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241061

# Listen port 443

| i st eni ng-port =443

# Listen on internal IP only

i stening-ip=172. 31. XX. XXX

# Set up external |P option as coturn manual recommends
external -i p=54. 75. x. xxx/ 172. 31. XX. XXX
# Set user and password

user =user nane: passwor d

# Set the donmin

r eal meyour domai n. com

# Disable UDP |istener

no- udp

# SSL certificate and key
cert=/etc/pki/coturn/public/cert.pem
cert=/etc/pki/coturn/private/cert.key

OcTasnbHble napamMeTpbl MOXXHO OCTaBUTb MO YMOJTHaHNIO

3. YTo6bI paspelwmnTb coturn npocnywusatb NopT 443, pobasbTe Becekumto [Service] dainna/lib/systemd/system/coturn.service napameTtp

Anbi ent Capabi | i ti es=CAP_NET_BI ND_SERVI CE

4. 3anyctuTe coturn

sudo systenctl| start coturn

TecTnpoBaHue

Otkporite npumep Firewall Traversal Streaming B 6pay3epe, ykaxuTe B none "TURN server" umsi cBoero cepsepa 1 nopT 443, a TakxXe 1Ms 1 naposb,
ony6nvKyiTe N NnpourpanTe NnoTok



96ee

Firewall Traversal Streaming

Local Player

Stop 96ee
PUBLISHING PLAYING
WCS Server wss-/ftest3 flashphoner.con
Turn Server

turn:test3.flashphoner.com:

Username of tum server oo oner =

Credential of turn server COM77EMIV7Cwhyan

Force relay

Disconnect
ESTABLISHED

Stop
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