SIP

SIP perucTtpauns

Webphone no ymonyaHuio neitaeTcsa 3apernctpuposartbesi Ha SIP cepsepe. Ha npumepe gamna SIP Tpaduka HuKe Bbl MOXETE YBUAETb Kak NPOXOAUT
npotecc ycnewHoit SIP-pernctpauumn. Jamn oTgunbTpoBaH No 'sip' MpOTOKOy.

|

logpcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephoni Tools  Internals  Help
© @ 4 BExXxXR qaesaTiEE Qaan EBM% B
Filter: sip v | Expression... Clear Apply Save
Mo, Time Source Destination Protocol Length Info
21 4.602139 188.40.69.75 212.53.40.40 sIP 605 Request: REGISTER sip:sipnet.ru;lr (1 binding) |
23 4.642950 212.53.40.40 188.40.69.75 SIP 485 status: 401 Authentication required |
24 4.648567 188.40.69.75 212.53.40.40 sIP 732 Request: REGISTER sip:sipnet.ru;lr (1 binding) |
25 4.691605 212.53.40.40 188.40.69.75 5IP 602 Status: 200 ok (1 binding) |
>
elﬂ File: "C:\tmphlog.pcap” 7734 bytes 00:00:12 Pac... | Profile: Default

Ncxopsawmin SIP - 3BOHOK

3BoHOK HavmHaeTcs SIP INVITE TpaHsakumeli n okHaunsaeTcs BbidoBoM BYE co cTopoHbl SIP-cepBepa.

A log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = B
File Edit View Go (Capture Analyze Statistics Telephoni Tools Internals  Help
©o 4 X2 aesaTe/EE Qe FEB% O
Filter: sip v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
4 8.578012 71.6.216.62 188.40.69.89 sIP 422 Request: OPTIONS sip:FWTNYVbj@188.40.69.89 |
7 27.504522 188.40.69.75 212.53.40.40 SIP/SDP 1189 Request: INVITE sip:WCS1@sipnet.ru;paraml=valuel;param2=value2 |
8 27.545640 212.53.40.40 188.40.69.75 5SIP 320 status: 100 Trying |
9 27.554026 212.53.40.40 188.40.69.75 SIP 465 status: 401 Authentication required |
10 27.556151 188.40.69.75 212.53.40.40 sIP 356 Request: ACK sip:WCS1l@sipnet.ru;paraml=valuel;param2=value2 |
11 27.589262 188.40.69.75 212.53.40.40 SIP/SDP 1416 Request: INVITE sip:wWCSl@sipnet.ru;paraml=valuel;param2=value2 |
12 27.646860 212.53.40.40 188.40.69.75 SIP 320 status: 100 Trying |
14 27.670391 212.53.40.40 188.40.69.75 SIP/SDP 1326 Status: 200 oK |
15 27.682244 18B8.40.69.75 212.53.40.40 sIP 789 Request: ACK sip:signode-637626-B0793597_kmbdcto-EF93@212.53.40.40 |
1043 33.281425 188.40.69.75 212.53.40.40 sIP 726 Request: BYE sip:signode-637626-B0793597_kmbdcto-EF93@212.53.40.40 |
1049 33.323481 212.53.40.40 188.40.69.75 s5IP 355 status: 200 ok |

<] M File: "C\mp\3\log.pcap” 143 kB 00:00:33 Packets: 1057 - Displayed: 11 (1,0%) - Load time: 0:00.015 Profile: Default

AHanna Tpaduka SIP 3BoHKa

Wireshark no3sonsieT aHannauposaTtb oTAeNbHbIe SIP 3BOHKU B MeHto: Telephony - VolP Calls - Flow. Huxe nprmMep aHanvsa NcXofsLlero 3BoHKa Ha
OCHOBe Aamna. AHanu3 3BoHKa NokasblBaeT, 4To oT SIP-cepsepa 6b1n1 nonyyeH 251 RTP nakeT B kopgeke Opus, a oTrnpasfieHo 248 ayano NakeTos.



A log.pcap - Graph Analysis - O
Time 188.40.69.75 e 212.53.40.76 Comment
27.504522 :;)}}limg%‘i:;m i SIP From: "Caller” <sipdWCS1 @sipnetru To:<sipdWCS1 @sipr
27.545640 B : SIP Status
27.554026 - H‘M::;m L SIP Status
27.556151 :;)m%..::;m : SIP Request
27.589262 _m}limg%..i:;m E SIP From: "Caller” <sipdWCS1 @sipnetru To:<sipdWCS1 @sipr
27.646860 — }.Mri_ng_::;m : SIP Status
27.656422 - RIP (opus) - RTP Mum packets251 Durstion5.645s SSRCOnA444TIES
27.670391 oy WO OKSDP (opu..., : SIP Status
27.682244 - _— i 5IP Request
28.344700 - RTE fRTPT\'DE-”"'J o RTP Num packets248 Durstion4.936s SSRC-ONSCO199FD
33.281425 :am:r,:¢"u;m : SIP Request
33323481 200K : SIP Status

» >

SIP coobuieHnus

CoobLeHns nepepatoTcs BbI3oBOM TpaH3akummn SIP MESSAGE B cooTBeTcTBum ¢ RFC3428.

A log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = g
File Edit View Go Capture Analyze Statistics Telephon! Tools  Internals Help

= 3 = — | - =
e e 4 X2 aesaTFi/EElaaam @aBm x| B
Filter: sip v | Expression.. Clear Apply Save
Ma. Time Source Destination Protocol Length Info
22 10.426672 188.40.69.75 212.53.40.40 SIP 619 Request: MESSAGE sip:WCS28sipnet.ru | (text/plain)
24 10.475366 212.53.40.40 188.40.69.75 SIP 715 Request: MESSAGE sip:WCS2@188.40.69.75:30001 | (text/plain)
28 10.616760 18B.40.69.75 212.53.40.40 sIP 398 status: 200 oK |
31 10.657407 212.53.40.40 188.40.69.75 5IP 289 status: 200 oK |
>
Q ﬂ File: "C\tmp\M\log.pcap” 7886 bytes 00:00:12 Packets: 41 . Displ... | Profile: Default

Bo3MOXKHbIE HENONAOKW

Mpobnembl ¢ npoxoxaeHnem SIP Tpadurka MoryT Bbi3BaTb NPo6aemMbl Co 3BOHKaMu, SIP coobLueHnsMr 1 apyruM yHKUMoHanom, 3asmcsiumm ot SIP.
Ecnu SIP Tpaduk xoauT HopManbHO, TO Henonagkyu MoryT BO3HMKaTb Npu B3anmopencteum ¢ SIP cepeepom, Hanpumep ecnu SIP cepsep Bo3spalyaet
SIP cTaTychl OLNGOK 4XX-6XX MO HEM3BECTHON NPUYMHE 1 He AaeT ocylecTBuTb SIP - peructpauuto, npoit SIP 3BOHKY nnn gpyroi SIP-TpaH3akumu.

YcTpaHeHne Henonagok


https://www.ietf.org/rfc/rfc3428.txt

Ecnu SIP pervnctpauusa He npoxoauT, ybeguteck 4To Baww SIP-cepBep KOpPeKTHO NpuHUMaeT n obpabaTtbiBaeT SIP-3anpockl. MNposepbTe paboTy Ha
Bawem SIP cepsepe ¢ nomoLLbo Ntoboro geckTonHoro codtdoHa, Hanpumep Bria. Y6eguTtech 4to Firewall nossonset nony4ats Tpadmk Ha SIP nopTsl
[30000-31000], ykasaHHble B HacTpolikax port_from n port_to koHdburypaumoHHoro daiina flashphoner.properties.

B cnyyae npobnem ¢ npoxoxaeHnem SIP-3BOHKOB 1nun coobLieHnii, cHummTe gamnel SIP Tpadvka n obpatutecs k agMuHucTpaTopy SIP cepsepa unm
Bawemy SIP nposaigepy AN NONy4eHNst pa3bACHEHN MOYeMY He MPOXOAST 3BOHKU 1N coobLLeHNs. Bbl Takke MOXXeTe 06paTUTbCS B TEXNOAAEPXKKY
Flashphoner. Ecnu npo6nema Ha ctopoHe SIP cepBepa, Halum crneumanmcTbl TOMOryT opopMUTb Takoi 3anpoc ¢ onucaHuem aamna tpaduka u
Bonpocamu K SIP-nposaiiaepy (@amMuHucTpaTopy).


https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300
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