Type 1 - the connect method

Scheme of work

Backend response implementation requirements
Authentication

Configuring other REST methods

Scheme of work

This method is invoked only once when the browser page connects to the WCS server via the Websocket protocol.

Execution of the connect method is crucial, because this method is responsible for server connection authentication, and if it won’t run or stops with an
error, the WCS server will decline the connection attempt.
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. On the browser side, Flashphoner.createSession() is executed. After that the browser attempts to establish connection to WCS
. WCS calls the connect REST method

. WCS receives 200 OK response and based on the answer, authorizes this connection attempt.

. WCS sends a confirmation to the browser as a ConnectionStatusEvent event with the ESTABLISHED status.
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Example:



PCOST / EchoApp/ connect HTTP/ 1.1

Accept: application/json, application/*+json
Cont ent - Type: application/json;charset=UTF-8
User - Agent: Java/1.8.0_45

Host: | ocal host: 8081

Connection: keep-alive

Cont ent - Lengt h: 537

{
"nodel d": " H4gf HeULt X6ddGGUWWZxhUNy qZHUFHBj @.92.

168. 1. 59",
"appKey": "def aul t App",
"sessionld":"/192. 168. 1. 38: 64604/ 192. 168. 1. 59:
8443",
"useWsTunnel ": f al se,
"useWsTunnel Packeti zation2": f al se,
"useBase64Bi nar yEncodi ng": f al se,
"medi aProviders": [
"WebRTC",
"WEPI ayer"
1,
"clientVersion":"0.5.16",
"clientOSVersion":"5.0 (Wndows NT 6.3; WOW4)",
"clientBrowserVersion":"Mzilla/5.0 (Wndows NT
6.3; WONB4)"
}

HTTP/ 1.1 200 K

Server: Apache-Coyote/1.1

Cont ent - Type: application/json;charset=UTF-8
Transfer - Encodi ng: chunked

Date: Sun, 26 Feb 2017 23:54:06 GV

{
"nodel d": " HAgf HeULt X6ddGGUWWZxhUNy qZHUFHBj @L.92.

168.1.59",
"appKey": " def aul t App",
"sessionld":"/192.168. 1. 38: 64604/ 192. 168. 1. 59:
8443",
"useWsTunnel ": f al se,
"useWsTunnel Packeti zation2":fal se,
"useBase64Bi nar yEncodi ng": f al se,
"medi aProvi ders": [
"WebRTC",
"WBPI ayer"
1
"clientVersion":"0.5.16",
"clientOSVersion":"5.0 (Wndows NT 6.3; WOW4)",
"clientBrowserVersion":"Mzilla/5 0 (Wndows NT
6.3; WONB4)"
}

Backend response implementation requirements

In 200 OK response to /connect, backend server must return all of the fileds received from WCS (mirror response). Also, a new fields can be added to
backend response, restClientConfig for example (see below)

"nodel d": " HA4gf HeULt X6dd GGUWWWZxhUNy qZHUFH8j @L92. 168. 1. 59",
"appKey": "def aul t App",
"sessionld":"/192.168. 1. 38: 64604/ 192. 168. 1. 59: 8443",
"useWsTunnel ": f al se,
"useWsTunnel Packeti zati on2": f al se,
"useBase64Bi nar yEncodi ng": f al se,
"medi aProvi ders": [

"WebRTC',

"WBPl ayer "
1.
"clientVersion":"0.5.16",
"clientOSVersion":"5.0 (Wndows NT 6.3; WOW4)",
"clientBrowserVersion":"Mzilla/5. 0 (Wndows NT 6.3; WOW4)",
"restdientConfig": {

}

Empty response is also possible, with Content-Lengh: 0

HTTP/ 1.1 200 OK

Date: Fri, 20 Nov 2020 03:23:57 GJI

Server: Apache/2.4.6 (Cent(OS) OpenSSL/1.0.2k-fips PHP/5.4.16
X- Power ed-By: PHP/5.4.16

Cont ent - Type: application/json

Content-Length: O

A field valuse can be modified if necessary. In this case, the following fields must not be modified or removed:



"clientVersion" : "0.5.28",

"clientOSVersion" : "5.0 (Wndows NT 10.0; Wn64; x64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/87.
0. 4280. 66 Safari/537.36",
"clientBrowserVersion" : "Mzilla/5.0 (Wndows NT 10.0; Wn64; x64) Appl eWebKit/537.36 (KHTM, I|ike Gecko)

Chrome/ 87. 0. 4280. 66 Safari/537.36",

For example, clientBrowserVersion field is used later to detect DTLS version supported by browser while establishing WebRTC connection. If there is no
this field in response body, or the field is empty, DTLS 1.0 will be used, and WebRTC will not work in latest Chrome and Safari builds.

Authentication

By default, WCS successfully authenticates all Websocket connections. That is, the built-in server athttp://localhost:8081/apps/EchoApp/connectalways
returns 200 OK.

You can redefine this behavior and make your web server return 403 Forbidden, in this case WCS will abort the incoming connection.
You can send a token, a password or any other information from the web page using thecustomfield.

WCS transfers this field to the web server as the JSON body, and the web server can decide whether or not to authenticate based on these data.
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Example:



POST /rest/ny_api/connect HTTP/ 1.1 HTTP/ 1.1 403 Forbi dden

Accept: application/json, application/*+j son Date: Tue, 28 Feb 2017 09:05:56 GMVI

Cont ent - Type: application/json;charset=UTF-8 Server: Apache/2.2.15 (Cent Q)

User- Agent: Java/1l.8.0_111 X- Power ed-By: PHP/5. 3.3

Host: 192.168.1.101 Content-Length: 0

Connection: keep-alive Connection: close

Cont ent-Length: 578 Content-Type: text/htm; charset=UTF-
8

{

"nodel d": " Hw47CFMBEChVOpBMDY 291 xj udnJ1sj OY@92. 168. 1. 101",
"appKey": " def aul t App",
"sessionld":"/192.168. 1. 102: 60204/ 192. 168. 1. 101: 8443",
"useWsTunnel ": f al se,
"useWsTunnel Packeti zati on2": fal se,
"useBase64Bi nar yEncodi ng": f al se,
"medi aProvi ders": [
"WebRTC',
"WSPI ayer"
1.
"clientVersion":"0.5.16",
"clientOSVersion":"5.0 (Wndows NT 6.3; Wn64, x64)",
"clientBrowserVersion":"Mzilla/5.0 (Wndows NT 6.3; Wn64;
x64)",
"custont: {
"t oken": "abcdef"

}

Configuring other REST methods

During authentication you can configure how should operate all other REST methods invoked after the connection is established.

For example: playStream, publishStream. StreamStatusEvent, and so on. To do this, the web server should return therestClientConfigfield in the JSON
body of the 200 OK response.

restClientConfig is a JSON object that can hold a config to any existing REST method exceptconnect.



Web-page WCS Web-Server

Flashphoner.createSession()

b
Fd

Jconnect

b 4

) 200 OK
ConnectionStatusBEvent

< restClientConfig
status = ESTABLISHED
info= 0K

Example of the JSON body of the 200 OK response with the restClientConfig field.

"nodel d" : "kPeSvMh1PFql MCxZ1Ry6dJOJNi Z9cqZw@9. 179. 119. 95",
"appKey" : "defaul t App",
"sessionld" : "/172.16.16.139:49405/89.179. 119. 95: 8443",
"useWsTunnel " : fal se,
"useWsTunnel Packeti zation2" : fal se,
"useBase64Bi nar yEncodi ng" : fal se,
"medi aProvi ders" : [ "WDbRTC', "WSPl ayer" ],
"clientVersion" : "0.5.12",
"clientOSVersion" : "5.0 (Android 5.1.1)",
"clientBrowserVersion" : "Mdzilla/5.0 (Android 5.1.1; Mbile; rv:50.0) Gecko/50.0 Firefox/50.0",
"restdientConfig":
{

"publishStreant:

{

"rest Excl ude":"",
"client Exclude":"",
"restOnError":"FAlL",
"restPolicy":"NOTI FY",

"restOverwrite":

This response is constructed according to the following rules:
1.We return data received from WCS unchanged.

2.Add the field:



"restCientConfig":{
"publishStreant:{
"rest Exclude":"",
"client Exclude":"",
"restOnError":"FAIL",
"restPolicy":"NOTI FY",
"restOverwrite":""

This configuration tells the WCS server that invocation of thepublishStreamREST method will comply with the following rules:
1.restExclude is empty.

This means all fields in the JSON body of the response such as name, width, height and so on will be sent from WCS to the web server and none of
these fields will be excluded from this query.

2.clientExclude is empty.
Not used in the publishStream REST method.
3.restOnError: FAIL

This means that if an error occurred while sending the query to the web server or if the web server returned 4xx HTTP status, the WCS server should
forbid and interrupt publishing the stream.

The default value is restOnError: LOG. This means, WCS simply logs all occurring errors, do not forbid or interrupt operations such aspublishStream,
even if the web server returns 403 Forbidden.

4.restPolicy: NOTIFY

This means if the web server returns data different from those it received from WCS, the data are not applied. For instance, if WCS sent the field
name=stream1, and the web-cepsep returned name=stream2 in the body of the 200 OK response, the new valuewill notbe applied, because of the
NOTIFY policy.

5.restOverwrite is empty.

This setting is only applied if the previous restPolicy is set to OVERWRITE, that is it does not allow redefining fields with data received in the JSON body
of the 200 OK response. The current value is empty, which means no fields can be redefined. To redefine a field, the list of fields must be specified
explicitly, for example: restOverwrite="name,width"

Example:



POST /rest/ny_api/connect HTTP/ 1.1

Accept: application/json, application/*+json
Cont ent - Type: application/json;charset=UTF-8
User- Agent: Java/1l.8.0_111

Host: 192.168.1.101

Connection: keep-alive

Cont ent - Lengt h: 550

{
"nodel d": " Hw47CFMBEChVOPBMDY 291 Xj udnJ1sj OY@L92.

168. 1. 101",
"appKey": " def aul t App",

"sessionld":"/192.168. 1. 102: 26518/ 192. 168. 1. 101:

8443",
"useWsTunnel ": f al se,
"useWsTunnel Packeti zati on2":fal se,
"useBase64Bi nar yEncodi ng": f al se,
"medi aProvi ders": [
"WebRTC",
"WSPI ayer "
1.
"clientVersion":"0.5.16",
"clientOSVersion":"5.0 (Wndows NT 6.3; Wn64;
x64)",
"clientBrowserVersion":"Mzilla/5.0 (Wndows NT
6.3; Wn64; x64)"
}

HTTP/ 1.1 200 K

Date: Tue, 28 Feb 2017 10:11:03 GMVI
Server: Apache/2.2.15 (Cent QS)

X- Power ed-By: PHP/5. 3.3

Cont ent - Lengt h: 833

Connection: close

Cont ent - Type: application/json

{
“nodel d": " HW47CFMBEChVOPBMY 291 Xj udnJ1sj OY@.92.

168.1. 101",
"appKey": "def aul t App",
"sessionld":"\/192.168. 1. 102: 26518\ / 192.
168. 1. 101: 8443",
"useWsTunnel ": f al se,
"useWsTunnel Packeti zati on2":fal se,
"useBase64Bi nar yEncodi ng": f al se,
"medi aProviders": [
"WebRTC",
"WBPI ayer"
1,
"clientVersion":"0.5.16",
"clientOSVersion":"5.0 (Wndows NT 6.3; Wn64;
x64)",
"clientBrowserVersion":"Mzilla\/5.0 (Wndows NT
6.3; Wn64; x64)",
"restdientConfig":{
"publishStreant:{
"client Exclude":"",
"rest Excl ude": "recor dNanme",
"restOnError":"FAIL",
"restPolicy":"NOTI FY",
"restOverwrite":""

}
"playStrean': {
"client Exclude":"",
"rest Excl ude":"",
"restOnError":"LOG',
"restPolicy":"OVERWRI TE",
"restOverwite":"height,w dth"
}
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