MpokcupoBaHue websocket Tpagduka npu nyénmkaumm
/Bocnpon3segeHnn WebRTC

® HacTtpolika obpatHoro npokcu ¢ Basic asTopusauuein gna Websocket
® HacTpolika 06paTHOro NpoKcK ¢ nepefadein TokeHa asTopusauum B cookie
® HacTporika knveHTa
® Hactporika nginx
® llcnone3osaHne
® l3BecTHble Npobnembl
® HacTpoiika nepega4yun peansHoro IP agpeca knueHTta Ha WCS
® HacTpoiika nginx
® Hactpoiika WCS

B HekoTOpbIX cryvasix, Hanpumep, No TpeboBaHusiM 6esonacHocT, HeobxoaumockpbiTe Websocket nopt WCS 3a npokcu-cepsepom. PaccMoTpymM
npumMepbl KOHUrypaumm nginx B Ka4ecTBe 06paTHOro NpoKcK-cepBepa 1 CooTBeTCTBYoLWMe HacTpolikm WCS.

HacTtpoinka obpaTtHoro npokcu ¢ Basic asTopusaumen gns Websocket

1. BknounTe 6a30Byt0 aBTOPM3aLMIO MO UMEHK 1 naposio (Basic authentication)s HacTpolikax nginx

auth_basic "Restricted Area";
aut h_basi c_user_file /etc/nginx/.htpasswd;

2. Hactpolite cepsep Ha npocnywmsaHue HTTPS (ny6nukaums n socnponssegerme no WebRTC B 60onblumHCTBE 6pay3epoB paboTaeT TONbKOo Mo
6e3onacHOMy coefuHEHNIO)

server {
listen 443 ssl;
ssl _certificate /etc/pki/tls/yourdomain/yourdomain.crt;
ssl _certificate_key /etc/pki/tls/yourdonain/yourdonain. key;
server _name wcs. your domai n. com
server _tokens of f;
client_nax_body_size 500m
proxy_read_timeout 10m

r oot [ usr/ share/ ngi nx/ htm ;

3. Hactpoliite npokcn HaWebsocket nopT WCS (npegnonoXum, Y4To Nnginx YCTaHOBJIEH Ha TOM XKe CEepBeEpE)

location /wss {
if ($http_connection !~* "upgrade") {
return 403;

}

if ($http_upgrade !~* "websocket") {
return 403;

}

proxy_set _header Host $host;

proxy_pass https://| ocal host: 8443;

proxy_http_version 1.1;

proxy_set _header Upgrade $http_upgrade;

proxy_set _header Connection "upgrade";

proxy_read_ti meout 86400;

4. MepesanycTuTe nginx

5. ina yctaHoBku WebsocketcoegnHeHns us 6paysepa nucnonb3yiite URL

wss: / /1 ogin: password@ws. your domai n. com 443/ wss



MonHbiiA haiin HacTPOoItKK nginx

http {
log_format nmain '$renpte_addr - $renpte_user [$tine_local] "$request” '
' $status $body_bytes_sent "$http_referer" '
""$http_user_agent" "$http_x_forwarded_for"';

access_log /var/log/nginx/access.log nain;

sendfil e on;
tcp_nopush on;
t cp_nodel ay on,

keepal i ve_ti meout 65;
types_hash_nex_si ze 2048;

i ncl ude [ etc/ ngi nx/ m ne. types;
defaul t _type application/octet-stream

auth_basic "Restricted Area";
aut h_basi c_user_file /etc/nginx/.htpasswd;

include /etc/nginx/conf.d/*.conf;

server {
listen 443 ssl;
ssl _certificate /etc/pki/tls/yourdomain/yourdomain.crt;
ssl _certificate_key /etc/pki/tls/yourdonain/yourdonain. key;
server _name wcs. your domai n. com
server _tokens of f;
client_max_body_size 500m
proxy_read_timeout 10m

i nclude /etc/nginx/default.d/*.conf;

location / {

}

location /wss {
if ($http_connection !~* "upgrade") {

return 403;

}

if ($http_upgrade !~* "websocket") {
return 403;

}

proxy_set _header Host $host;
proxy_pass https://| ocal host: 8443;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_read_ti meout 86400;

}

error_page 404 /404.htm ;
location = /40x. htm {
}

error_page 500 502 503 504 /50x. htni;
location = /50x. html {
}

HacTtpoiika o6paTHOro NpoKcu ¢ nepepadvyen TokeHa asTopusayum B cookie



Mepepaya napameTpos asTopusauuy B URL o6baBneHa yctapesLueit. [Mpu atom 6pay3epbl 4O CMX NOP He npeanaratoT cnocobos nepeparb
OOMNONHMTENbHbIE 3aronoBku Npu yctaHoBke Websocket coegmHeHus. MoaTomy anbTepHaTUBOI MOXET BbiTb Nepefaya TokeHa aBTopr3aumm B cookie ¢
NPOBEPKOW TOKEHA HA CTOPOHE NginX.

HacTtpoiika knneHTa

KnneHT goskeH yctaHoBUTb cookie C TOKEHOM aBTopu3auumn nepeq, yctaHoBKo websocket coegnHeHus:

set Cooki e("AUTH', token, {secure: true, 'max-age': 3600});
Fl ashphoner . creat eSessi on({url Server: url}).on(SESSI ON_STATUS. ESTABLI SHED, function (session) {

1)

Kop anst yctaHOBKU nnv nameHeHusi cookie B 6paysepe

function set Cooki e(nane, value, options = {}) {
options = {
path: '/',
...options

}s

if (options.expires instanceof Date) {
options.expires = options.expires.toUTCString();

}
| et updat edCooki e = encodeURI Conponent (nane) + "=" + encodeURl Conponent (val ue);

for (let optionKey in options) {

updat edCookie += "; " + optionKey;
I et optionValue = options[optionKey];
if (optionValue !== true) {

updat edCooki e += "=" + optionVal ue;
}

}

docunent . cooki e = updat edCooki €;

Mpwn pa3pbiBe Websocket ceccun cookie MOXXHO 04MCTUTL

Fl ashphoner . creat eSessi on({url Server: url}).on(SESSI ON_STATUS. ESTABLI SHED, function (session) {

}). on( SESSI ON_STATUS. DI SCONNECTED, function () {
set Cooki e("AUTH', "", {'max-age': -1});

}) . on( SESSI ON_STATUS. FAI LED, function () {
set Cooki e("AUTH', "", {'max-age': -1});

});-.-

HacTtpoika nginx

1. CospaviTe KaTanor ans ToKkeHOB asTopusaunmn

nkdir -p /var/lib/nginx/tokens

N Ha3Ha4bTe Nosb30oBaTens, No4 KOTOPbIM 3anyckaeTca nginx, Bnagenbuem

chown -R nginx /var/lib/nginx/token

2. lo6aBbTe B (haiiyi HaCTPOWKM NGiNX NPOBEPKY TOKEHA



| ocation /wss {
if (!'-f /var/lib/nginx/tokens/$cooki e AUTH) {
return 403;

}

proxy_set _header Host $host;

proxy_pass https://| ocal host: 8443;
proxy_http_version 1.1;

proxy_set _header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_read_ti meout 86400;

3. MepesanycTuTe nginx

MNcnonb3oBaHue

[ns nogKntoYeHns KnmeHTa Heob6xoaMMo co3aath daiin ToKeHa

touch /var/lib/ngi nx/tokens/ ABCDEF1234565789
chown nginx /var/lib/nginx/tokens/ ABCDEF1234565789

1 nepefaTb 3Ha4YeHNe TOKeHa Ha KIIMEHT AJis yCTaHOBKYM cookie. Bo3MOXKHble crnocobbl nepefayn HaxogsaTes 3a npegenaMmm 4aHHOro OnmncaHns.

3BecTHbIE Npobnemsl

B uensix 6e3onacHoCTn, HEOH6XOANMO KOHTPOMPOBaTh 3aronoBok Or i gi N, n NpuHMMaTb cookie TOSIbKO C paspeLleHHbIX JOMEHOB.

HacTtpoiika nepegaym peanbHoro IP agpeca knnenta Ha WCS

Mpu BblLeyKa3aHHON HACTPOIKE NPOKCHY, BCE KIIMEHTCKME ceccum, ¢ Toukn 3peHns WCS, 6yayT nmeTs IP agpec 127.0.0.1. 910 3aTpyaHSeT oTnagky B
cnyyae npobnem ¢ ny6nmkaumei nnm NpourpbiBaHNEM NOTOKA, NMOCKONbKY He AaeT NAEHTUMDULMPOBATbL PeanbHbI UCTOYHUK MNOOKIIIOHEHNS, N HE
NO3BONSIET 3anyCTUTb COOP OTNafo4HbIX NoroB no IP-agpecy knveHTa. Ons Toro, 4To6bl 060ITH 3TO OrpaHuYeHne, B cbopke5.2.743g06aBneHa
HacTpolika, N03BoNALLAN NepeaTh peansHbii aapec NCTOYHMKA ceccum npu nomoLum HTTP-3aronoska

ws. map_cust om header s=true
ws. i p_forward_header=X-Real - I P

Mo ymonuaHuio, NPoKcu-cepsBep AO/MKEH NepefasaTh peasbHblli agpec KnneHTa B 3aronoske X-Real-1P.

PaccmoTtpum npumep HacTpoiiku nginx u WCS anst nepegaym peansHoro IP agpeca knveHTa.

HacTtporika nginx
1. Jo6aBbTe K HacTpolike Websocket npokcu chopmmposaHue 3aronoska X-Client-IP

location /wss {
proxy_set _header Host $host;
proxy_set_header X-Client-1P $renpte_addr: $renote_port;
proxy_pass https://I|ocal host: 8443;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set _header Connection "upgrade";
proxy_read_ti meout 86400;

2. MepesanycTuTe nginx

Hactponka WCS

1. Jo6aBbTe B dhainn flashphoner.properties cnegytoLie napameTpsbl


https://docs.flashphoner.com/pages/viewpage.action?pageId=23036303
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.743.tar.gz
https://docs.flashphoner.com/pages/viewpage.action?pageId=9241061

ws. map_cust om header s=true
ws. i p_forward_header=X-Client-IP

2. Mepesanyctute WCS

Mocne aToro, sessionld Ha ctopoHe WCS6yayT cogep>xaTb peanbHbiii IP agpec knneHta. Kpome Toro, Ha 63akeHg cepsep B REST hook /connect Takxe
NMoMaeT 3arofoBoK, [06aBNEHHbIN NPOKCU CEPBEPOM:

{

"nodel d" : "nzi JYHOeu3D08I u25sXomvaCgSUuQyGL@92. 168. 130. 39",

"appKey" : "defaul t App",

"sessionld" : "/192.168.23.83:65520/127.0.0. 1: 8443- 8ef 8f a79- a726- 44d3- a20a-f e27b94bc51f ",

"useWsTunnel " : false,

"useWsTunnel Packeti zation2" : fal se,

"msePacketi zati onVersi on" : 2,

"useBase64Bi nar yEncodi ng" : fal se,

"medi aProvi ders" : [ "WDbRTC', "MSE", "WSPlayer" ],

"clientVersion" : "0.5.28",

"clientOSVersion" : "5.0 (Wndows NT 10.0; Wn64; x64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/84.
0.4147. 135 Safari/537.36",

"clientBrowserVersion" : "Mzilla/5.0 (Wndows NT 10.0; Wn64; x64) AppleWebKit/537.36 (KHTM, I|ike Gecko)
Chrone/ 84. 0. 4147. 135 Safari/537.36",

"keepAlive" : false,

"origin" : "https://wcs.yourdonuin.cont,

"X-Cient-1P" : "192.168. 23. 83: 65520"


https://docs.flashphoner.com/pages/viewpage.action?pageId=9241788
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