B 6pay3epe no HLS

* Onwucanue

* [loppepxmBaemMble nnatdopmbl 1 6pay3epbl

* Moppep>xnBaemMble KOOEKN

® (Cxema paboTbl
® Kpartkoe pyKOBOACTBO MO TECTUPOBAHMIO

* TpaHcnsums BUOeonoToka Ha cepsep 1 BocrnpouasefeHve ero no HLS B 6paysepe

MocnepoBaTenbHOCTb BbinosHeHust onepaumii (Call flow)
AyTteHTudmkaums socnponssegerns HLS ¢ nomowbto REST hook
[Ho6asneHvne HTTP-3aronoBKoB 4515 ynpasieHns Kpocc-A0OMEHHbIM BocrnponssegeHnem HLS
Vicnonb3oBaHve nginx B ka4ecTBe 06paTHOro NPoKcy Ans BocnpoussegeHns no HLS
OTo6paxeHne ctatnieckmnx HTML ctpaHuy Ha nopTy HLS
3BecTHble NPo6EeMbI

OnuncaHune

HTTP Live Streaming (HLS) — aT0 TexHonorns BocnpounsseaeHns NOTOKOBOro B1Aaeo no npotokony HTTP, paspaboTtaHHas Apple. HLS BugeonoTok
kopgupyetcsa B H.264 n AAC 1 npouvrpbiBaeTcs Ha NtoboM COBMECTUMOM YCTPONCTBE, Bpay3epe nnn nieepe.

Web Call Server koHBepTupyeT B HLS Buaeo, nony4eHHOe N3apyruxnonnep KuBaemMbix UCTOYHUKOBTPAHCIALMN, TaKNX Kak Be6-Kamepsbl 1
npodgeccuoHasnbHble yCTponCcTBa Bugeosaxsara, SIP-3BoHKM 1 T.4,..

MopaepxvnBaemble NnaThopmMbl U Gpay3epbl

Chrome Firefox Safari 11 Edge

Windows + + +
Mac OS + + +
Android + +

i0OS + + +

I'Iop,,u,epx(Vl BaeMbl€ KOOEKN

* Bupeo: H.264
* Ayauo: AAC

Cxema paboTbl


https://docs.flashphoner.com/pages/viewpage.action?pageId=1049196

Browser 1 - Publisher

1. Websocket / publish

2. WebRTC WCS

3. HTTR/ EDIHI'IECT

Browser 2 - Player

Bpay3sep coeguHsieTcs ¢ cepepom no npotokony Websocket n otnpasnset komangy publish.
Bpaysep 3axBaTbiBaeT MUKPOGOH 1 kamepy 1 otrnpasnser WebRTC noTok Ha cepsep.
BTopolii 6pay3ep yctaHaBnmBaeT coeauHeHve no HTTP.

BTopolii 6pay3ep nony4aeT HLS noTok 1 BOCNpOn3BOAUT 3TOT NMOTOK HAa CTPaHULE.

Eal el

KpaTkoe pyKoBOACTBO MO TECTUPOBAHUIO

TpaHcnaumsa BugeonoToka Ha cepBep 1 BocnpounadseneHne ero no HLS B 6paysepe
1. Ans TecTa ucnonbsyem:

* WCS cepsep

® Beb-npunoxeHneTwo Way Streamingansa nyénvkaumm notoka

® Beb-npunoxeHneHLS Player Minimalgns BocnpoussegeHns notoka

2. OTkpoiiTe Be6-npunoxenne Two Way Streaming. HaxxmunTe Connect, 3atem Publish. Ckonupyiite ngeHtudrkarTop notoka:


https://demo.flashphoner.com/client2/examples/demo/streaming/two_way_streaming/two_way_streaming.html
https://demo.flashphoner.com/client2/examples/demo/streaming/hls-player/hls-player.html

Two-way Streaming

Local Player

test Stop Je67 Play  Available

PUBLISHING

wss:/ltest2 flashphoner.com:5443 Disconnect
ESTABLISHED

3. OTkpoiiTe Be6-npunoxeHne HLS Player Minimal. Ykaxkute B nonie Stream naeHTucdmkaTop notoka n Haxxmute Play. Ha4HeTCs Bocnpon3seaeHne
noToka:



HLS Player Minimal

wCs

https:/ftest2 flashphoner.com:8445

Stream

test

Auth

123456789
| Play |
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[MocnepoBaTenbHOCTL BbINONHEHUS onepaumin (Call flow)

Hwxxe onncaHa nocnenoBaTenbHOCTb BbI3OBOB NpU UCMNonb3osaHum npumepa HLS Player Minimal gns BocnponssefeHns notoka no HLS
his-player.html

hls-player.js


https://github.com/flashphoner/flashphoner_client/blob/c306c1bbf49bfcbd8e24be927ae95f63b7dbaaba/examples/demo/streaming/hls-player/hls-player.html
https://github.com/flashphoner/flashphoner_client/blob/c306c1bbf49bfcbd8e24be927ae95f63b7dbaaba/examples/demo/streaming/hls-player/hls-player.js

WCS

1. HTTP connect

2. HLS audio+video stream

1. ObpalLLeHre K cepBepy 1 BOCNPON3BELEHME.

code

var player = videojs('renpoteVideo')

URL HLS

code

pl ayer.src({
src: $("#url Server").val () + "/" + streanName + "/" + streanNane + ".nBu8"
type: "application/vnd. appl e. npegurl "

IO

3aI'IyCK BOCnpoun3eseneHns

code


https://github.com/flashphoner/flashphoner_client/blob/c306c1bbf49bfcbd8e24be927ae95f63b7dbaaba/examples/demo/streaming/hls-player/hls-player.js#L3
https://github.com/flashphoner/flashphoner_client/blob/c306c1bbf49bfcbd8e24be927ae95f63b7dbaaba/examples/demo/streaming/hls-player/hls-player.js#L7
https://github.com/flashphoner/flashphoner_client/blob/c306c1bbf49bfcbd8e24be927ae95f63b7dbaaba/examples/demo/streaming/hls-player/hls-player.js#L11

pl ayer. play();

2. MNony4eHne HLS-noToka ot cepsepa

AyTeHTngukaumnsa socnponsseneHna HLS ¢ nomowwbio REST hook

Mpy HeoH6Xx0AMMOCTU, MOXET BbITb HACTPOEHa ayTeHTUdMKaLMs KNMEeHTOB A5t BOcnpouasedeHns notoka no HLS. B daiine flashphoner.properties
0OMmKHa BbITb YCTaHOBNEHA HACTPOIKa

hl s_aut h_enabl ed=t rue

Mpu o6patLeHnmn kK NoToky Ha knneHTe B HLS URL Heobxoaumo no6asutb napameTp t oken ¢ ykasaHnem TOKeHa, Nony4eHHOro, Hanpumep, oT 63keHs-
cepBepa.

var src = $("#url Server").val () + "/" + streamName + "/" + streanNane + ".nBu8";
var token = $("#token").val ();
if (token.length > 0) {

src += "?token=" +token;

}

Ha 63keHa-cepBepe fomkeH 6biTb peann3oBaH REST hook /playHLS. WCS cepBep oTnpasneT Ha 63keHf, 3anpoc, Coaep KaLLuii NoslyYeHHbI OT
KIMeHTa TOKeH

URL: http://1ocal host: 8081/ apps/ EchoApp/ pl ayHLS

OBJECT:
{
"nodel d" : "NTk1tLor Q)OI | GbPJuFexr KceubGCROk@92. 168. 1. 5",
"appKey" : "default App",
"sessionld" : "/192.168.1.100:59473/192. 168. 1. 5: 8445",
"medi aSessionld" : "60709c5b- 6950- 40c3- 8a3d- 37ea0827ae32-
727473703a2f 2f 73747238312e63726561636173742e636f 6d2f 6772616e646c696c6c6574762f 6¢6f 77- HLS",
"name" : "test",
"medi aProvi der" : "HLS",
"custont : {
"token" : "12345789"
}
}

BakeHpg cepsep fomkeH BepHyTb 200 OK, ecnun TokeH KnneHTa NpoxoauT nposepky, 1 403 Forbidden, ecnn He npoxoguT. B cBOtO o4vepenp, KNMEHT
nonyyaet nnb6o HLS notok, nnéo 401Unauthorized.

HacTtporka
hl s_aut h_t oken_cache=10
3ajaeT Bpemsi KALLMPOBaHUS TOKEHa B ceKyHAax (no ymonyaHuto 10 cekyHna). [lo Tex mop, Noka TOKEH HaxoanTCs B Kalle, T.e. NIMB0 eCTb NOANNCHNK

NnoToKa C TakMM TOKEHOM, 6O He NCTEKNO yKasaHHOe Bpemsi, 3anpochl /playHLSc aTum TokeHOM He oTnpaBnsitoTes Ha 63keHn. Ecnn HacTpoika
K3LUMpoBaHusa yctaHosneHa 8 0

hl s_aut h_t oken_cache=0

3anpocsl /playHLS otnpasnsioTca Ha 63keHA npu kaxkgom HTTP GET 3anpoce oT kKnveHTa.

DTN HaCTPOIKM MOryT GblTb M3MeHeHbl 63 nepesanycka cepsepa. Mpu aTom HacTpolikahl s_aut h_enabl ed BnnseT Ha CyLECTBYOLMX NOANNCHNKOB,
a HacTpoiikahl s_aut h_t oken_cache Ha HOBble NOAKOYEHUS.

[o6asneHne HTTP-3aronoBkoB Ans ynpaBieHnst KPOCC-40OMEHHbIM
BocnpowussegeHnem HLS

Mo ymonuanuto, B oteeT 200 OK Ha 3anpoc HTTP GET go6asnsatoTcsi cnegytoLme 3aronoBKu:


https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300
https://docs.flashphoner.com/display/WCS5RU/REST+hooks

Transmission Control Protocol, Src Port: 8882, Dst Port: 57994, Seq: 1, Ack: 421, Len: 586
4 Hypertext Transfer Protocol
- HTTP/1.1 288 OK\r\n

Connection: keep-alivelrin
Content-Type: application/x-mpegURL\r\n
Content-Length: 3@88\r\n
Access-Control-Allow-Origin: *\rin
Access-Control-Allow-Methods: GETArA\n
Access-Control-Max-Age: 38ea\ri\n

Wi

[HTTP response 1/29]

[Time since request: 9.888984888 seconds]
[Request in frame: 24]

[Mext request in frame: 873]

[Next response in frame: 881]
File Data: 383 bytes

Access-Control -Al l owOrigin: *
Access- Control - Al | ow Met hods: GET
Access- Control - Max- Age: 3000

Mpun HeobxoaUMoCTH, ecnn, HaNPUMEpP, BOCNIPOU3BOAUMbIA KOHTEHT 1 cTpaHuua HLS nneepa HaxoasTCs B pasHbiX AOMEHaX, MOXXHO [06aBUTb
cobCTBEHHbIE 3aroIoBKU NPU NOMOLLM crepytoLLeli HacTpoiku Bdalineflashphoner.properties:

hl s_access_control _header s=Access-Control - Al l ow-Origin: *; Access-Control - Al | ow Met hods: GET, HEAD; Access-
Control - Max- Age: 3000; Access- Control - Expose- Headers: Accept - Ranges, Content-Range, Content-Encodi ng, Content-
Lengt h

B atom cny4ae B otBeT 200 OK 6yayT fo6aBneHbl 3arofoBKu, NepevmcrieHHble B HACTPOIKe:

4 Hy

* Transmission Control Protocol, Src Port: 8882, Dst Port: 58646, Seq: 1, Ack: 554, Len: 476
pertext Transfer Protocol

HTTP/1.1 288 OK\r\n
Connection: keep-alive‘rin
Content-Type: application/x-mpegURLYr\n

 Content-Length: 177%r\n

Access-Control-Expose-Headers: Accept-Ranges, Content-Range, Content-Encoding, Content-Lengthlrin
Access-Control-Allow-Origin: *\rin

Access-Control-Allow-Methods: GET, HEAD\r\n

Access-Control-Max-Age: 3888°%\r\n

Y

[HTTP response 1/9]

[Time since request: 3.796755888 seconds]

icnonb3oBaHme nginx B KayecTBe 06paTHOro NPoOKcu ans
BocnpoussegeHns no HLS

B HekoTOpbIX cryyasix AJist BOCNpou3BefeHnsi NoToka ¢ cepsepa no HLS moxeT 6biTb MCnonb3oBaH Be6-cepBep NGinX B Ka4eCcTBe 06PaTHOMO MPOKCH.
Kak npaBuno, aTo MoxeT notpeboBaTbecst ANns 06xofa orpaHNyeHnin Ha Kpocc-A0MEHHbIE 3anpOoCkl K pasnnyHbIM noptam, ecnun gobasneHne HTTP-
3arosioBKOB He MoMoraer.

Hanpuwmep, ecnn 6pay3ep TpebyeT, 4Tobbl cTpaHuua HLS-nneepa n HLS-noTok Haxognnicb B OQHOM foMeHe your . domai n 1 6biny JOCTYMNHbI N0
OfHOMY 1 TOMY e nopTy 443 (HTTPS), nginx gomxeH 6biTb HACTPOEH CriegytoLwuM 06pa3om:



https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300

# HTTP- 80 443
server {
Iisten 80;
server _nanme docs. fl ashphoner. com
return 301 https://$server_nanme$request _uri;

}

#  HITPS 443
server {
listen 443 ssl;
ssl _certificate /etc/letsencrypt/live/your.domain/fullchain. pem
ssl_certificate_key /etc/letsencrypt/livel/your.domain/privkey.pem
server _nane your. donai n;
server _t okens of f;
client_max_body_size 500m
proxy_read_ti meout 10m

r oot /usr/share/ nginx/ htm ;

location / {

}

error_page 404 /404.htm ;
location = /40x. htm {

}

error_page 500 502 503 504 /50x. htni;
location = /50x. html {

}

# - https://your.domain/client2
location /client2/ {
alias /usr/local/Flashphoner WbCal | Server/client2/;

}

# 443 , https://your. domain/test.nBu8
location ~* ~ +, (nBu8|ts)$ {

proxy_pass https://| ocal host: 8445;
proxy_http_version 1.1;

proxy_set _header Host $server_nane: $server_port;
proxy_set _header X- For war ded- Host $http_host;
proxy_set _header X- For war ded- Prot o $schene;
proxy_set _header X- For war ded- For $renot e_addr;
proxy_set _header Upgr ade $http_upgrade;
proxy_set _header Connection "upgrade";

MoxxeT okasaTbcst nonesHbIM KawmposaHne HLS-noTtoka. B aTom cnyyae nginx fo/mkeH BbiTb HACTPOEH CrieayoLLyiM 06pa3oMm:

1. B cekuum ht t p daiina HacTpoek /etc/nginx.conf ykasbiBaloTcs napameTpbl Kalua

proxy_cache_path /var/cache/ ngi nx/ proxy | evel s=1:2 keys_zone=proxy_cache: 1024m max_si ze=2048m i nact i ve=10d;
proxy_cache_m n_uses 1;

proxy_i gnore_headers X-Accel - Expires;

proxy_i gnore_headers Expires;

proxy_i gnore_headers Cache-Control ;

2. B cekunm ser ver aiina HacTpoek caiita HacTpanBaeTcsi KalumposaHue HLS-cermeHToB, Npy 3TOM NAEAINCTbI He AOMKHbI KALLUMPOBATLCS:



location ~* ~ + (ts)$ {
proxy_pass https://|ocal host: 8445;
proxy_http_version 1.1;

proxy_set _header Host $server_nane: $server_port;
proxy_set _header X- For war ded- Host $ht t p_host;
proxy_set _header X- For war ded- Prot o $schene;
proxy_set _header X- For war ded- For $renot e_addr;
proxy_set _header Upgr ade $htt p_upgrade;
proxy_set _header Connection "upgrade";

proxy_cache proxy_cache;
proxy_cache_key $host $uri $i s_ar gs$ar gs;
proxy_cache_valid 200 2m

}
location ~* ~. + (nBu8)$ {
proxy_pass https://|ocal host: 8445;
proxy_http_version 1.1;
proxy_set _header Host $server_nane: $server_port;
proxy_set _header X- For war ded- Host $ht t p_host;
proxy_set _header X- For war ded- Prot o $schene;
proxy_set _header X- For war ded- For $renot e_addr;
proxy_set _header Upgr ade $htt p_upgrade;
proxy_set _header Connection "upgrade";
proxy_cache off;
expires -1;
}

OT1obpaxeHune ctatnyeckunx HTML ctpaHuy Ha nopTty HLS

Eue ogyH cnocob 06xofa orpaHnYeHnin Ha KPOCC-AOMEHHbIE 3anpockl B 6pay3epe - 0TOBPaXKeHNe CTaTUHECKOro KOHTEHTa, HanpuMep, CTpaHuLb
nneepa, Ha TOM >e NopTy, KOTopbI oTAaeT HLS KOHTEHT. Y106kl BKNOYNTE JaHHYIO BO3MOXHOCTb, HEOOXOAMMO YKa3aTb CNefyoLLyt0 HACTPONKY B
danneflashphoner.properties

hl s_static_enabl ed=true

CTpaHnua nneepa OosmKHa pacrnonaraTbCs B Katasnore, onpeaensieMom HacTPOMKON

hl s_static_dir=client2/ exanpl es/deno/stream ng/hls_static

B paHHOM cnyyae (no ymonyaHuto), NyTb K daiinam CTpaHuLpl ykadaH oTHocuTesibHO katanora yctaHoBky WCS.MoxeT ObITb yKa3aH 1 NOMHbIN NyThb,
Hanpumep

hls_static_dir=/var/ww htm /hls_static

Ecnun oTobpaxkeHne cTaTny4eckoro KOHTEHTa BKIIlO4EHO, npu obpalueHun Kk WCS cepsepy no agpecyhttps://host:8445/hls-player.html6pay3ep
oTo6pasunT cTpanuly HLS nneepa. Ecnn gaHHas BO3MOXXHOCTb OTKJIOHEHa, Npy obpalleHn No TakoMy agpecy cepBep BepHeT ownbky 404 Not found.

N3BecTHbIE Npobnembl

1. HeBoccTaHasnmsaembi hpua HLS notoka npu socnponsseneHun B iOS Safarivepes CDN
CuMNTOMBI: Yepes OfHY MUHYTY Nocsie Havana nybnnkauum n3obpakeHne oCTaHaBANBaETCS, 3BYK NPOJOIKAET BOCNPON3BOAUTLCS
Peluenne:

a) BKJIOUYNTb TPAHCKOAVHI Ha cepBepe Npuv NoMoLLM HacTpoiiku B daiine flashphoner.properties

di sabl e_stream ng_proxy=true

6) ecnu BKOYEHNE TPAHCKOAMHIa HexxenaTenbHo, ycTaHoBuUTLB dainneflashphoner.properties


https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300
https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300
https://docs.flashphoner.com/pages/viewpage.action?pageId=1049300

hl s_di sconti nui ty_enabl ed=true

B 9TOM CJly4ae BO3MOXXHbI LLEMYKN B ay[MOMNOTOKE, HO N306paXkeHne ocTaHaBnnBaTbCs He byaeT.
2. MNpekpaveHne 3anncu cermeHtToB HLS npu BocnpounsseneHun notoka. onyb6nnkoBaHHoro B 6paysepe Firefox

CuyMNTOMBI: Yepes3 HECKOMbKO MUHYT NOCHE Havana BOCnpon3BegeHns npekpaiaercst 3anucb HLS-cermeHToB, Npu 3TOM AMPEKTOPUsi MOTOKa B
anpekTopum his He yaanseTcs, B lore cepsepa NPOA0HKaloT NOABNATLCSH COOBLLEHNS

I NFO HLSSt r eamvanager - HLSStreanProvi der Keepal i veThr ead- 80 Renove hls channel

[ns BoccTaHOBRNEHUS I'Iy6J'II/IKyIOIJ.laH CTOpOHa A0JPKHa 3aHOBO OI'Iy6J'II/IKOBaTb NOTOK.

PelueHune: ncnons3osatb Apyroi 6pay3sep ans nybnvkauuy noToka, KOTopbIi NpegnonaraeTcs Bocnpom3soanTb no HLS.



	В браузере по HLS

