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Browser 2 - Player

1. The browser establishes a connection to the server via the Websocket protocol and sends the publish command.
2. The browser captures the screen and sends a WebRTC stream to the server.
3. The second browser establishes a connection also via Websokcet and sends the play command.

4. The second browser receives the WebRTC stream and plays the stream on the page.

Quick manual on testing

Capturing a video stream from the computer screen and preparing for publishing
1. For the test we use the demo server at demo.flashphoner.com and the Screen Sharing web application in the Chrome browser

https://demo.flashphoner.com/client2/examples/demo/streaming/screen-sharing/screen-sharing.html


http://demo.flashphoner.com
https://demo.flashphoner.com/client2/examples/demo/streaming/screen-sharing/screen-sharing.html

Screen Sharing

Chrome extension Install Now

FPS Width Height
30 ‘ ‘ 640 ‘ ‘ 450 ‘

Wio extension? Use Mic? Mic

] ] ‘ Default - Microphone

My Screen

Preview

wss:/fdemo flashphonercom:8443/3a437cad | ‘ Start |

2. Click the "Start" button. The browser asks for permission to access the screen, and screen capturing starts, then the stream is publishing:
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3. Make sure the stream is sent to the server and the system operates normally in chrome://webrtc-internals
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4. Open Two Way Streaming in a new window, click Connect and specify the stream id, then click Play.

Two-way Streaming

Local Player
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5. Playback diagrams in chrome://webrtc-internals
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Call flow

Below is the call flow when using the Screen Sharing example
screen-sharing.html

screen-sharing.js


https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.html
https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js
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1. Checking if the extension install is required
Browser.isFirefox(), Browser.isChrome();code
if (Browser.isFirefox()) {
$("#instal | Ext ensi onButton").show();
} el.s;e.if (Browser.isChrone()) {
$(' #medi aSour ceFormi ). hi de();
interval = setlnterval (function() {
chrone. runti me. sendMessage(extensionld, {type: "islnstalled"}, function (response) {

if (response) {
$("#extension"). hide();
clearinterval (interval);
onExt ensi onAvai | abl e() ;
} else {
(inlframe()) ? $("#install Fromvarket").show() : $("#i nstal |l ExtensionButton").show);
}
IOF
}, 500);
} else {
$("#notify").modal (' show );
return fal se;


https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L17

2. Establishing a connection to the server.

Flashphoner.createSession();code

Fl ashphoner . creat eSessi on({url Server: url}).on(SESSI ON_STATUS. ESTABLI SHED, function(session){
//session connected, start stream ng
start Stream ng(session);
}) . on( SESSI ON_STATUS. DI SCONNECTED, function(){
set St at us( SESSI ON_STATUS. DI SCONNECTED) ;
onSt opped() ;
}) . on( SESSI ON_STATUS. FAI LED, function(){
set St at us( SESSI ON_STATUS. FAI LED) ;
onSt opped() ;
B

3. Receiving from the server an event confirming successful connection.

ConnectionStatusEvent ESTABLISHEDcode

Fl ashphoner. creat eSessi on({url Server: url}).on(SESSI ON_STATUS. ESTABLI SHED, function(session){
|/ session connected, start stream ng
start Stream ng(session);

1)

4. Publishing the stream.

stream.publish();code

session. createStreany{

nane: streanmNane,

di splay: |ocal Video,

constraints: constraints
}) . on( STREAM_STATUS. PUBLI SHI NG, function(publishStreamn{
}) . on( STREAM _STATUS. UNPUBLI SHED, function(){

}) . on( STREAM STATUS. FAI LED, function(stream{

}).pLjBiish();

5. Receiving from the server an event confirming successful publishing.

StreamStatusEvent, ctatyc PUBLISHINGcode


https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L116
https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L116
https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L150
https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L150

session. creat eStreany{
nane: streanmNane,
di splay: |ocal Vi deo,
constraints: constraints
}) . on( STREAM _STATUS. PUBLI SHI NG, function(publishStreamn{

set St at us( STREAM _STATUS. PUBLI SHI NG) ;
/1 play preview
session. creat eStreany{
nane: streanNane,
di spl ay: renoteVideo
}) . on( STREAM STATUS. PLAYI NG functi on(previ ewSt ream {
docunent . get El enent Byl d( previ ewStream i d()).addEventLi stener('resize', function(event){
resi zeVi deo(event.target);
1)
[/ enabl e stop button
onSt arted(publishStream previewStrean;
}) . on( STREAM _STATUS. STOPPED, function(){
publ i shStream stop();
}) . on( STREAM STATUS. FAI LED, function(stream{
/lpreview failed, stop publishStream
if (publishStream status() == STREAM STATUS. PUBLI SHI NG ({
set St at us( STREAM _STATUS. FAI LED, stream;
publ i shStream stop();
}
}).play();
}) . on( STREAM _STATUS. UNPUBLI SHED, function(){

}) . on( STREAM STATUS. FAI LED, function(streamn){

}).p.uiol.ish();

6. Sending the audio-video stream via WebRTC
7. Stopping publishing the stream.

stream.stop();code


https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L176

session. creat eStreany{
nane: streanmNane,
di splay: |ocal Vi deo,
constraints: constraints
}) . on( STREAM _STATUS. PUBLI SHI NG, function(publishStreamn{
/*
* User can stop sharing screen capture using Chrone "stop" button.
* Catch onended video track event and stop publishing.
*/
docunent . get El enent Byl d( publ i shStreamid()).srcObject.getVideoTracks()[0].onended = function (e) {
publ i shStream stop();
b

set St at us( STREAM STATUS. PUBLI SHI NG) ;
/1 play preview
session. createStrean({
nanme: streanNane,
di spl ay: renoteVideo
}) . on( STREAM STATUS. PLAYI NG functi on(previ ewSt ream {

}) . on( STREAM _STATUS. STOPPED, function(){
publ i shStream stop();
}) . on( STREAM STATUS. FAI LED, function(stream{
/Il preview failed, stop publishStream
if (publishStream status() == STREAM STATUS. PUBLI SHI NG {
set St at us( STREAM _STATUS. FAI LED, stream;
publ i shStream stop();

}
}).play():

}).p.uiol.ish();

8. Receiving from the server an event confirming unpublishing of the stream.

StreamStatusEvent, ctatyc UNPUBLISHEDcode

session. createStrean{
nane: streanmNane,
di splay: |ocal Video,
constraints: constraints
}) . on( STREAM_STATUS. PUBLI SHI NG, function(publishStreamn{

}) . on( STREAM_STATUS. UNPUBLI SHED, function(){
set St at us( STREAM_STATUS. UNPUBLI SHED) ;
//enable start button

onSt opped() ;
}) . on( STREAM STATUS. FAI LED, function(strean){

}). publ i sh();

To developer

The screen sharing function can be used to publish a video stream that demonstrates the desktop or an application window.
WCS API uses a Chrome extensions for screen sharing. Firefox browser since version 52 does not require an extension.

Extension for Google Chrome with publication in Chrome Store

Source code for the extension is available by the following link:

Chrome Screen Sharing Extension

Create a Google account

1. Go to google.com and click ‘Sign in’ button


https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L185
https://github.com/flashphoner/flashphoner_client/tree/89281428578df670f19be4f059d8c227885cb994/examples/demo/dependencies/screen-sharing/chrome-extension
http://google.com
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2. On the ‘Sign in’ page, click ‘Create account’ link



J/ 5 Sign in - Geogla Accounts :u:\

= - coEl

€& - C & https://accounts.google.com/Servicelogin?hl=en&passive=trueBicontinue=https//www.google Ly =

Google
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3. ‘Create your Google Account’ page will be opened
Fill the required fields and click ‘Next step’ button to create the account.

Register as Chrome Web Store Developer

1. Sign in to Chrome Developer Dashboard with the created Google account
2. Pay a one-time $5 developer signup fee


https://chrome.google.com/webstore/developer/dashboard
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Developer Dashhoard

Your Listings

To publish a new app, extension or theme, click "Add new item™. Learn more

Chrome Wab Store m

The Chrome Wab Store is an open marketplace for web apps. Start uploading your apps now!

A onedime developer registration fee of USS5.00 is required to verify your account and publish items. | Pay this fee now | - Learn more

2 2016 Google - Home - About Google - Privacy Policy - Developer Agreement - Program Folicies - Your Apps - Developer Dashibcard - Web Store FAQ - Help

Language: English - Loeatian: Russia

Customization for your domain

Follow the procedures described below to use the extensions with your domain.
Edit manifest file manifest.json of the Chrome extension.

Change:

name

author

description

homepage_url

under "externally_connectable":"matches" change flashphoner.com to your domain

Save your icons for the extension to chrome-extension directory and edit the file names in "icons" and "web_accessible_resources". (For more
information, see Manifest - Icons and Supplying Images.)

Package the extension

Package files from chrome-extension folder into ZIP archive.

Publish the extension

1. Sign in to Chrome Developer Dashboard
2. In the dashboard, click ‘Add new item’ button


https://developer.chrome.com/apps/manifest/icons
https://developer.chrome.com/webstore/images
https://chrome.google.com/webstore/developer/dashboard
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Your Listings

To publish a new app, extension or theme, click "Add new item". Learn more

Chrome Web Store
The Chrame Web Stare is an apan marketplace for web apps. Start uploading your apps now!

= C' | & https//chrome.google.com/webstore/developer/dashboard7hl=en&authuser=0

| Search the store

Add new item

3. Accept the developer agreement

-,J'I: & Developer Terms of Servic x 5
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#~ chrome web store

& https://chrome.google.com/webstore/developer/terms?hl=enfcontinue= https:,r}fchrome.gaog]e.com;’v.'nﬂf =

Search the store

Google Chrome Web Store Developer Agreement

Definitions

Google: Google Inc., a Delaware corparation with principal place of business at 1600 Amphitheatre Parkway, Mountain
Wiew, CA 94043, United States.

Devalopar ar You: Any parsen or company wha Is registered to develop Produets for publication and distribution on the
Web Stare in accordance with the terms of this Agreement,

Web Store: The Google Chrome Web Store site operated by Gocgle, where Developers can publish Products for direct
distribution to users of Google Chrome,

Payment Processor(s): Any party authonzed by Google to provide payment processing senvices that enable Developers
with optional Payment Accounts to charge Google Chrome users for Products distributed via the VWed Stare.

Printer-friendly version

[Caccept | cancel

Q, |

4. On the ‘Upload’ page, choose the chrome-extension.zip file and click ‘Upload’ button
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Uploading an item:

= Upload a ZIP fils of yeur item directary, net a packaged CRX file.
e Include a well-designed product icon in your manifest (more infa),

+ Read the documentation about creating and packaging apps.

» Need maore help? Check out the Chrome Web Store developer decumentation.
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5. When the extension is uploaded, the page for editing the extension draft will be opened

Edit the extension as required and click ‘Save draft and return to dashboard’ button at the bottom of the page.
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Developer dashboard > Test Screen Sharing

Edit Itern In-app Products

Upload
'+, Test Screen Sharing

N g Short name: Not specified in manifest

Version 1.4 byl |
| Upload Updated Package |

This Chrome extension is developed for <your domain> to enable screen capture.

Detailed
description

lcon
L
I
Wiy
| Upload new icon

Search the store

Characters remaining: 16000

&= C' (£ https://chrome.google.com/webstore/developer/edit/hjjhafbcdlicbmjkbjogdlhdofkpnggmj?hi=en

Focus an explaining what the item does and why
users should install it,
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6. The extension will appear in the developer dashboard
Click ‘Publish’ link to publish the extension.
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& chrome web store
Developer Dashboard

Check out new Chrome Web Store Multiple Platform feature which reduces the download size of your application by distributing only relevant files to the
targel systam based on its NaCl architecturs.

Your Listings (1-10f 1) Created Last published \Weakly users  Status
', Test Screen Sharing
=5 version 1.4 41616 0 Draft Ecit
ore Info
(0)
Target users in ather languages. Mare info v
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Your Developer Account =

A published extension will have status ‘Published’ as on the image below.
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For more information, see Chrome Web Store Publishing Tutorial.

Extension Inline Installation

Extension installation can be initiated by clicking a link on the Screen Sharing client page.
Note that the extension to be installed should be customized, published and approved before inline installation can be used.

Follow the procedures described below to use the client with your extensions.

1. When publishing, select ‘Inline Install’ option

B-cEa
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2. Verify and add website with your domain to the extension
- Click ‘Add a New Site’


https://developer.chrome.com/webstore/publish

Websites
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erify that this is an official item for 2 website you own:

[Mone

|.=\dd a new site |Refresh list

@ Link to website for your item (optional)

@ Link to support & FAQ far your item (optional)

« C & httpsy//chrome.google.com/webstore/developer/edit/hjjhafbedicbmjkbjogdihdofkpnggmj?hl=en&authuser=07

If your item is associated with a website that you
own, select that website from the list. You can
register as the owner for a site using Google
Webmaster Tools. Mare info

Praviding the URLS for description and support
pages can imprave your users’ experience and
help make this item's ratings and comments
mare meaningful, More info

- Google Search Console page will open in a new tab
Enter URL with your domain.

G'OL’}g|E
Search Console

I Home
All Messages

Other Resources

& Developer Dashboard - © ‘KJ,F'. *% Search Console - Home X "'.,_

L o C' @ https)//www.google.com/webmasters/tools/home?hl=en

Welcome to Search Console

Get the data, 1ols, and diagnostics needed to create and maintain Google-friendly websites and mobile

apps.

To get started, just add your site or app now.

Itz Nashphaner com|

I ADD PROPERTY

- A page with the instruction for the site verification will open

Follow the procedure steps and click ‘Verify’ button.
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Google
Search Console

“erify your ownership of hitps:im.flashphener.comd. Leam more.

Recommended method Alternate methods

Recommended: HTML file upload

Upload an HTML file to your site.

1. Download this HTML verification file. [googledb93d2d3a1de58f.himl]

2. Upload the file to hitps://m.flashphoner.com/

3, Confirm successful upload by visiting hitps:/m flashphoner.comigocgledb83d2d3a1 de 5SS himl in your browsar.
4, Click Verify below.

To stay verified. don't remove the HTML file, even after verification succeeds,

= -

- If the verification is passed, a page confirming successful verification will be opened

2 - -kl

e Developer Dashboard - € XJ; = Search Consale X ‘\
&= C & https//www.google.com/webmasters/verification/verification-success?hl=en&siteUrl= 17 =
Google o0
Help -

Search Console

Congratulations, you have successfully verified your cwnership of https:fim.flashphoner.comi.

Coantinue

- The website will appear in the list in the extension options and the extension can be associated with the site
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Configuring the client
Edit Screen-sharing.html and Screen-sharing.js

® In Screen-sharing.html the chrome-webstore-item parameter should point to your extension in the Chrome Store
® In Screen-sharing.js replace the value of the chromeScreenSharingExtensionld parameter to the ID of your extension

To get the ID of the extension, click ‘More info’ of this extension inChrome Developer Dashboard.

-
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Media source parameters

To configure screen media source parameters, use parameters of the Configuration object passed to the init() method upon initializing of the Flashphoner
APl instance.

var f = Fl ashphoner. getlnstance();
var configuration = new Configuration();

configuration. screenShari ngVvideowdth = 1920;
configuration. screenShari ngVi deoHei ght = 1080;
configuration.screenShari ngVi deoFps = 10;
f.init(configuration);

Parameter list

Parameter Description
screenSharingVideoWidth = Screen media source width
screenSharingVideoHeight = Screen media source height

screenSharingVideoFps Screen media source framerate

These parameters set marginal values of resolution and framerate (FPS). For instance, screenSharingVideoWidth = 1080 means the width of the source
video cannot be more than 1080 pixels, but can be less. (i.e. when sending a stream of an app window that has the width of 720 pixels).

System sound capture in Chrome browser

In Chrome browser, there is ability to translate audio stream from system sound source while capturing a screen. The feature is useful in screencasting,

for example. To capture system sound, set "Share audio" option in Chrome extension dialog window while choosing streaming source window or
browser tab:


https://chrome.google.com/webstore/developer/dashboard

Share your screen

Flashphoner Screen Sharing wants to share the contents of your screen with test2 flashphoner.com:3888.
Choose what you'd like to share.
Your Entire Screen

Application Window Chrome Tab

Share audic

Chrome extension code:

cal | back({sourceld: sourceld, systenSoundAccess: opts.canRequest Audi oTrack});

Capture source (screen or window) management in Firefox browser

In Firefox browser, all the screen or some program window can be chosen as video stream source with constraints.video.mediaSource parameter

code:

constraints.video.type = "screen";
if (Browser.isFirefox()){
constraints. vi deo. nedi aSource = $(' #nedi aSource').val ();

}

session. createStreany{

name:

st reanNane,

di spl ay:

| ocal Vi deo,

constraints:

b

constraints

Source selection interface example:


https://github.com/flashphoner/flashphoner_client/blob/89281428578df670f19be4f059d8c227885cb994/examples/demo/dependencies/screen-sharing/chrome-extension/background-script.js#L21
https://github.com/flashphoner/flashphoner_client/blob/c306c1bbf49bfcbd8e24be927ae95f63b7dbaaba/examples/demo/streaming/screen-sharing/screen-sharing.js#L139

FPS Width Height Source
30 ‘ ‘ 640 480 ‘ Screen |+
Use Mic? Mic
1 Window
Ol default: Mkmph&rmmu—t
My Screen
wss:/ftest2 flashphoner.com:8443/f5b78c77 ‘ ‘ Start ‘

Program window capture




30

FPS

Screen Sharing

Height Source
480 Window
Mic

default: Microphone (Realtt

My Screen

wss:/ftest2 flashphonercom:8443/5b78c77

Stop

PUBLISHING

Screen capture

Screen Sharing

FPS Width Height Source
30 640 480 Screen
Use Mic? Mic
default: Microphone (Reali
My Screen
wss:/ftest2. flashphoner.com:8443/fab78c77 Stop
PUBLISHING

Screen sharing without extension



Firefox browser

Firefox browser does not use extension to share screen

Chromium based browsers

Since Chrome 73 and Flashphoner WebSDK0.5.28.2753.86screen sharing is possible without extension. To do this constrai nts. vi deo. wi t hout Ext
ensi on parameter should be passed when stream is created

code

if ($("#woChronmeExtension"). prop(' checked)) {
constraints. vi deo. wi t hout Ext ensi on = true;

}

Safari browser in MacOS

Since Safari 13and Flashphoner WebSDK0.5.28.2753.152screen sharing is possible without extension. To do this constrai nts. vi deo. wi t hout Ext e
nsi on parameter should be passed when stream is created

code

if ($("#woChromeExtension").prop('checked') || Browser.isSafari()) {
constraints. vi deo. w t hout Ext ensi on = true;

}

Known limits

1. In Chrome browser, picture resolution and FPS are set by source dimensions (screen, windows or browser tab) and by real picture updating speed,
not by constraints/ This issue is fixed sinceFlashphoner WebSDK build0.5.28.2753.152

2. System sound capture only works starting from Crome 74

Known issues

1.If the web applicaiton is inside an iframe element, publishing of the video stream may fail.

Symptoms: IceServer errors in the browser console.
Solution: put the app out of iframe to an individual page.

2. If publishing of the stream goes under Windows 10 or Windows 8 and hardware acceleration is enabled in the Google Chrome browser, bitrate
problems are possible.

Symptoms: low quality of the video, muddy picture, bitrate shown in chrome://webrtc-internals is less than 100 kbps.
Solution: turn off hardware acceleration in the browser, switch the browser of the server to use the VP8 codec.

3. All streams captured from the screen stop if any one of them stops

Symptoms: while multiple streams are captured from the screen on one tab in the Chrome browser, if one stream is stopped, all streams stop.
Solution: cache tracks by the source of the video and stop them along with the last stream that uses that source, for example:


https://flashphoner.com/downloads/builds/flashphoner_client/wcs_api-2.0/flashphoner-api-0.5.28.2753-218c188ea896656b1ca142f02b4f58bf09bd8bf1.tar.gz
https://github.com/flashphoner/flashphoner_client/blob/584ddddd39b3eed3d1d04ef0f3900a9dc4d0f355/examples/demo/streaming/screen-sharing/screen-sharing.js#L144
https://flashphoner.com/downloads/builds/flashphoner_client/wcs_api-2.0/flashphoner-api-0.5.28.2753-44fe1b1556caa6e3a0fc18fe71114d4996afdc2a.tar.gz
https://github.com/flashphoner/flashphoner_client/blob/c8acaca916fe742166f0c5c24f6dd7e4f8160a42/examples/demo/streaming/screen-sharing/screen-sharing.js#L195
https://flashphoner.com/downloads/builds/flashphoner_client/wcs_api-2.0/flashphoner-api-0.5.28.2753-44fe1b1556caa6e3a0fc18fe71114d4996afdc2a.tar.gz
chrome://webrtc-internals

var handl eUnpubl i shed = function(stream {
consol e. | og("Stream unpubl i shed with status
/1 get track | abel
var video = docunent. get El ement Byl d(streamid() + LOCAL_CACHED VI DEO);
var track vi deo. srcQbj ect . get Vi deoTracks()[ 0] ;
var | abel = track.!| abel;
/lsee if sonmeone using this source
if (countDisplaysWthVideoLabel (I abel) > 1) {
//remove srcCbject but don't stop tracks
pushTrack(track);
vi deo.srcQoject = null;

+ stream status());

} else {
var tracks = popTracks(track);
for (var i = 0; i < tracks.length; i++) {

tracks[i].stop();
}
}

//rel ease resources

Fl ashphoner . r el easeLocal Medi a( st reanVi deobDi spl ay) ;
//remove stream di spl ay

di spl ay. renoveChi | d(streanDi spl ay) ;

session. di sconnect () ;

4. Chrome browser stops sending video traffic when applicatiion window captured is minimized
Symptoms: if an application window captured is minimized to task bar, the stream freezes at subscribers side, and publishing may fail by RTP activity

Solution: in builds before 5.2.1784 disable RTP activity control for all the streams

rtp_activity_video=fal se

in builds since 5.2.1784 disable video RTP activity control by stream name template, for example

rtp_activity_video_exclude=. *-screen$


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1784.tar.gz
https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.1784.tar.gz

	From the computer screen (screen sharing) in a browser via WebRTC

