REST / HTTP

YcTtaHoBKa coeguHeHUs

Mpy ycTaHOBKe COeaMHEHNs NCMONb3YIOTCA cneayoLime 3anpockl K REST:

® connect - OCHOBHOW MeTOf, YCTaHOBKM COEANHEHUS
® ConnectionStatusEvent - cTatyc ycTaHOBKU coaMHEHUSsI
® RegistrationStatusEvent - ctatyc SIP pernctpauum, ecnu tTpebyetcs SIP pernctpaums
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Filter: ip.sre==127.0.0.1 && tep.dstport==9081
Mo, Time Source Destination
15 3.620726 127.0.0.1 127.0.0.
17 3.627282 127.0.0.1 127.0.0
19 3.627307 127.0.0.1 127.0.0.
21 3.627384 127.0.0.1 127.0.0.
23 3.627457 127.0.0.1 127.0.0
25 3.628183 127.0.0.1 127.0.0
39 3.670936 127.0.0.1 127.0.0
41 3.676215 127.0.0.1 127.0.0
43 3.676283 127.0.0.1 127.0.0.
45 3.676344 127.0.0.1 127.0.0.
47 3.676409 127.0.0.1 127.0.0.
409 3.676996 127.0.0.1 127.0.0.
66 3.762686 127.0.0.1 127.0.0.
68 3.766600 127.0.0.1 127.0.0.
70 3.766654 127.0.0.1 127.0.0.
72 3.766719 127.0.0.1 127.0.0.
74 3.766851 127.0.0.1 127.0.0.
76 3.767358 127.0.0.1 127.0.0.
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log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]
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Length

® Frame 39: 760 bytes on wire (6080 bits), 760 bytes

33642
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v | Expression... Clear Apply

Info
POST /EchoaApp/connect HTTP/1.1
336420091 [ACK] 5eq=658
33642-9091 [ACK] Seq=658
33642-0091 [ACK] 5eq=658
33642-9091 [ACK] Seq=658
336420091 [ACK] Seg=658

725
68
68
68
68
68

780
68
68
68
68
[

336429091 [ACK] Seq=1350 Ack=1166
33642-9091 [Ack] Seq=1350 ack=1171
33642-9091 [ACK] Seq=1350 Ack=1577
33642-9091 [Ack] Seq=1350 ack=1579
33642-9091 [ACK] Seq=1350 Ack=1584

Ack=1968
ack=1973
Ack=2683
Ack=2685
Ack=2690

68
68
68
68
68

336429091
336429091
336429091
336429091
33642-9091

[ack]
[ack]
[ack]
[ack]
[ack]

Seq=2348
seq=2348
Seq=2348
seq=2348
Seq=2348

captured (6080 bits)

Internet Protocol version 4, src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
@ Transmission Control Protocol, Src Port:

Save

Win=376
win=376
wWin=384
win=384
wWin=384

wWin=384
win=384
wWin=384
win=384
wWin=384

(33642), Dst Port: 9091 (9091), Seq: 658, Ack:

Packets: 92 . Displayed: 18 (19,6%) - Load time: 0:00.001

Mpwn ncxopsLlemM 3BOHKE NCMONb3yOTCH cnegytoLme 3anpockl k REST:

® call - ncxopgawmii SIP 3B0HOK
® (CallStatusEvent - nameHeHue cratyca ncxogsiLLEero 3BoHKa

* hangup - c6poc 3BOHKa

(application/json)

Ack=385 win=354 Len=0 TSval=2241866196
Ack=390 win=354 Len=0 Tsval=2241866196
Ack=775 Win=365 Len=0 TSval=2241866196
Ack=777 win=365 Len=0 Tsval=2241866196
Ack=782 wWin=365 Len=0 TSval=2241866197
POST /Echoapp/ConnectionstatusEvent HTTR/1

.1 (application/json)

Len=0
Len=0
Len=0
Len=0
Len=0

POST /eEchoapp/Registrationstatusevent HTTP/1.1

Len=0
Len=0
Len=0
Len=0
Len=0

782,

TSval=2241866245
Tsval=2241866245
TSval=2241866245
Tsval=2241866245
TSval=2241866246

(application/json)

TSval=2241866335
TSval=2241866336
TSval=2241866336
TSval=2241866336
TSval=2241866336

Len: 692

Profile: Default

Tsecr=2241866196
Tsecr=2241866196
Tsecr=2241866196
Tsecr=2241866196
Tsecr=2241866197

Tsecr=2241866245
Tsecr=2241866245
Tsecr=2241866245
Tsecr=2241866245
Tsecr=2241866246

TSecr=2241866335
Tsecr=2241866336
Tsecr=2241866336
Tsecr=2241866336
Tsecr=2241866336



@ @

ip.sre==127.0.0.1 &8 tcp.dstport==9091

Filter:
M Time
114 B.571338
119 B.577284
120 B.577292
121 B.577298
123 B.577363
125 B.577961
145 B.682350
147 B.687835
149 B.GBVE56
151 B.687927
153 B.687993
155 B.688554
176 B.754441
179 B.758047
181 B.758053
182 B.758058
185 B.758517
210 B.987719
212 B.992842
214 8.992901
216 8.992992
218 B.993050
220 B.993508
1698 16. 309715
1703 16. 315267
1704 16.315282
1706 16.315347
1708 16. 315405
1710 16.315947
1734 16.353704
1739 16. 357702
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HTTP
TCP
TCP
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
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TCP
TCP
TCP
HTTP
TCP
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TCP
TCP
HTTP
TCP

Trn

Length

v | Expression... Clear Apply Save

Infa

1889 PoOsST /EchoaApp/call HTTP/1.1 (application/json)

68

34266-9091 [AcK] Seq=1822 Ack=385 win=384 Len=0 Tsval=23272¢
342669091 [ACK] Seg=1822 Ack=390 wWin=384 Len=0 Tsval=23272¢
34266-9091 [ACK] Seq=1822 Ack=1941 win=384 Len=0 TsSval=2327:
34266-9091 [ACK] Seg=1822 Ack=1943 win=384 Len=0 Tsval=2327:
34266-9091 [ACK] 5eq=1822 Ack=1948 wWin=384 Len=0 TSval=2327:
POST /Echoapp/callstatusevent HTTP/1.1 (application/json)
34266-+9091 [ACK] Seq=2746 Ack=2332 win=384 Len=0 TSval=2327:
34266-9091 [ACK] Seq=2746 Ack=2337 win=384 Len=0 Tsval=2327:
34266-+9091 [ACK] Seq=2746 Ack=2981 win=384 Len=0 TsSval=2327:
34266-9091 [ACK] Seq=2746 Ack=2983 win=384 Len=0 TSval=2327:
34266-9091 [ACK] Seq=2746 Ack=2988 win=384 Len=0 Tsval=2327:
POST /Echoapp/callstatusevent HTTP,/1.1 (application/json)
342669091 [ACK] Seg=3670 Ack=3372 wWin=384 Len=0 Tsval=2327:
34266-9091 [ACK] Seq=3670 Ack=3377 win=384 Len=0 Tsval=2327:
34266-9091 [ACK] Seg=3670 Ack=4021 win=384 Len=0 Tsval=2327:
34266-9091 [ACK] 5eq=3670 Ack=4028 wWin=384 Len=0 TSval=2327:
POST /Echoapp/CallstatuseEvent HTTP/1.1 (application/json)
34266-+9091 [ACK] Seq=5624 Ack=4412 wWin=384 Len=0 TSval=2327:
34266-9091 [ACK] Seq=5624 Ack=4417 win=384 Len=0 Tsval=2327:
34266-+9091 [ACK] Seq=5624 Ack=6090 wWin=384 Len=0 TSval=2327:
34266-9091 [ACK] Seq=5624 Ack=6092 win=384 Len=0 TSval=2327:
34266-+9091 [ACK] Seq=5624 Ack=6097 wWin=384 Len=0 TSval=2327:
POST /Echoapp/hangup HTTP/1.1 (application/json)
34266-9091 [ACK] Seq=6019 Ack=6481 wWin=384 Len=0 TsSval=2327:
34266-9091 [AcCK] Seq=6019 Ack=6485 win=384 Len=0 TsSval=2327:
342669091 [ACK] Seg=6019 Ack=6609 wWin=384 Len=0 Tsval=2327:
34266-9091 [AcCK] Seq=6019 Ack=6611 win=384 Len=0 TsSval=2327:
34266-9091 [ACK] Seg=6019 Ack=6616 Win=384 Len=0 Tsval=2327:
POST /Echoapp/CallstatusEvent HTTP/1.1 (application/json)
34266-9091 [ACK] Seq=6626 Ack=7334 win=384 Len=0 Tsval=2327:

24766 annt FTare]l Can_EE876 AAL_T220 w3m_204 1 Amc A TCowa 1323377

>

@ [¥7 | File: "Citmp\G\log.pcap” 326 kB 00:00:17

Otnpaska n npuem SIP coobuieHunin

| Pac... | Profile: Default

Mpu oTNpaBke 1 Npueme coobLLEHUs NCNOSB3YIOTCA cneaytoLme 3anpock! Kk REST:

* sendMessage - oTnpaska coobLleHNs

® MessageStatusEvent - o6HOBNeHMe cTaTyca CoObLLEHNS
® OnMessageEvent - nony4eHve BxoasLero coobLleHns



I | log.pcap [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)] = =
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COAMI BEXRE AeIDTL Qe r EEmx B
Filter: ip.sre==127.0.0.1 & tcp.dstport==%091 v | Expression.. Clear Apply Save
Ma. Time Source Destination Protocol Length Info
33 10.169410 127.0.0.1 127.0.0.1 TCP 68 24248-9091 [FIN, ACK] Seq=1 Ack=1 win=384 Len=0 TSval=2326163678 TSecr=2325203574
35 10.169710 127.0.0.1 127.0.0.1 TCP 76 34257-9091 [SYN] Seq=0 Win=32792 Len=0 M55=16396 SACK_PERM=1 TSval=2326163678 TSec
37 10.169725 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [acK] Seq=1 Ack=1 win=32896 Len=0 T5val=2326163678 Tsecr=2326163678
38 10.169863 127.0.0.1 127.0.0-1 HTTP 536 POST /Echoapp/sendvessage HTTP/1.1 (application/json)
41 10.175721 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [ACK] Seq=469 Ack=385 Win=33920 Len=0 T5val=2326163685 TSecr=2326163684
43 10.175798 127.0.0.1 127.0.0.1 TCP 68 24257-9091 [ACK] Seq=469 Ack=389 win=33920 Len=0 TSval=2326163685 TSecr=2326163685
45 10.175912 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [ACK] Seq=469 Ack=581 Win=34944 Len=0 TSval=2326163685 TSecr=2326163685
47 10.175981 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [AcK] Seq=469 Ack=5383 wWin=34944 Len=0 TSval=2326163685 TSecr=2326163685
49 10.176571 127.0.0.1 127.0.0.1 TCP 68 342579091 [ACK] Seg=469 Ack=588 win=34944 Len=0 Tsval=2326163685 TSecr=2326163685
63 10.209948 127.0.0.1 127.0.0.1 HTTE 1193 pOST /EchoApp/MessageStatusEvent HTTP/1.1 (application/json)
68 10.214131 127.0.0.1 127.0.0.1 TCP 68 24257-9091 [ACK] Seq=1594 Ack=1819 win=37760 Len=0 TSval=2326163723 TSecr=23261637
70 10.214612 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [ACK] Seq=1594 Ack=1826 Win=37760 Len=0 Tsval=2326163724 TSecr=23261637
83 10.270728 127.0.0.1 127.0.0.1 HTTP 1282 PoST /Echoapp/OnMessageEvent HTTP/1.1 (application/json)
87 10.274535 127.0.0.1 127.0.0.1 TCP 68 342579091 [ACK] Seq=2808 Ack=2215 Win=38424 Len=0 T5val=2326163783 TSecr=23261637
89 10.274577 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [ACK] 5eq=2808 Ack=3152 win=41344 Len=0 T5val=2326163783 TSecr=23261637
99 10.314686 127.0.0.1 127.0.0.1 TCP 68 24257-9091 [ACK] Seq=2808 Ack=3157 win=41344 Len=0 TSval=2326163824 TSecr=23261637
108 10.445610 127.0.0.1 127.0.0.1 HTTE 779 PosST /EchoApp/MessagestatusEvent HTTP/1.1 (application/json)
110 10.448970 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [AcK] 5eq=3519 Ack=3541 wWin=43136 Len=0 Tsval=2326163938 TSecr=23261639
112 10.449025 127.0.0.1 127.0.0.1 TCP 68 342579091 [ACK] Seg=3519 Ack=3546 Win=43136 Len=0 T5val=2326163958 TSecr=23261639
114 10.449087 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [ACK] 5Seq=3519 Ack=3974 wWin=45056 Len=0 T5val=2326163958 TSecr=23261639
116 10.449147 127.0.0.1 127.0.0.1 TCP 68 24257-9091 [ACK] Seq=3519 Ack=3976 win=45056 Len=0 TSval=2326163958 TSecr=23261639
118 10.449670 127.0.0.1 127.0.0.1 TCP 68 34257-9091 [ACK] 5eq=3519 Ack=3981 win=43056 Len=0 Tsval=2326163959 TSecr=23261639
>
OM File: "C\tmp\5\log.pcap” 67 kB 00:00:13 Packets: 138 - Displayed: 22 (15,9%) - Load ti... | Profile: Default

Bo3MOXKHblE HENONAOKW

Mpo6nembl npoxoxxaeHnst REST Tpaduka MoryT Bbi3biBaTb pasfiMyHble OLWMOKN Npu nHTerpaummn ¢ web-cepsepomM. Hanpumep, ecnu He nget Tpadumk
npw BbiI3oBe REST-meToaa 'connect', coeanmHeHne He MOXET ObiTb YCNELIHO ycTaHoBNeHO. Ecnn He npoxoaaT Bbi3oBbl ConnectionStatusEvent nnu
RegistrationStatusEvent, To web-cepBep He CMOXeT nony4yaTb yBeAOMAEHNS O cTaTyce coeanHeHmns n ctatyce SIP-peructpauun. O6paboTka owmnbok
REST nogpo6Ho onncaHa B pasgene REST hooks.

YcTpaHeHne Henonagok

Y6eputechb 4TO Bal web-cepBep KoppekTHO oTeeyaeT Ha REST / HTTP 3anpockl 1 nopT Bawero web-cepsepa oTkpbIT Ha Firewall. Y6eguTech, 4To ceps
epHoe npunoxerHne WCS koppekTHo HacTpoeHo Ha REST URL web-cepBepa v nioruHe copgepxxar owmnbok. Kpome Toro Bbl MOXKETE NMOSTHOCTHIO
OTKJIIO4UTBL Ucnonb3oBaHne REST ¢ nomoLubto KoMaHabl remove app-rest-method. B aTom cnyyvae o6patieHnini k web-cepeepy 1 olwmnboK, CBA3aHHbIX C
Takumu obpalleHnsmn He 6yaeT. MNpu 3ToM web-knMeHT gomkeH 6yaeT cam nepefasaTth Bce HEOOXOAUMbIE AaHHble Kak onucaHo B pasaene REST hooks.
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