HAProxy

YctaHoBska n HacTporika HAProxy Ha CentOS 7

1. YcTaHOBMTE 32BNUCUMOCTU

yuminstall openssl-devel pcre-devel make gcc -y

2. Ckavavite HAproxy

CkavanTe ctabunbHyto Bepcuio HAproxy, Hanpumep B gupekToputo /tmp

cd /tnp
wget http://ww. haproxy. org/ downl oad/ 1. 7/ src/ haproxy-1.7.2. tar.gz -O | tar -zx

3. MepengnTe B pasapxnBUPOBaHHYIO SUPEKTOPUIO C UCXOAHMKaMM

d haproxy-*

4. 3anyctute c6opKy

make TARGET=li nux2628 USE_PCRE=1 USE_OPENSSL=1 USE ZLI B=1 USE_CRYPT_H=1 USE_ LI BCRYPT=1
make install

5. CospainTte nonb3osarens haproxy

user add haproxy

6. Cospaiite gupektoputo /var/lib/haproxy/

nkdir /var/lib/ haproxy/

7. CospanTe .pem dainn n3 ceptudukaTos, UMNOPTUPOBaHHbIX Ha WCS-cepsep

Mpumep ans cepTndmrkaTos oT nposangepa StartSSL
test.flashphoner.com.crt - aiin ceptucukara
test.flashphoner.com.key - cainn npusatHoro knova
ca.pem - KOPHEBOW cepTudmkart
sub.class2.server.ca.pem - NPOMEXYTOYHbIN cepTudukar

cat test.flashphoner.com.crt ca.pem sub.class2.server.ca.pem test.flashphoner.com.key | tee test.flashphoner.com.pem

8. CospainTte caiin KoHdurypauumu /etc/haproxy/haproxy.cfg co cnegyrowmm COaep>XUMbIM:


https://www.startssl.com/

# d obal settings

gl obal

chroot /var/lib/haproxy

pidfile /var/run/haproxy. pid
maxconn 4000

user haproxy

group haproxy

daenon

# turn on stats unix socket

stats socket /var/lib/haproxy/stats

# common defaults that all the 'listen" and 'backend' sections wll
# use if not designated in their block

defaults

node http

| og gl oba

option httplog

option tcplog

option http-server-close
option redispatch
retries 3

timeout http-request 10s
ti neout queue 1m

ti meout connect 10s
tinmeout client 1m
tinmeout server 1m
timeout http-keep-alive 5s
ti meout check 10s
maxconn 3000

http-reuse al ways

frontend secure

bi nd SET_YOUR | P: 443 ss|l crt /path/to/your/certificate/cert.pem
acl is_websocket hdr(Upgrade) -i WebSocket

acl is_websocket hdr(Sec-WbSocket-Key) -m found
use_backend ws_app if is_websocket

use_backend web_app if { reqg.proto_http }

def aul t _backend static

backend static

server static 127.0.0.1:8888

# websocket

backend ws_app

server appl 127.0.0.1:8080

# web content

backend web_app

server appl 127.0.0.1:8888 ssl verify none

B cTtpoke

bi nd SET_YOUR | P: 443 ssl crt /path/to/your/certificate/cert.pem

3ameHnTe
- SET_YOURL_IP - Ha ny6aun4yHbin IP WCS-cepsepa
- /path/to/your/certificate/cert.pem - Ha .pem cbaiin, cosaaHHbIN U3 cepTUdUKATOB, NMMNOPTNPOBaHHLIX Ha WCS-cepsep

9. CospaitTe init chaiin /etc/init.d/haproxy co cnepytoLwym cogep)XUMbIM:

#!/ bi n/ bash
#



# chkconfig: - 85 15

# description: HA-Proxy is a TCP/HTTP reverse proxy which is particularly suited \

# for high availability environnments

# processnane: haproxy

# config: /etc/haproxy/haproxy.cfg

# pidfile: /var/run/haproxy.pid

# Script Author: Sinon Matter <sinon.nmatter@nvoca.ch>

# Version: 2004060600

# Source function library.

if [ -f /etc/init.d/functions ]; then
/etc/init.d/functions

elif [ -f /etc/rc.d/init.d/functions ] ; then
letc/rc.d/init.d/functions

el se

exit 0

f

# Source networking configuration.
/ etc/sysconfi g/ net work

# Check that networking is up.

[ ${NETWORKING = "no" ] &% exit 0O

# This is our service nane

BASENAME=" basenanme $0°

if [ -L$0]; then

BASENAME="find $0 -nane $BASENAME -printf %"

BASENAME=" basenanme $BASENAME

f

Bl N=/ usr /1 ocal / sbi n/ $BASENAMVE

CFG=/ et c/ $BASENAME/ $BASENANE. cf g

[ -f $CFG] || exit 1

PI DFI LE=/ var/ r un/ $BASENANE. pi d

LOCKFI LE=/ var /| ock/ subsys/ $BASENANVE

RETVAL=0

start() {

qui et _check

if [ $2 -ne 0 ]; then

echo "Errors found in configuration file, check it with ' $BASENAME check'."

return 1

f

echo -n "Starting $BASENAME: "

daenon $BIN -D -f $CFG -p $PI DFI LE

RETVAL=$?

echo

[ SRETVAL -eq 0 ] && touch $LOCKFI LE

return $RETVAL

}

stop() {
echo -n "Shutting down $BASENAME: "

ki Il proc $BASENAME - USR1

RETVAL=$?

echo

[ SRETVAL -eq 0] && rm-f $LOCKFILE
[ $SRETVAL -eq 0] && rm-f $PI DFI LE
return $RETVAL

}

restart() {

qui et _check

if [ $2 -ne 0]; then

echo "Errors found in configuration file, check it with '$BASENAME check'."
return 1

f

st op

start

}

rel oad() {

if ! [ -s $PIDFILE ]; then

return O

f

qui et _check

if [ $2 -ne 0 ]; then

echo "Errors found in configuration file, check it with ' $BASENAME check'."
return 1



fi
$BIN -D -f $CFG -p $PIDFILE -sf $(cat $PI DFI LE)

}

check() {

$BIN -c -q -V -f $CFG
}

qui et _check() {
$BIN -c -q -f $CFG

rhstatus() {

st at us $BASENAVE

}

condrestart() {

[ -e $LOCKFILE ] && restart ||
}

# See how we were called.
case "$1" in

start)

start

st op)

stop

restart)

restart

rel oad)

rel oad

condrestart)

condrestart

st at us)

rhstatus

check)
check

*)
echo $"Usage: $BASENAME {start|stop|restart|rel oad| condrestart]|status|check}"”
exit 1

esac
exit $?

10. Job6asbTe haproxy B aBTO3anyck

chnod a+x /etc/init.d/ haproxy
chkconfig --add haproxy
chkconfi g haproxy on

11. 3anycTuTte haproxy

service haproxy start

MpoBepka HAProxy

1. Y6eguTech, 4To haproxy cnywaet nopt 443

netstat -antp | grep 443



MpymMep pesynbTaTa KoMaHpl:

tcp O 0 192.168.1.1:443 0.0.0.0:* LI STEN 24083/ hapr oxy

Ecnn nopT 3aHAT gpyroi cny>k60i, 3aBepLunTe COOTBETCTBYIOLLMIA MPOLECC 1 nepe3anycTuTte haproxy:

service haproxy restart

2. Y6eputech, 4TO cepTudmKaThl, UCMONbL30BaHHbIE ANS CO3AaHNs .pem daiina, ykasaHHoro B daiine koHdurypauum haproxy.cfg, MNopTrpoBaHbl Ha
WCS-cepBep

Moppo6Hee o ceptudukarax ans WCS-cepsepa cM. Websocket SSL

3. OtkpoiiTe naHenb ynpaeneHust WCS-cepsepa Yepe3 HTTPS

https://< | P WCS- >: 8888/ dashboard. xht m

4. MNposepbTe paboTy demo-npumepa ¢ nopTom 443

Hanpuwmep, B demo-npumepe Streamer nameHnTe wss nopT Ha 443 1 Ha4yHWUTe Ny6amKaumio NoToka.


http://Websocket SSL
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