Raw WebSocket API

® QOverview
® Command set for stream publishing and playback
® connect
® publish
® unpublish
¢ play
* stop
® Publishing/playback stream metrics
® Stream availability checking

Overview

All WCS SDK: WebSDK, AndroidSDK, iOS SDK use WebSocket transport protocol to communicate with server. To exchange SDP between client and
server and establish WebRTC mediasession, the custom command set is implemented over WebSocket.

WebSocket messages exchange can be seen while WebSDK example application works in Chrome browser, Two Way Streaming for example. Todo this
open Developer tools by pressing F12 key, go to Network section, choose host name and got to Frames tab
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Command set for stream publishing and playback

connect

When establishing connection with server and creating a session, messages exchange flow as follows:
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1. Client sendsconnect i on message

{ " "

"message”:
"data":
[
{

connection",

"appKey": "def aul t App",

"medi aProvi ders": [ "WbRTC", " MSE", "WBPIl ayer"],

"clientVersion":"0.5.28",

"clientOSVersion":"5.0 (Wndows NT 6.1; Wn64; x64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/71.
0.3578.80 Safari/537.36",

"clientBrowserVersion":"Mzilla/5.0 (Wndows NT 6.1; Wn64; x64) AppleWbKit/537.36 (KHTM., |ike Gecko)
Chrone/ 71. 0. 3578. 80 Safari/537. 36"

}
]

Message parameters

Parameter Description
appKey Server application key to communicate with backend server while session goes
mediaProviders List of suppoted publication or playback technologies

clientVersion Client SDK version


https://docs.flashphoner.com/display/WCS5EN/Applications+management

clientOSVersion Client OS version

clientBrowserVersion | Client browser version

2. Server sendsget User Dat a message

{
"message": "get User Dat a",
"data":
[
{

"useWsTunnel ": f al se,

"useWsTunnel Packeti zati on2": fal se,

"useBase64Bi nar yEncodi ng": f al se,

"medi aProvi ders": [ "WbRTC", " MSE", "WEPI ayer "],

"aut hToken": " /5. 129. 23. 83: 50066/ 188. 40. 244. 249: 8443",

"status":"ESTABLI SHED",

"clientVersion":"0.5.28",

"clientOSVersion":"5.0 (Wndows NT 6.1; Wn64, x64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/71.
0.3578.80 Safari/537.36",

"clientBrowserVersion":"Mzilla/5.0 (Wndows NT 6.1; Wn64; x64) AppleWebkKit/537.36 (KHTM, |ike Gecko)
Chrone/ 71. 0. 3578. 80 Safari/537.36",

"forceLogger": fal se,

"keepAlive":fal se

}
]

This message confirms successful WebSocket connection establishing and data receiving from client

Message parameters

Parameter Description
useWSTunnel WS tunnel is used
useWsTunnelPacketization2 = WS tunnel packetization is used

useBase64BinaryEncoding = Base64 encoding is used

mediaProviders List of suppoted publication or playback technologies

authToken Authentication token, the same as session Id formed with client and server IP address and port
status WebSocket session status

clientVersion Client SDK version

clientOSVersion Client OS version

clientBrowserVersion Client browser version

forceLogger Logger is forced

keepAlive Keep Alive is used

3. Server sends get Ver si on message

{
"message": "get Versi on",
"data":

[
"5.1.3674-9b5b684ac8lalc7e62d7a38e0c3a2c2433f aacf 9"

]

Message contains WCS version

4. If there are no other messages received from client, server periodically sendspi ng



{
"nmessage": " pi ng",
"data":[]

}

on which client must respond withpong

{
"message": " pong",
"data":[null]
}
publish

When publishing a stream, messages exchange flow as follows:

1. publishStream

WCS

2. setRemote5DP

WebRTC media stream

3. notify StreamStatusEvent

1. Client sendspubl i shSt r eammessage




{
"nmessage": "publishStreant,
"data":
[
{

"medi aSessi onl d": "90el4ad0-f db2- 11e8- bce2- a3f 72476f b49",

"name":"test",

"published":true,

"hasVi deo": true,

"hasAudi 0":true,

"status":" PENDI NG',

"record":fal se,

"medi aProvi der": " WbRTC",

"sdp":"v=0\r\no=- 1712288193115840199 2 IN I P4 127.0.0.1\r\ns=-\r\nt=0 O\r\ na=group: BUNDLE audi o
vi deo\ r\ na=nsi d- semanti c: W/B EZ5Uy6UkPt EoScVWkyAcP5r abBY6buERZj QoH\ r\ nmraudi o 9 UDP/ TLS/ RTP/ SAVPF 111 103 104 9
0 8 106 105 13 110 112 113 126\r\nc=IN1P4 0.0.0.0\r\na=rtcp:9 IN I1P4 0.0.0.0\r\na=i ce-ufrag: qgQ\r\ na=i ce- pwd:
KEf onBLSL4Pxj 78N6T3/ HAMY\ r\ na=i ce- opti ons: tri ckl e\r\ na=fi ngerprint: sha-256 EE: BC: 55: 18: 45: 6C: B4: 5C: 28: 6F: 5D: F9:
42: 63: 1B: A2: 99: 8D: 7A: 0B: 19: C3: F5: 62: 12: 63: 82: B6: FO: 2C: 36: E2\ r\ na=set up: act pass\r\ na=m d: audi o\ r\ na=ext map: 1 urn:
ietf:params:rtp-hdrext:ssrc-audio-1evel\r\na=sendonl y\r\na=rtcp-nux\r\na=rtpmap: 111 opus/ 48000/ 2\r\na=rtcp-fb:
111 transport-cc\r\na=fntp: 111 mi npti me=10; usei nbandf ec=1\r\ na=rt pmap: 103 | SAC/ 16000\ r\ na=rt pmap: 104 | SAC
/ 32000\ r\ na=rt pmap: 9 G722/ 8000\ r\ na=rt pmap: 0 PCMJ 8000\ r\ na=rt pmap: 8 PCMA/ 8000\ r\ na=rt pnap: 106 CN
/ 32000\ r\ na=rt pmap: 105 CN 16000\ r\ na=rt pmap: 13 CN 8000\ r\ na=rt pnap: 110 t el ephone- event/ 48000\ r\ na=rt pmap: 112
t el ephone-event/ 32000\ r\ na=rt pmap: 113 tel ephone-event/ 16000\ r\ na=rtpmap: 126 tel ephone-event/ 8000\ r\ na=ssrc:
3498121776 cnane: Ft 3gt 165zZ3kAl | O r\ na=ssrc: 3498121776 nsi d: EZ5Uy6UkPt EoScWkyAcP5r abBY6buERZ] QopH 55944815- d49b-
4ab2-bc19- 3ecdca00b4a2\ r\ na=ssrc: 3498121776 nsl abel : EZ5Uy6UKPt EoScVkyAcP5r abBY6bUuERZ] QoH\ r\ na=ssrc: 3498121776
| abel : 55944815- d49b- 4ab2- bc19- 3ecdca00b4a2\ r\ nmrvi deo 9 UDP/ TLS/ RTP/ SAVPF 96 97 98 99 100 101 102 123 127 122
125 107 108 109 124\r\nc=IN P4 0.0.0.0\r\na=rtcp:9 IN IP4 0.0.0.0\r\na=i ce-ufrag: qgQ\ r\ na=i ce- pwd:
KEf onBLSL4Pxj 78N6T3/ HAMY\ r\ na=i ce- opti ons: trickl e\r\na=fingerprint:sha-256 EE: BC: 55: 18: 45: 6C: B4: 5C: 28: 6F: 5D: F9:
42: 63: 1B: A2: 99: 8D: 7A: 0B: 19: C3: F5: 62: 12: 63: 82: B6: FO: 2C: 36: E2\ r\ na=set up: act pass\r\ na=m d: vi deo\ r\ na=ext map: 2 urn:
ietf:parans:rtp-hdrext:toffset\r\na=extmap:3 http://ww. webrtc. org/ experinments/rtp-hdrext/abs-send-
time\r\na=ext map: 4 urn: 3gpp: vi deo-orientation\r\na=extmap:5 http://ww.ietf.org/id/draft-hol mer-rncat-transport-
wi de- cc- ext ensi ons- 01\ r\ na=ext map: 6 http://ww. webrtc. org/ experinents/rtp-hdrext/pl ayout-del ay\r\ na=ext map: 7
http://ww. webrtc. org/ experinents/rtp-hdrext/video-content-type\r\na=extmap:8 http://ww. webrtc.org/experinments
/rtp-hdrext/video-timng\r\na=extmap: 10 http://tools.ietf.org/htm/draft-ietf-avtext-franemarking-
07\r\ na=sendonl y\r\ na=rtcp-nux\r\na=rtcp-rsize\r\na=rtpnmap: 96 VP8/ 90000\ r\ na=rtcp-fb: 96 goog-renb\r\na=rtcp-fhb:
96 transport-cc\r\na=rtcp-fb:96 ccmfir\r\na=rtcp-fb: 96 nack\r\na=rtcp-fb: 96 nack pli\r\na=rtpmap: 97 rtx
/ 90000\ r\ na=f nt p: 97 apt =96\ r\ na=rt pmap: 98 VP9/ 90000\ r\ na=rtcp-fb: 98 goog-renb\r\na=rtcp-fb: 98 transport-
cc\r\na=rtcp-fb:98 ccmfir\r\na=rtcp-fb: 98 nack\r\na=rtcp-fb:98 nack pli\r\na=fntp:98 profile-id=0\r\na=rtpnap:
99 rtx/ 90000\ r\ na=fntp: 99 apt=98\r\na=rtpmap: 100 H264/ 90000\ r\ na=rtcp-fb: 100 goog-renb\r\na=rtcp-fb: 100
transport-cc\r\na=rtcp-fb: 100 ccmfir\r\na=rtcp-fb: 100 nack\r\na=rtcp-fb: 100 nack pli\r\na=fntp: 100 |evel -
asymetry- al | oned=1; packeti zati on- rode=1; profil e-1evel -i d=42001f\r\ na=rt pmap: 101 rtx/ 90000\ r\ na=f nt p: 101
apt =100\ r\ na=r t pmap: 102 H264/ 90000\ r\ na=rtcp-fb: 102 goog-renb\r\na=rtcp-fb: 102 transport-cc\r\na=rtcp-fb: 102
ccmfirl\r\na=rtcp-fb: 102 nack\r\na=rtcp-fb: 102 nack pli\r\na=fntp: 102 | evel -asymmetry-al | oned=1; packeti zati on-
node=0; profile-level -i d=42001f\r\ na=rt pnap: 123 rtx/ 90000\ r\ na=f nt p: 123 apt =102\ r\ na=rt pmap: 127 H264
/ 90000\ r\ na=rtcp-fbh: 127 goog-renb\r\na=rtcp-fb: 127 transport-cc\r\na=rtcp-fb:127 ccmfir\r\na=rtcp-fb: 127
nack\r\na=rtcp-fb: 127 nack pli\r\na=fntp:127 | evel -asymmetry-al | owed=1; packeti zati on-node=1; profil e-1evel -
i d=42e01f\r\ na=rt pmap: 122 rtx/ 90000\ r\ na=f nt p: 122 apt=127\r\ na=rt pmap: 125 H264/ 90000\ r\ na=rtcp-fb: 125 goog-
remb\r\na=rtcp-fb: 125 transport-cc\r\na=rtcp-fb: 125 ccmfir\r\na=rtcp-fb: 125 nack\r\na=rtcp-fb: 125 nack
pli\r\na=fntp:125 | evel -asynmmetry-al | owed=1; packeti zati on- node=0; profil e-1evel -i d=42e01f\r\ na=rt pmap: 107 rtx
/ 90000\ r\ na=f nt p: 107 apt =125\r\ na=rt pmap: 108 red/ 90000\ r\ na=rt pmap: 109 rt x/ 90000\ r\ na=f nt p: 109
apt =108\ r\ na=r t pnap: 124 ul pf ec/ 90000\ r\ na=ssrc- group: FI D 3064307282 2143201641\ r\ na=ssrc: 3064307282 cnane:
Ft 3gt 1652Z3kAl | O\ r\ na=ssrc: 3064307282 nsi d: EZ5Uy6Uk Pt EoSc\VWkyAcP5r abBYBbUuERZj QpH 77c7bd16- 9a65- 4f 62- 9d01-
6ecdd3e58f 8a\ r\ na=ssrc: 3064307282 nsl abel : EZ5Uy6UkPt EoSc\WkyAcP5r abBYBbUERZj QoH\ r\ na=ssr c: 3064307282 | abel :
77c7bd16- 9a65- 4f 62- 9d01- 6ecdd3e58f 8a\ r\ na=ssrc: 2143201641 cname: Ft 3gt 16szZ3kAl | O\ r\ na=ssrc: 2143201641 mnsi d:
EZ5Uy 6UkPt EoScVkyAcP5r abBY6bUuERZ] QoH 77c7bd16- 9a65- 4f 62- 9d01- 6ecdd3e58f 8a\ r\ na=ssrc: 2143201641 nsl abel :
EZ5Uy 6UKPt EoScVky AcP5r abBY6bUuERZ] QoH\ r\ na=ssrc: 2143201641 | abel : 77¢c7bd16- 9a65- 4f 62- 9d01- 6ecdd3e58f 8a\r\ n",

"bitrate": 0,

"mnBitrate":O0,

"maxBitrate": 0

Message parameters

Parameter Description

mediaSessionld = WebRTC media session Id



name Published stream name

hasVideo Stream has video

hasAudio Stream has audio

status Stream status

record Stream should be recorded on server

mediaProvider List of suppoted publication or playback technologies

sdp Client SDP

bitrate Bitrate (will set while publishing if 0)
minBitrate Minimum bitrate (no limits if 0)
maxBitrate Maximum bitrate (no limits if 0)

2. Server sendsset Renot e SDP message

{
"nmessage": " set Renot eSDP",
"data":
[

"90el4adO- f db2- 11e8- bce2- a3f 72476f b49",

"v=0\r\ no=Fl ashphoner 0 1544579813187 I N | P4 188. 40. 244. 249\ r\ ns=Fl ashphoner/1.0\r\ nc=IN | P4
188. 40. 244.249\r\ nt =0 O\r\nnraudi o 31686 RTP/ SAVPF 111 8 9\r\nc=IN | P4 188. 40. 244. 249\ r\ na=mi d:
audi o\r\ na=rtprmap: 111 opus/ 48000/ 2\ r\ na=rt pmap: 8 PCMA 8000\ r\ na=rt pmap: 9 G722/ 8000\ r\ na=pti ne: 20\ r\ na=i ce- pwd:
40u9aoi ei t vOu62t ol 3pr 1g3h4\ r\ na=i ce- uf rag: 90el4ad0- f db2- 11e8- bce2- a3f 72476f b49cf nkhlcug233qg2\r\ na=fi ngerprint:
SHA- 256 33: 7A: 40: CF: 1C: 42: 03: 20: EE: E9: F9: 95: 24: 2A: 95: 85: D6: 25: A9: 68: C6: CF: 40: 09: 82: 74: B4: C3: F9: 97: E6:
EE\r\ na=candi date: 1 1 udp 2130706431 188. 40.244.249 31686 typ host\r\na=candi date: 1 2 udp 2130706431
188. 40. 244. 249 31686 typ host\r\na=end- of - candi dates\r\ na=rtcp-nmux\r\na=rtcp: 31686 I N | P4 188. 40. 244. 249
\r\ na=recvonl y\r\ nmevi deo 31920 RTP/ SAVPF 100 127 102 125 96\r\nc=IN | P4 188. 40. 244. 249\ r\ na=m d:
vi deo\ r\ na=rt pmap: 100 H264/ 90000\ r\ na=f nt p: 100 | evel - asymetry-al | owed=1; packeti zati on- node=1; profil e-level -
i d=42001f\r\ na=rt pmap: 127 H264/ 90000\ r\ na=f nt p: 127 | evel -asymmet ry- al | owed=1; packeti zati on- node=1; profil e-| evel -
i d=42e01f\r\ na=rt pmap: 102 H264/ 90000\ r\ na=f nt p: 102 | evel -asymmet ry- al | owed=1; packeti zati on- node=0; profil e-| evel -
i d=42001f\r\ na=rt pmap: 125 H264/ 90000\ r\ na=f nt p: 125 | evel -asymmet ry- al | owed=1; packeti zati on- nrode=0; profil e-1| evel -
i d=42e01f\r\ na=rt pmap: 96 VP8/90000\r\na=rtcp-fb:* ccmfir\r\na=rtcp-fb:* nack\r\na=rtcp-fb:* nack pli\r\na=rtcp-
fb:* goog-renb\r\na=i ce- pwd: 40u9aoi ei t vOu62t ol 3pr 1g3h4\ r\ na=i ce- uf r ag: 90el14ado0- f db2- 11e8- bce2-
a3f 72476f b49cf nkhlcug233g2\ r\ na=fi ngerpri nt: SHA- 256 33: 7A: 40: CF: 1C: 42: 03: 20: EE: E9: F9: 95: 24: 2A: 95: 85: D6: 25: A9: 68:
C6: CF: 40: 09: 82: 74: B4: C3: F9: 97: E6: EE\r\ na=candi date: 1 1 udp 2130706431 188. 40. 244. 249 31920 typ
host\r\ na=candi date: 1 2 udp 2130706431 188. 40. 244. 249 31920 typ host\r\na=end- of - candi dat es\r\ na=rtcp-
mux\ r\na=rtcp: 31920 I N | P4 188. 40. 244. 249\ r\ na=recvonl y\r\n",

true

]

Message contains:

* Media session Id
® Server SDP

3. When stream is published, server sendsnot i f ySt r eanfSt at usEvent message



{

"nmessage": "notifyStreanttatusEvent",

"medi aSessi onl d": "90el14adO-f db2- 11e8- bce2- a3f 72476f b49",

"data":
[
{

"medi aSessi onl d": "90el14ad0- f db2- 11e8- bce2- a3f 72476f b49",

"name":"test",

"published":true,

"hasVi deo": true,

"hasAudi 0":true,

"status": " PUBLI SH NG',

"audi oCodec": "opus",

"vi deoCodec" : "H264",

"record": fal se,

"width": 0,

"height": 0,

"bitrate": 0,

"mnBitrate":O0,

"maxBitrate": 0,

"quality":0,

"createDate": 1544579813186,

"stream nfo":

{
"nodel d": nul |,
"appKey":null,
"sessionld":null,
"nane":"test",
"sanplingTinme":null,
"recordTi mestanp": nul |,
"recordStarted": fal se
I
"medi aProvi der": " WebRTC'
}

Message parameters

Parameter Description

mediaSessionld = WebRTC media session Id

name Published stream name

published Stream is published

hasVideo Stream has video

hasAudio Stream has audio

status Stream status

audioCodec Audio codec

videoCodec Video codec

record Stream is recorded on server

width Picture width (set while publishing if 0)
height Picture height (set while publishing if 0)
bitrate Bitrate (will set while publishing if 0)
minBitrate Minimum bitrate (no limits if 0)
maxBitrate Maximum bitrate (no limits if 0)

quality Stream quality

createDate Creation date as integer



streaminfo Additional stream information

mediaProvider Publishing technology

unpublish

When stopping a stream publishing, messages exchange flow as follows:

1. unPublishStream

WCS

WebRTC medja stream

2. notifyStreamStatusEvent

1. Client sends unPubl i shSt r eammessage

{
"message”: "unPubl i shStreant,
"data":
[
{
"medi aSessi onl d": "1d91ae20- f db3- 11e8- bddf - 9b115426f 01b"
"nanme":"test",
"published":true,
"hasVi deo": true,
"hasAudi 0":true,
"status":"PUBLI SH NG',
"record":fal se
}
]
}

Message parameters




Parameter Description

mediaSessionld = WebRTC media session Id

name Published stream name
published Stream is published
hasVideo Stream has video

hasAudio Stream has audio

status Stream status

record Stream is recorded on server

2. Server stops publishing and sendsnot i f ySt r eanft at usEvent message

{
"message":"notifyStreanttatusEvent"”,
"data":
[
{

"medi aSessi onl d": " 1d91ae20- f db3- 11e8- bddf - 9b115426f 01b",

"nanme":"test",

"publ i shed":true,

"hasVi deo": true,

"hasAudi 0": true,

"status":" UNPUBLI SHED",

"audi oCodec": "opus",

"vi deoCodec" : "H264",

"info":"Stopped by publisher stop",

"record": fal se,

"wi dt h": 320,

"hei ght": 240,

"bitrate": 0,

"mnBitrate":O0,

"maxBitrate": O,

"quality":0,

"createDat e": 1544580045898,

"stream nfo":

{
"nodel d": nul |,
"appKey":null,
"sessionld":null,
"medi aSessi onl d": " 1d91ae20- f db3- 11e8- bddf - 9b115426f 01b",
"nane":"test",
"sanplingTinme":null,
"recordTi mestanp": nul |,
"recordStarted": fal se
b
"medi aProvi der": " WebRTC'

Message parameters

Parameter Description

mediaSessionld = WebRTC media session Id

name Published stream name
published Stream is published
hasVideo Stream has video
hasAudio Stream has audio

status Stream status



audioCodec
videoCodec
record
width

height
bitrate
minBitrate
maxBitrate
quality
createDate
streaminfo

mediaProvider

play

Audio codec

Video codec

Stream is recorded on server

Picture width (set while publishing if 0)
Picture height (set while publishing if 0)
Bitrate (will set while publishing if 0)
Minimum bitrate (no limits if 0)
Maximum bitrate (no limits if 0)
Stream quality

Creation date as integer

Additional stream information

Publishing technology

When playing a stream, messages exchange flow as follows:

1. playStream

WCS

2. notifyAudioCodec

<

3. setRemoteSDP
-+

WebRTC media stream
-4
4. notifyStreamStatusEvent

+

o. notifyvideoFormat
-

1. Client sendspl ay St r eammessage




{
"nmessage": " pl ayStreant,
"data":
[
{

"nmedi aSessi onl d": " 22588500- f db3- 11e8- bddf - 9b115426f 01b",

"name":"test",

"published": fal se,

"hasVi deo": true,

"hasAudi 0":true,

"status":" PENDI NG',

"record":fal se,

"wi dth":0,

"height":0,

"medi aProvi der": " WbRTC",

"sdp":"v=0\r\no=- 6636414462219466101 2 IN I P4 127.0.0. 1\r\ns=-\r\nt=0 O\ r\ na=group: BUNDLE audi o
vi deo\ r\ na=nsi d- semanti c: WS\ r\nnraudi o 9 UDP/ TLS/ RTP/ SAVPF 111 103 104 9 0 8 106 105 13 110 112 113
126\r\nc=IN P4 0.0.0.0\r\na=rtcp:9 IN P4 0.0.0.0\r\na=ice-ufrag: 331 G r\na=i ce- pwd:
R78vJJet yP2VWWHUBQNKGHJIA\ r\ na=i ce-opti ons: trickl e\r\na=fingerprint:sha-256 72: 67: 0A: 92: 8B: C2: CB: 13: 4E: 7F: 66: BB:
AF: 99: 4A: 0C: D9: C3: C1: 3E: B9: B8: 24: EB: 2E: 64: 39: B2: 19: 76: 85: 09\ r\ na=set up: act pass\ r\ na=ni d: audi o\ r\ na=ext map: 1 urn:
ietf:parans:rtp-hdrext:ssrc-audio-level\r\na=recvonly\r\na=rtcp-nmux\r\na=rtpmap: 111 opus/ 48000/ 2\r\na=rtcp-fb:
111 transport-cc\r\na=fntp: 111 mi npti me=10; usei nbandf ec=1\r\ na=rt pmap: 103 | SAC/ 16000\ r\ na=rt pnmap: 104 | SAC
/ 32000\ r\ na=rt pmap: 9 G722/ 8000\ r\ na=rt pmap: 0 PCMJ 8000\ r\ na=rt pnap: 8 PCVMA/ 8000\ r\ na=rt pnap: 106 CN
/ 32000\ r\ na=rt pmap: 105 CN 16000\ r\ na=rt pnmap: 13 CN 8000\ r\ na=rt pnap: 110 t el ephone- event/ 48000\ r\ na=rt pmap: 112
t el ephone-event/ 32000\ r\ na=rtpmap: 113 tel ephone-event/ 16000\ r\ na=rtpmap: 126 tel ephone-event/ 8000\ r\ nn¥vi deo 9
UDP/ TLS/ RTP/ SAVPF 96 97 98 99 100 101 102 123 127 122 125 107 108 109 124\r\nc=IN P4 0.0.0.0\r\na=rtcp:9 IN
1 P4 0.0.0.0\r\na=i ce-ufrag: 331 G r\ na=i ce- pwd: R78vJJet yP2VWeWHUBQNKGOJA\ r\ na=i ce-opti ons: trickl e\r\ na=fingerprint:
sha- 256 72: 67: 0A: 92: 8B: C2: CB: 13: 4E: 7F: 66: BB: AF: 99: 4A: 0C: D9: C3: C1: 3E: B9: B8: 24: EB: 2E: 64: 39: B2: 19: 76: 85:
09\ r\ na=set up: act pass\ r\ na=ni d: vi deo\r\ na=ext map: 2 urn:ietf: parans:rtp-hdrext:toffset\r\na=extmap: 3 http://ww.
webrtc. org/ experiments/rtp-hdrext/abs-send-tinme\r\na=extmap: 4 urn:3gpp: vi deo-orientation\r\na=extnmap:5
http://ww. ietf.org/id/draft-hol mer-rntat-transport-w de-cc-extensions-01\r\na=extmap: 6 http://ww. webrtc.org
/ experinments/rtp-hdrext/playout-del ay\r\na=extmap: 7 http://ww. webrtc. org/experinments/rtp-hdrext/video-content-
type\r\na=extmap: 8 http://wwv webrtc. org/ experinents/rtp-hdrext/video-timng\r\na=extmap:10 http://tools.ietf.
org/htm /draft-ietf-avtext-franemarki ng-07\r\na=recvonl y\r\na=rtcp-nux\r\na=rtcp-rsize\r\na=rtpnmap: 96 VP8
/ 90000\ r\ na=rtcp-fbh: 96 goog-renb\r\na=rtcp-fb: 96 transport-cc\r\na=rtcp-fb:96 ccmfir\r\na=rtcp-fb: 96
nack\r\na=rtcp-fb: 96 nack pli\r\na=rtpmap: 97 rtx/ 90000\ r\ na=fntp: 97 apt =96\ r\ na=rt prmap: 98 VP9/ 90000\ r\ na=rt cp-
fb:98 goog-renb\r\na=rtcp-fb:98 transport-cc\r\na=rtcp-fb:98 ccmfir\r\na=rtcp-fb: 98 nack\r\na=rtcp-fb:98 nack
pli\r\na=fntp:98 profile-id=0\r\na=rtpmap: 99 rtx/ 90000\ r\ na=fnt p: 99 apt =98\ r\ na=rt pnap: 100 H264/ 90000\ r\ na=rt cp-
fb:100 goog-renb\r\na=rtcp-fb: 100 transport-cc\r\na=rtcp-fb: 100 ccmfir\r\na=rtcp-fb: 100 nack\r\na=rtcp-fb: 100
nack pli\r\na=fntp:100 | evel -asymmetry-al |l owed=1; packeti zati on- node=1; profile-Ievel -i d=42001f\r\na=rt prmap: 101
rtx/ 90000\ r\ na=f nt p: 101 apt =100\ r\ na=rt pmap: 102 H264/ 90000\ r\ na=rtcp-fb: 102 goog-renb\r\na=rtcp-fb: 102
transport-cc\r\na=rtcp-fb: 102 ccmfir\r\na=rtcp-fb: 102 nack\r\na=rtcp-fb: 102 nack pli\r\na=fntp:102 |evel -
asymmetry- al | owed=1; packeti zati on- nrode=0; profil e-1evel -i d=42001f\r\ na=rt pmap: 123 rtx/ 90000\ r\ na=f nt p: 123
apt =102\ r\ na=rt pmap: 127 H264/ 90000\ r\ na=rtcp-fb: 127 goog-renb\r\na=rtcp-fb: 127 transport-cc\r\na=rtcp-fb: 127
ccmfirl\r\na=rtcp-fb: 127 nack\r\na=rtcp-fb: 127 nack pli\r\na=fntp: 127 | evel -asymmetry-al | oned=1; packeti zati on-
node=1; profile-level -i d=42e01f\r\ na=rtpmap: 122 rtx/ 90000\ r\ na=f nt p: 122 apt =127\r\ na=rt pmap: 125 H264
/ 90000\ r\ na=rtcp-fbh: 125 goog-renb\r\na=rtcp-fb: 125 transport-cc\r\na=rtcp-fb: 125 ccmfir\r\na=rtcp-fb: 125
nack\r\na=rtcp-fb: 125 nack pli\r\na=fntp: 125 | evel -asymetry-al | owed=1; packeti zati on- node=0; profile-1|evel -
i d=42e01f\r\ na=rt pmap: 107 rtx/ 90000\ r\ na=f nt p: 107 apt =125\r\ na=rt pnap: 108 red/ 90000\ r\ na=rt pmap: 109 rtx
/ 90000\ r\ na=f nt p: 109 apt =108\r\ na=rt pmap: 124 ul pf ec/ 90000\ r\ n",

"bitrate": 0,

"mnBitrate":O0,

"maxBitrate": O,

"quality":0

}
]

Message parameters

Parameter Description
mediaSessionld | WebRTC media session Id
name Published stream name
published Stream is published (ignored)

hasVideo Stream has video



hasAudio Stream has audio

status Stream status

record Stream is recorded on server (ignoring)
width Picture width (play as published if 0)
height Picture height (play as published if 0)
mediaProvider Playback technology

sdp Client SDP

bitrate Bitrate (will set while playing if 0)
minBitrate Minimum bitrate (no limits if 0)
maxBitrate Maximum bitrate (no limits if 0)
quality Stream quality (play as published if 0)

2. Server sendsnot i f yAudi oCodec message

{
"message": "noti f yAudi oCodec",
"data":
[
"22588500- f db3- 11e8- bddf - 9b115426f 01b",
{
"nane": " opus”
}
]
}

Message contains:

* WebRTC media session Id
® Stream audio codec name

3. Server sendsset Renot eSDP message

{
"message": " set Renot eSDP",
"data":
[

"22588500- f db3- 11e8- bddf - 9b115426f 01b",

"v=0\r\ no=Fl ashphoner 0 1544580053583 I N | P4 188. 40. 244. 249\ r\ ns=Fl ashphoner/1.0\r\ nc=I N | P4
188. 40. 244. 249\ r\ nt =0 O\ r\nnraudi o 31354 RTP/ SAVPF 111 8 9\r\nc=IN | P4 188. 40. 244. 249\ r\ na=m d:
audi o\r\ na=rtprmap: 111 opus/ 48000/ 2\ r\ na=rt pnap: 8 PCMA 8000\ r\ na=rt pmap: 9 G722/ 8000\ r\ na=pti ne: 20\ r\ na=i ce- pwd:
11 bnj 56an4qr 2ai r cOadr ei ede\ r\ na=i ce- uf rag: 22588500- f db3- 11e8- bddf - 9b115426f 01bvu7mlcug2aei 5\ r\ na=fi ngerprint:
SHA- 256 33: 7A: 40: CF: 1C: 42: 03: 20: EE: E9: F9: 95: 24: 2A: 95: 85: D6: 25: A9: 68: C6: CF: 40: 09: 82: 74: B4: C3: F9: 97: E6:
EE\r\ na=candi date: 1 1 udp 2130706431 188. 40.244.249 31354 typ host\r\na=candi date: 1 2 udp 2130706431
188. 40. 244. 249 31354 typ host\r\na=end-of - candi dates\r\na=rtcp-nux\r\na=rtcp: 31354 | N | P4 188. 40. 244. 249
\r\na=sendonl y\r\ na=ssrc: 1734923542 cnane: rt p/ audi o/ 22588500- f db3- 11e8- bddf - 9b115426f 01b\ r\ nmrvi deo 31248 RTP
/ SAVPF 100 127 102 125 96\r\nc=I N | P4 188. 40. 244. 249\ r\ na=mi d: vi deo\ r\ na=rt pmap: 100 H264/ 90000\ r\ na=f nt p: 100
I evel -asymet ry-al | owed=1; packeti zati on- node=1; profil e-I|evel -i d=42001f\ r\ na=rt pmap: 127 H264/ 90000\ r\ na=f nt p: 127
| evel -asymmet ry- al | owed=1; packeti zati on- node=1; profil e-Ilevel -i d=42e01f\r\ na=rt pmap: 102 H264/ 90000\ r\ na=f nt p: 102
| evel -asymmetry- al | owed=1; packeti zati on- rode=0; profil e-|evel -i d=42001f\r\ na=rt pmap: 125 H264/ 90000\ r\ na=f nt p: 125
|l evel -asymet ry- al | oned=1; packeti zati on- nnde=0; profil e-level -i d=42e01f\r\ na=rt pnap: 96 VP8/ 90000\ r\ na=rtcp-fbh:*
ccmfirl\r\na=rtcp-fb:* nack\r\na=rtcp-fb:* nack pli\r\na=rtcp-fb:* goog-renb\r\na=i ce-pwd:
11 bnj 56an4qr 2ai r cOadr ei ede\ r\ na=i ce- uf rag: 22588500- f db3- 11e8- bddf - 9b115426f 01bvu7mlcug2aei 5\ r\ na=fi ngerprint:
SHA- 256 33: 7A: 40: CF: 1C: 42: 03: 20: EE: E9: F9: 95: 24: 2A: 95: 85: D6: 25: A9: 68: C6: CF: 40: 09: 82: 74: B4: C3: F9: 97: E6:
EE\r\ na=candi date: 1 1 udp 2130706431 188. 40.244.249 31248 typ host\r\na=candi date: 1 2 udp 2130706431
188. 40. 244. 249 31248 typ host\r\na=end- of - candi dates\r\na=rtcp-nux\r\na=rtcp: 31248 | N | P4 188. 40. 244. 249
\r\na=sendonl y\r\ na=ssrc: 1329233369 cnane: rt p/vi deo/ 22588500- f db3- 11e8- bddf - 9b115426f 01b\r\ n",

true

]

Message contains:



® Media session Id
* Server SDP

3. When media data transmission is started, server sendsnot i f ySt r eanfst at usEvent

"nmedi aSessi onl d": " 22588500- f db3- 11e8- bddf - 9b115426f 01b",

message

" medi aSessi onl d": " 22588500- f db3- 11e8- bddf - 9b115426f 01b",

{
"message":"notifyStreanttatusEvent"”,
"data":

[
{

"nane":"test",

"published": fal se,

"hasVi deo": true,

"hasAudi 0": true,

"status":"PLAYI NG',

"audi oCodec": "opus",

"vi deoCodec" : "H264",

"record": fal se,

"wi dth": 0,

"height":0,

"bitrate": 0,

"mnBitrate":O0,

"maxBitrate": 0,

"quality":0,

"creat eDat e": 1544580053573,

"stream nfo":

{
"nodel d": nul |,
"appKey": null,
"sessionld":null,
"nanme":"test",
"sanpl i ngTi me": nul |,
"recordTi mestanp": nul |,
"recordStarted": fal se
I
"medi aProvi der": "WebRTC'
}
]
}

Message parameters

Parameter Description

mediaSessionld = WebRTC media session Id

name Stream name to play

published Stream is published

hasVideo Stream has video

hasAudio Stream has audio

status Stream status

audioCodec Audio codec

videoCodec Video codec

record Stream is recorded on server
width Picture width (set while playing if 0)
height Picture height (set while playing if 0)
bitrate Bitrate (will set while playing if 0)
minBitrate Minimum bitrate (no limits if 0)

maxBitrate Maximum bitrate (no limits if 0)



quality Stream quality
createDate Creation date as integer
streaminfo Additional stream information

mediaProvider = Publishing technology

4. Server sendsnot i f yVi deoFor mat message

{
"nmessage": "notifyVi deoFormat",
"data":
[
{
"streaner Vi deoW dt h": 320,
"streaner Vi deoHei ght ": 240,
"medi aSessi onl d": "22588500- f db3- 11e8- bddf - 9b115426f 01b",
"status":"RESI ZE"
}
]
}

Message parameters

Parameter Description
streamerVideoWidth = Streamer picture width

streamerVideoHeight = Streamer picture height

mediaSessionid WebRTC media session Id
status Stream video status
stop

When stopping a stream playback, messages exchange flow as follows:



1. stopStream

WCS

WebRTC medja stream

2 notify StreamStatusEvent

1. Client sendsst opSt r eammessage

"nmedi aSessi onl d": " 22588500- f db3- 11e8- bddf - 9b115426f 01b",

st opStreant,

"nanme":"test",

i shed": fal se,

"hasVi deo": true,
"hasAudi 0":true,

us": " PLAYI NG',

"record":fal se

{
"message": "
"data":
[
{
" publ
"stat
}
]
}

Message parameters

Parameters

Description

mediaSessionld = WebRTC media session Id

name
published

hasVideo

Published stream name
Stream is published

Stream has video




hasAudio Stream has audio
status Stream status

record Stream is recorded on server

2. Server stops playback andsendsnot i f ySt r eanfst at usEvent message

{
"nmessage": "notifyStreanttatusEvent",
"data":
[

{
"medi aSessi onl d": " 22588500- f db3- 11e8- bddf - 9b115426f 01b"

"nanme":"test",
"published": fal se,

"hasVi deo": true,

"hasAudi 0":true,
"status":" STOPPED",

"audi oCodec": "opus",

"vi deoCodec" : "H264",
"info":"Stopped by user",
"record": fal se,

"w dt h": 320,
"hei ght": 240,
"bitrate": 0,
"mnBitrate": 0
"maxBitrate": 0
"quality":0,
"creat eDate": 1544580053573,
"stream nfo":

{

"nodel d": nul |,
"appKey": null,
"sessionld":null,
"medi aSessi onl d": "22588500- f db3- 11e8- bddf - 9b115426f 01b",
"name": "test",
"sanpl i ngTi me": nul |,
"recordTi mestanp": nul |,
"recordStarted": fal se
},
"medi aProvi der": "WebRTC'

Messages parameters

Parameter Description

mediaSessionld = WebRTC media session Id

name Stream name to play
published Stream is published

hasVideo Stream has video

hasAudio Stream has audio

status Stream status

audioCodec Audio codec

videoCodec Video codec

info Stream status text description
record Stream is recorded on server

width Picture width (set while playing if 0)



height Picture height (set while playing if 0)

bitrate Bitrate (will set while playing if 0)
minBitrate Minimum bitrate (no limits if 0)
maxBitrate Maximum bitrate (no limits if 0)
quality Stream quality

createDate Creation date as integer
streaminfo Additional stream information

mediaProvider Publishing technology

Publishing/playback stream metrics

Since build5.2.576, main publishing/playback stream metrics were added to messagesinboundVideoRate, outboundVideoRate, which are intended to con
trol publishing/playback channel quality:

{
"message"”: "i nboundVi deoRat e",
"data":
[
{
"medi aSessi onl d": "al12145d0- 7eee- 11ea- 9833- 9da59e0cc100",
"vi deoRat e": 704856,
"fps": 31,
"nack": 0,
"pli":0,
"| ost Packets": 0,
"wi dt h": 640,
"hei ght": 360
}
]
}
{
"message": "out boundVi deoRat e",
"data":
[
{
"medi aSessi onl d": " 0040ed40- 7eef - 11ea- 9833- 9da59e0cc100",
"vi deoRat e": 685256,
"fps": 30,
"nack": 0,
"pli":13,
"| ost Packets": 0,
"wi dt h": 640,
"hei ght ": 360
}
]
}

Messages parameters

Parameter Description

mediaSessionld = WebRTC media session Id

videoRate Video bitrate, bps
fps FPS

nack NACK packets count
pli PLI queries count
lostPackets Lost packets count

width Picture width


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.576.tar.gz
https://docs.flashphoner.com/display/WCS52EN/Publisher+and+player+channel+quality+control
https://docs.flashphoner.com/display/WCS52EN/Publisher+and+player+channel+quality+control

height Picture height

Stream availability checking

To check if a stream is available on the server, client should sendavai | abl eSt r eammessage

[

{
"nmedi aSessi onl d": "2f693140- 7d54- 11eb- 91f e- 1f dOf b28f 180",

"name": "test"

Message parameters

Parameter Description
mediaSessionld | WebRTC media session Id

name Stream name

The server will respond withavai | abl eSt r eammessage

[

{

"status": "fal se",

"info": "Restricted access",

"id": "2f693140- 7d54- 11eb- 91f e- 1f dOf b28f 180"
}

Message parameters

Parameter Description
status true if stream is available
false if stream is not available
info The unavailability reason phrase

id WebRTC media session Id

The unavailability reason phrase is supported since build5.2.911


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.911.tar.gz
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