Nopnepykka IPv6 ana WebRTC

B c6opke 5.2.660 6bina gob6aBneHa nogaepxka IPvé gna WebRTC. 3To npuBeno Kk
N3MEHEHUIO HaCTPOEK 1 NpoLeaypbl yCTAHOBKU COeANHEHUS.

HacTpouka

Mo ymonyaHuto, nogaepxxka IPvé HeakTuBHa. YTO6bI BKIFOYUTb 3TY BO3MOXHOCTD,
Heo6xo0aUMO:

» B (danne HacTpoek flashphoner.properties ykazaTb BHelwwHui IPv6 agpec cepsepa u
paspewwmnTb ucnonb3oBaHue IPv6 KaHaMpaToB

=2a03:b0cB:3:e0::42e:c002

=true

» B (aline HaCTpPOeK Wcs-core.properies paspewmnTb Ucnosb3oBaHue IPv6 cTeka

=false

Kpome Toro, cnegytouime HacTporku IP agpecoB No3BONSAOT yKasdaTb Yepes 3anaTyto IPv4
n IPv6 agpeca ansa npuBsi3ku

hls.address

http.address

(M https.address

rtmfp.address

rtmp.address

rtsp.address

rtsp_client_address

ws.address

wss.address

[Mpouenypa ycTaHOBKU coeaNHEeHNs

YcTaHOBKa coeanHeHus ansa npvema/nepegaun megua tpadmka no WebRTC Bbirnagut
cneayoLmnm o6pa3om:


https://flashphoner.com/downloads/builds/WCS/5.2/FlashphonerWebCallServer-5.2.660.tar.gz
file:///opt/TeamCityAgent/work/e8d9ff752ef6fac0/site/ru/WCS52/Working_with_the_server/Core_settings/Settings_file_flashphoner.properties/
file:///opt/TeamCityAgent/work/e8d9ff752ef6fac0/site/ru/WCS52/Streaming_video_functions/Working_with_the_server/Core_settings/Settings_file_wcs-core.properties.en.md

2. Mpu nonyyeHun 3anpoca c atpnuoyTom [SHGNIDINIS kaHAnaaT NoMeyaeTcs Kak

HOMMWHUPYEMbIiA, PY yCnosum, 4To 6yaeT nonyyeH CEEENEIRE ey OT 3TOr0

KaHaupaTa

| A udp.port == 31010 B3 -] Expression.
No. Time Source Destinaion Protocol Longih o
96 5.571569 2a00:1fa0: 454! 7dbd:9c2f:4227:7f3c:6¢5d 2a03:b0c0: 3 eﬂ"ﬂe (IB‘I STUN 206 Binding Request user: 1
101 5.574385 142! fal 227:7f3c:6¢5d STUN. 210 Binding Request user: KDKO:44ed81b0/80c5/11ea/b076/d30860f554016aqt:
+ 103 5.575115 B :42e:c001 540 7dbﬂ QCZF 4227:7f3c:6c5d STUN 214 Binding Success Response user: 442UBIDG/EHCSIUea/bmﬁ/d}oséﬂfssdﬂﬂ
107 5.629417 213.87.156.145 167.71.35.46 STN 186 Binding Request user
109 5.629978 167.71.35.46 213.87.156.145 ST 190 Binding Request wiers KOKD:ddedBind/B0cs/Lien/oaTe/d30860554010at
110 5.630126 167.71.35.46 213.67.156.145 ST 182 Binding Success Response XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u
117 5.650716 1a0:4640:7dbd: 9c2f:4227:7f3c:6¢5d STUN 138 Binding Success Response
125 5.656027 DTLSV1.2 293 Client Hello
127 5.680879 STN 206 Binding Request user:
129 5.681733 H 0 STUN 214 Binding Success Response user: 442UB100/80:5/11ea/bmﬁ/d}%éﬂfsswﬂ
134 5.710735 213.87. 156 l45 STUN 106 Binding Success Response XOR-MAPPED-/ ADDRES 7.71.35.46:31010
138 5.718968 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6¢5d STUN 206 Binding Request user:
141 5.719442 2a03: boc e0: : 42e: STUN 214 Binding Success Response user: ‘3ledSlb@/saci/llea/b076/630360f5540ﬁ
145 5.729962 2a00:1fa0:4640:7dbd: 9c2f:4227:7f3c:6¢5d DTLSV1.2 707 Server Hello, Certificate, Server Key Exchange, Certificate Request
149 5.739375 2a03:b0c0:3:€0: : 42e: 001 DTLSV1.2 790 Certificate, Client Key Exchange, Certificate Verify, Change Cipher
152 5.811244 2a00:1fa0:4640: 7dbd: 9c2f :4227:7f3¢:6¢5d 2a03: e0::42e:c001 DTLSV1.2 129 Change Cipher Spec, Encrypted Handshake Message
154 5.813960 2a03:b0c0:3:e0: :42e: 001 2a00:1fa0:4640: 7dbd:9c2f:4227:7f3c:6c5d UoP 144 31010 - 57192 Len=82

Internet Protocol Version 6, Src

<vvvvy

Session Traversal Utilities for

Message Length: 124
Message Cookie: 2112

v Attribut
R 1

Frame 96: 206 bytes on wire (1648 bits), 206 hyles captured (1648 bits)
Ethernet II, Src: JuniperN_4f:80:30 (f s

0:4b:3a:
2a00:1fa0: 464

£:80:30), Dst: 2:23:12:f!

NAT

» Message Type: 0x0001 (Binding Request)

2042
Message Yransa(non 10: 4230622f3357794339595652

inknown
ICE-CONTROLLING
USE-CANDIDATE

Attribute Length:
v PRIORITY

Attribute Length: 4
Priority: 1845504255

MESSAGE-INTEGRITY

FINGERPRINT

» Attribute Type: USE-CANDIDATE (0x0025)

» Attribute Type: PRIORITY (0x0024)

3d (f2:23:12:5:28:3d)

7dbd:9c2f:4227: 7f3c:6¢5d, Dst: 2a03:b0ce:3:e0: :42e:c001
User Datagram Protocol, Src Port: 57192, Dst Port: 31010

3. Ha kaxabi# [ LGRS OT 6pay3epa oTnpaBnsercs [yl Response

1010 B -] Expression
No. Time Source Destination Protocal Lengih nfo
¢ 96 5.571569 2a00:1fa0:4640: 7dbd: 9c2f:4227:713c:6¢5d T 206 Binding Request user: 1
101 5.574385 2203:500: 3: €0: : 42e: 001 STUN 210 Binding Request user: kDK:44ed81b0/80c5/11ea/b076/d3086075540f6aqt:
103 5.575115 2a03:b0C0:3:€0: : 42e: 001 2a00: 1720:4640:7dbd: 9c2F:4227:7f3c:6c5d STUN 214 Binding Success Response user: 44ed8160/80c5/11ea/b076/d30860f5540f!
107 5.629417 213.87.156.145 167.71.35.46 STUN 186 Binding Request user: 1
109 5.629978 167.71.35.46 213.87.156.145 STUN 190 Binding Request user: KDKO:44ed8100/80c5/11ea/b076/d308601554076aqt:
110 5.630126 STUN 182 Binding Success Respanse XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u
117 5.650716 2e: o0l TN 138 Binding Success Respanse
125 5.656027 7dbd:9c2f:4227:7f3c:6¢5d DTLSV1.2 293 Client Hello
127 5.680879 <42 TN 206 Binding Request user: 1
129 5.681733 7dbd:9c2:4227:73c:6c5d STUN 214 Binding Success Response user: 44ed8168/80c5/11ea/b076/d30860f5540f!
134 5.710735 STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 167.71.35.46:31010
138 5.718968 : STUN 206 smmng Request user: /1
141 5.719442 9c2f:4227:7f3¢:6c54 TN 214 Binding Success Response user: 44ed81b8/80c5/11ea/b076/d30860f5540f!
145 5.729962 coo1 DTLSV1.2 T G Hello, Certificate, Server Key Exchange, Certificate Request
149 5.730375 9¢2f:4227:7f3c:6¢5d DTLSV1.2 790 Certificate, Client Key Exchange, Certificate Verify, Change Cipher
152 5.811244 DTLSV1.2 129 Change Cipher Spec, Encrypted Handshake Message
154 5.813960 :9c2f :4227:7f3c:6c5d 144 31010 - 57192 Len=82

<vvvey

Session Traversal Utilities for
Request I
[Time: 0.003546000 seconds]

Message Length: 132
Message Cookie: 2112a442

Attributes
¥ XOR-MAPPED-ADDRESS

Attribute Length:
Reserved: 00

Port (XOR-d):
[Port: 57192]

> USERNAME:

Frame 103: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits)
Ethernet IT, Src: f2:23:12:f5:a8:3d (f2:23:1
Internet Protocol Version 6, Src
User Datagram Protocol, Src Port: 31010, Dst Port: 57192

2a03:b0c0:3:

NAT

» Message Type: 0x0101 (Binding Success Response)
Message Transaction I0: 4a30622f335779433959565a
> Ateribute Type: JOR HAPPED-AODRESS (0x0020)
Protocol Fanily: IPv6 (8x02)
fe7a

IP (XOR-d): 0b12bbe20c701f92af783b6446653a07
[IP: 2200:1f20:4640: mau 9c2f:4227:7f3¢:6c5d]

> SOFTWARE
» MESSAGE-INTEGRITY
» FINGERPRINT

3d), Dst: IcannIan_o
::42:c001, Dst: 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6¢5d

63 (00:00:5€:00:02:63)

4. OHOBpPEMEHHO, CEpPBEpP OTNPaBNSAET B CTOPOHY 6pay3epa EENE I nd. [1pu
Heo6X0AMMOCTU, 3aNpOoChl MOBTOPSIOTCSA C MHTEPBAIOM, yKa3aHHbIM B HacTpoike (no

ymonyanuto 1500 mc)

=1500



B -] Epesion.  +

Time
5.571569
5.574385
103 5.575115
107 5.629417
109 5.629978
110 5.630126
4 117 5.650716
125 5.656027
127 5.680879
129 5.681733
134 5.710735

3c:6¢5d

:7f3c:6¢5d

:7f3c:6¢5d

138 5.718968 3c:6¢5d
141 5.719442
145 5.729962 :7f3c:6¢5d

149 5.739375
152 5.811244 2a00:1f20:4640: mna 9c2f:4227:7f3c:6c5d
154 5.813960 2a03:b0c0: 3: €0 coo1

Destination
zzm:nma: 2: 001
9c2f:4227:7f3¢:6¢5d
2aaa 1fa0:4640: 7dbd: 9c2f :4227:7f3c:6c5d
167.71.35.46

213.87.156.145

213.87.156.145

e:c
ZxBB uaa 4640:7dbd: Q(Zf 4227:7f3c:6c5d

ZzBB ]fae 4640:7dbd: gm 4227:7f3c:6c5d
2a03:b0c0: 3:€0: : 42e:
2300+ 1fa0:4640: 7dbd: eczr 4227:7f3c:6¢5d

Protocol

Length
206
210
214
186
1%
182
138
203
206
214
106
206
214

nfo
Binding Request user: 5/1
Binding Request user:
Binding Success Response
Binding Request user:
Binding Request user:
Binding Success Response XOR-MAPPED-ADDRESS:
Binding Success Response

Client Hello

Binding Request user:
Binding Success Response user: ueasm/aecw11ea/nmsleaessafssaaﬁ
Binding Success Response XOR MAPPED ADORESS: 167.71,35.46:31010
Binding Request user:

Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086015540f
Server Hello, Certificate, Server Key Exchange, Certificate Request
Certificate, Client Key Exchange, Certificate Verify, Change Cipher
Change Cipher Spec, Encrypted Handshake Message

31010 - 57192 Len=82

1
: 44ed81b0/80c5/11ea/b076/d30860F5540f(
1

213.87.156.145:24841 u

Frame 101: 210 bytes on wire (1680 bits), 210 bytes captured (1680 bits)
Ethernet II, Src: f2:23:12:f5:a8:3d (f2:23:12:5:a8
Internet Protocol Version 6, Src: 2a03:b0c0:3:e0::42
User Datagram Protocol, Src Port: 31010, Dst Port: 57192
Session Traversal Utilities for NAT
Response In: 117
» Message Type: 0x0001 (Binding Request)
Message Length: 128
Message Cookie: 21122442
Message Yransacnen 10: 3b60e38871019950736261ed
v Attribut
= Userwne:
» Attribute Type: uszmmz wxa%ﬁ)
Attribute Length
Usernane: 5/1

ding: 1
» ICE-CONTROLLED
v PRIORITY
» Attribute Type: PRIORITY (0x0024)
Attribute Length: 4
Priority: 2113939711
> SOFTWARE
> MESSAGE-INTEGRITY
> FINGERPRINT

d), Dst: Icannlan_00:02:63 (00:00:5e:00:02:63)
e:001, Dst: 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c:6c5d

5. Mpwu nonyyveHnn EEIERIEIRERINEY OT NepBOro KaHaAnAaTa, 3anyckaeTcs UHTepBan
0XXMAaHUa APYrux KaHANAaToB, yKa3aHHbI B HacTpoiike (Mo ymondaHuo 1000 mc)

1000

6. Mo ucTeyeHnn aTOro MHTepBana, NPMOPUTETHOMY KaHAMAATY OTNpaBasieTcs

DTLS

31010

B ) Epesion.  +

Time
5.571569
5.574385
5.575115
5.629417
109 5.629978
110 5.630126
117 5.650716
125 5.656027
127 5.680879
129 5.681733
134 5.710735
138 5.718968

€0

213.87.156.145

167.71.35.46

167.71.35.46

4640: mm Q(Zf 4227:713¢:6c5d

e0::42e:c001
m 87.156.145
1fal aaa 7dbd:9c2f:4227:7f3c:6c5d

141 5.719442 ZaB) bacs 2e:
145 5.729962 zaan ma osoa 7dbd: Q(Zf 4227:713c:6c5d
149 5.739375 2e:

152 5.811244 zaa ua osoe 7dbd: gm 4227:713¢:6c5d

154 5.813960 2a03:b0c0: 3:€0: : 42e: 001

Destination
2a03:bact

2a00:
2a00:

640: 7dbd:9c21 :4227:7F3c:6c5d
640: 7dbd: 9c2f :4227:73c:6¢5d

fa
167.71.35.46
213.87.156.145
213.87.156.145

:42e:c001
1a0:4640: 7dbd: Qr,Zf 4227:7f3c:6c5d

2200: 1f20: 464¢ 7dbd 9c2f:4227:73c:6¢5d

Protocol
STUN
STUN

STUN
STUN

STUN
DTLSVI.2
s

DTLSV1.2
DTLSV1.2
DTLSV1.2

Length
206
210
214
186
19
182
138
293
206
214
106
206
214
707
79
129
144

Binding Request user: 1
Binding Request user: 1
Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086075540f1
Binding Request user:
Binding Request user:
Binding Success Response XOR-MAPPED-ADDRESS: 213.87.156.145:24841 u
Binding Success Response

Client Hello

Binding Request user: 1
Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086075540f1
Binding Success Response XOR-MAPPED-ADDRESS: 167.71.35.46:31010
Binding Request user: 5/1

Binding Success Response user: 44ed81b0/80c5/11ea/b076/d3086075540f1
Server Hello, Certificate, Server Key Exchange, Certificate Request
Certificate, Client Key Exchange, Certificate Verify, Change Cipher
Change Cipher Spec, Encrypted Handshake Message

31010 - 57192 Len=82

Frame 125: 203 bytes on wire (2344 bits), 293 bytes captured (2344 bits)

Internet Protocol Version 6, Src: 2a03:b0c0:
User Datagram Protocol, Src Port: 31010, Dst Port: 57192
Datagram Transport Layer Security

Content Type: Handshake (22)
Version: DTLS 1.0 (0xfeff)
Epoch: 0
Sequence Numher. ]

Length:
» Randshake Protacols Client Hello

Ethernet IT, Src: f2:23:12:f5:a8:3d (f2:23:12:15:a8:3d), Dst: Icannlan_00:02:63 (00:00:5e:00:02:63)
:42e:C001, Dst: 2a00:1fa0:4640:7dbd:9c2f:4227:7f3c: 6c5d

Mpu coegmHeHnmn c 6paysepom Safari, npuoputet otaaetcs IPv4 kaHaMAaTaMm, eCnm ToJIbKO
He Bo3HMKaeT npo6siem B npoueaype STUN-DTLS c TakuM KaHangaTom. Takum 06pa3om, B
Safari, ecnu knneHT uMeet fBa nHTepdeica IPv6 n IPv4, o6a nHtepdeica paboTaroT U1
Tpa@uK Mexay KJIMEHTOM U CepBEPOM He 3abJIOKMpOBaH, 6yAeT ncnosb3oBaTbes IPv4. B
ocTalibHbIX 6pay3epax (Bbille NpMBeAeHbl NpuMepbl Tpaduka ans Chrome) npuoputet

oTapaetcs IPv6 kKaHangaTam.

N3BeCTHble NPO6IEMBI

1. B uncton IPv6 cucteme nybnmkauus n socrnponssegeHne WebRTC B

bpaysepe He paboTaeT



e CuMNTOMDI

Mybnukaumnsa n BocnpomsBefeHne 3aBepluaeTcs ¢ o n6KoN [FEFREEY )R o SR T=T ]V

/ PelieHune

Ecnu ysen nmeet Tonbko IPv6 agpec (1 localhost), He pa6oTaeT o6MmeH ICE KaHauaaTamu B
6pay3epax, coobiTve Il R I E et s EXe ERd=) HE Bbl3blBaeTCs BO BCEX
6paysepax.cnonb3yite RTMP gns ny6nukauuu n RTSP, RTMP, HLS gnsa npourpbiBaHus.




