HacTpouka coturn B AWS EC2

OnucaHue

[ns T0ro, 4To6bl NONL30OBATENN MO MYBNKOBATbL M UFPaTb MOTOKM C 3aKPbITbIMU Ha UX
CTOPOHE MefmanopTamMm, MOXET 6biTb NosiesHo pasBepHyTb TURN cepBep. Ecnu no Kakum-
TO Nnpu4nHam pyHkuUMoHana sctpoeHHoro TURN cepBepa HegoCTaTOYHO, U MPU 3TOM
HeXkenaTenbHO pa3BepTbiBaTb OTAENbHbIN 3k3emnnsap B AWS EC2, nnbo cepBep AODKEH
MCNonb30BaTbCA B COCTaBe rpynmbl MacliTabupoBaHus, MOXHO pa3BepHyTb coturn Ha TOM
Xe aksemnnape, yto n WCS.

Pa3BepTbiBaHWe ak3emnnsapa cepsepa B AWS EC2

PasBepHuTe cepep B AWS EC2 no aToi MHCTpyKuuu. MNpu pa3BepTbiBaHuK, fo6aBbTe B
rpynny 6esonacHocTtu TCP nopt 443

Inbound rules Outbound rules Tags

Inbound rules Edit inbound rules

Type Protocol Port range Source Description - optional

Custom TCP Tcp 9091 0.0.00/0
Custom TCP Tcp 8888 0.0.00/0
Custom UDP upP 30000 - 33000 0.0.00/0
Custom TCP TP 1935 0.0.00/0
Custom TCR TP 554 0.0.00/0
SSH TP 22 0.0.00/0
Custom TCP TP 8443 - 8445 0.0.00/0
Custom TCP TP 3478 0.0.00/0

Custom UDP UDP 1935 0.0.0.0/0

HTTPS TP 443 0.0.00/0

Custom TCP TP 8080 - 8084 0.0.00/0

Hactponka WCS

[o6aBbTe B hain HacTpoek flashphoner.properties napametp

n nepesanyctute WCS.

YcTaHoBKa M HaCcTpomKa coturn

1. YcTaHoBUTE coturn U3 penosnTopus


file:///opt/TeamCityAgent/work/e8d9ff752ef6fac0/site/ru/WCS52/Working_through_Firewall/TURN_server/
file:///opt/TeamCityAgent/work/e8d9ff752ef6fac0/site/ru/WCS52/WCS_in_Amazon_EC2/AWS_load_balancer_with_auto_scale_quick_setup/
https://github.com/coturn/coturn
file:///opt/TeamCityAgent/work/e8d9ff752ef6fac0/site/ru/WCS52/WCS_in_Amazon_EC2/
file:///opt/TeamCityAgent/work/e8d9ff752ef6fac0/site/ru/WCS52/Working_with_the_server/Core_settings/Settings_file_flashphoner.properties/

sudo amazon-linux-extras install epel

sudo yum install coturn

2. B danne HacTpoek coturn AL AV g VAU QeI a2t g telalil Y KQXKUTe criegy oL ne

napameTpbl

# Listen port 443

listening-port=443

# Listen on internal IP only
listening-ip=172.31.XX.XXX

# Set up external IP option as coturn manual recommends
external-ip=54.75.x.xxx/172 .37 .XX . XXX
# Set user and password
user=username:password

# Set the domain

realm=yourdomain.com

# Disable UDP listener

no-udp

# SSL certificate and key
cert=/etc/pki/coturn/public/cert.pem
cert=/etc/pki/coturn/private/cert.key

OcTtanbHble napaMeTpbl MOXXHO OCTaBUTb MO YMOJZTYHaHUIO

3. YT06bI paspelnTb coturn NpocnywmnsaTth nopt 443, fo6asbTe B CEKLMIO

OEIZNEN /1ib/systemd/system/coturn.service QEIELVEND]

=CAP_NET_BIND_SERVICE

4. 3anyctute coturn

sudo systemctl start coturn

TecTupoBaHue

OTkpowTe npumep Firewall Traversal Streaming B 6pay3aepe, ykakxute B none Qi3S
UMS CBOEro cepBepa 1 Nopt 443, a TakXXe UM M Naposib, oNy6nKyinTe n npourpanTe NOToOK



96ee

Firewall Traversal Streaming

Local Player

B stop 96ee Stop
PUBLISHING PLAYING
WCS Server wss:/ftest3 flashphoner.con
Turn Server

turn:test3. flashphoner.com:

Username of turn server flashphoner =

Credential of turn server COM77EMMVTCwhyan

Force relay

Disconnect
ESTABLISHED




